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ABSTRACT
This talk gives a personal perspective on the topic area of this new
conference on data and application security and privacy, the dif-
ficult nature of the challenge we are confronting and possible re-
search thrusts that may help us progress to an effective scientific
discipline in this arena.

Categories and Subject Descriptors
D.4.6 [Operating Systems]: Security and Protection—Access con-
trols; K.6.5 [Management of Computing and Information Sys-
tems]: Security and Protection—Unauthorized access

General Terms
Security, Privacy

Keywords
Data and Application Security and Privacy

1. INTRODUCTION
It is a privilege and honor to start this new conference on data and

application security and privacy (DASPY), in collaboration with
my colleague and co-founder Elisa Bertino as well as the numer-
ous volunteers who have worked hard to put it together. Before
launching into a formal proposal to establish this conference, both
of us chatted informally with various colleagues. Their unqualified
enthusiasm for a high-quality research forum on this topic moti-
vated us to push ahead. The response from the research community
in terms of submissions and the caliber of the resulting program has
been truly gratifying, confirming our intuition that this new confer-
ence serves a real need.

The term data security has been used for over three decades [2,
3, 8]. The connotation of privacy as an element of data security
has often been emphasized [3]. Many of the fundamental problems
and solution approaches were identified early on, such as the con-
finement or covert channel problem [10], statistical inference [6]
and the promise of homomorphic encryption [12]. The general un-
derstanding of the term data security and privacy is probably not
significantly changed since these early days, although of course in
the details and nuances there have been considerable advances.

The term application security on the other hand has been and
continues to be more amorphous. There isn’t much usage of this
term in the literature until relatively recently. In the past decade it
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has become a popular term but in a very narrow sense. For example,
it has been equated to a subset of the more general term software
security specifically applying to “protection of software after it has
been built” [11]. In industrial practice this equates to scanning ap-
plications for vulnerabilities before deployment or filtering activity
with application firewalls that detect or prevent application-layer
attacks. This is particulary so in context of web application secu-
rity [7, 13].

The intent of this conference is to use the term application secu-
rity in a much broader sense. The connotation of the narrow sense
of application security given above is that the application devel-
oper understands the security controls that the application should
be enforcing but enforces them incorrectly by focussing entirely on
functional aspects. Attackers are able to circumvent this enforce-
ment by exploiting techniques such as SQL injection and cross-site
scripting [14]. The much bigger challenge in application security
is to understand what security policies need to be incorporated into
the application logic. Of course, we still need to understand how
these application-layer policies can be correctly coded so that we
have high assurance that they cannot be bypassed. In other words
the problem of software security is the how part of the problem
of application security. This makes software security (i.e., how) a
subset of the bigger problem of application security (i.e., what and
how).

Is the what question really that big a deal? I definitely think
so. Web applications deployed in the past decade have been e-
commerce or e-business applications where the security policy of
each individual transaction is fairly straightforward. Hence, indus-
trial practice and consequent security breaches in this arena have
been dominated by the how aspect. As we look to the future we an-
ticipate the emergence of new applications wherein the what ques-
tion is not going to be that straightforward. We are already see-
ing this in social networking, secure information sharing, secure
collaboration, secure data provenance, electronic health records,
location-based services, secure smart grid, and similar emerging
applications. In these applications the security and privacy require-
ments are not at all obvious. It is a major research challenge to
discover, articulate and formulate these requirements.

To summarize, the scope of data security and privacy has been
fairly stable over the past three decades although many challenging
research still remain. Usage of the term application security has
become prevalent only in the last decade. Thus far it has been pri-
marily used in the narrow sense of software failure to enforce fairly
straightforward e-commerce and e-business policies due to unfore-
seen errors in how the security controls were coded. As we look
ahead the challenge of securing emerging new applications is go-
ing to be driven as much or more by the what question rather than
the how question.
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2. THE DASPY SYSTEM CHALLENGE
Now that we have clarified the terms used in the DASPY topic

we can turn to consideration of the DASPY system challenge. The
essence of this challenge was actually articulated long ago as fol-
lows.

“Generally, security is a system problem. That is, it
is rare to find that a single security mechanism or pro-
cedure is used in isolation. Instead, several different
elements working together usually compose a security
system to protect something.” [5]

Simply stated, the DASPY system challenge is how to develop a
systems perspective on DASPY.

3. POSSIBLE RESEARCH THRUSTS
At a very high level I characterize the major research thrusts that

are needed to make progress on DASPY as follows.

• We should continue to make progress on point solutions for
various problems in data security and privacy.

• We should continue to make progress on the how aspect of
application security in the narrow sense of software security.

• We should embark on research to understand the what ele-
ments of application security. There are some excellent ex-
amples of such research [1, 4, 9]. Nonetheless it needs fur-
ther and explicit encouragement.

• We should embark on research to address the DASPY system
challenge. Today this is largely ignored.

All four of these thrusts are deserving of support. The DASPY sys-
tem challenge in particular needs special and urgent consideration.
Advances in understanding the what aspects of application security
are likely to be a prerequisite for progress on the DASPY system
challenge.

4. CONCLUSION
The excitement generated by this inaugural conference is evi-

dence of the growing interest in the DASPY topic, even as we de-
velop it conceptually. I am confident this conference will contribute
to advancing research in this arena.
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