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Abstract-The concept of groups is a natural aspect of
most collaboration scenarios. Group-Centric Secure Information
Sharing models (g-SIS) have been recently proposed in which
users and objects are brought together to promote sharing and
collaboration. Users may join, leave and re-join and objects
may be added, removed and re-added. Furthermore, objects
embodying new intellectual property may be created in the
group during collaboration, some of which may flow back to
the participating entities. Authorizations may depend on various
aspects including time of join and add, the user's role, etc. In this
paper, we outline three example scenarios of inter-organizational
collaboration. We develop a complete authorization model for
one of these scenarios comprising administrative and operational
components. We conclude the paper by proposing an initial
framework for developing more sophisticated models for inter­
organizational collaboration.

I. INTRODUCTION

Collaboration, in general, can be of many different types
and at different scales. In most inter-organizational, a group
is established between participating organizations to promote
sharing and collaboration. Each organization, a stake holder,
may share its resources (e.g. users and objects) with others by
adding them to the common group. As collaboration proceeds,
objects may be created (e.g. new intellectual property) which
may be transferred back to the stake holders. Such collabora­
tion scenarios have many characteristics: small-scale vs large­
scale, short-term vs long-term, dynamic vs static membership,
equal vs unequal stakeholders, unilateral vs bi/multi-Iateral ad­
ministration, uniform vs differentiated permissions, etc. Joint
product design between two or more organizations, merger and
acquisition scenarios, program committee meetings, micro­
collaboration such as in a research paper where multiple
authors collaborate, unilateral collaboration between a product
team in an organization and temporary consultants/contractors,
interest groups such as in IETF where members participate
in writing RFCs, etc. are few examples of collaboration
scenarios with such characteristics. On the other hand, we
have massively large-scale, highly distributed collaboration
scenarios where users may not represent a specific organization
and the notion of group tends to be fuzzy. Examples of such
scenarios include Wikipedia, Crowd-Sourcing, etc.

In this paper, we focus on inter-organizational and similar
collaboration scenarios where a clear notion of a collaboration
group exists. The concept of "Group-Centric" sharing has
already been introduced in [6] where the primary focus was
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on the semantics of group operations (user join and leave
and object add and remove). In a group, users may join,
leave and re-join and objects may be added, removed and re­
added. Authorization may depend on the temporal relationship
between the user and the object in the group with respect
to say the time the user joined and the time the object was
added. For instance, a user may be allowed to access all
objects in the group regardless of when he/she joined (or
when the object was added) or only those that were added
after he/she joined the group. Several alternative operation
semantics that are useful in group-centric information sharing
were proposed in [6]. However, the administrative aspects such
as who authorizes such group operations were not addressed
for this specific application. More generally, we expect that the
administrative model will always be strongly influenced by the
application context for group-centric sharing. Since our focus
is on inter-organizational collaboration, we strongly believe
that it is important to specify a concrete administrative model.

Our contribution in this paper is two-fold. First, we formally
specify a complete and novel model for group-centric collabo­
ration in inter-organizational scenarios. The specification com­
prises of an administrative model and an operational model.
In the administrative model, we specify the authorizations for
an essentially complete set of administrative operations such
as establishing and disbanding a collaboration group, joining
(and leaving) users to the group, adding (and removing)
objects and managing the results of the collaboration (such as
exporting/importing newly created objects in the group), etc. In
the operational model, we first propose a user-subject model.
The user represents a human in the system who may create
subjects-processes/programs, to exercise his/her privileges
in the system. A user in an organization who belongs to a
collaboration group may create subjects to read and write
objects in both the organization and the group. Clearly, it
is important to control information flow so that objects or
their content cannot be arbitrarily transferred to unauthorized
entities by malicious subjects. In the operational model, we
specify authorizations for normal user operations such as
creating and killing a subject, reading and updating an object,
etc. We believe that these relatively simple models can serve
the needs of many real-world collaborations. However, clearly,
there will also be a need for more sophisticated models in other
situations. To this this end, our second contribution is to intro­
duce a framework for developing more sophisticated models
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