USA GE CONTR OL: A UNIFIED FRAMEW ORK FOR

NEXT GENERA TION ACCESS CONTR OL

by

JaehongPark
A Dissertation
Submitted to the
Graduate Faculty

of

GeorgeMason University
in Partial Ful Timent of
the Requiremerts for the Degree

of

Doctor of Philosopty
Information Tednology

Committee:

Dr.

Dr.

Dr.

Dr.

Dr.

Ravi Sandhu, Dissertation Director
Larry Kerschberg

Edgar Sibley

Daniel Menasce

StephenG. Nash, Asscciate Dean for

Graduate Studiesand Researb

Dr.

Lloyd J. Gritths, Dean, School of

Information Tednology and Engineering

Date: Summer2003
GeorgeMason University
Fairfax, Virginia




Usage Control: A Unied Framew ork for Next Generation
Access Control

A dissertation submitted in partial ful lment of the requiremers for the degreeof
Doctor of Philosophy at GeorgeMason University.

By
JaehongPark

B.B.A., Dongguk University, Seoul,Korea, February 1995
M.S., The GeorgeWashington University, WashingtonD.C., Decenber 1998

Director: Dr. Ravi S. Sandtu, Professor
Departmert of Information and Software Engineering

Summer2003
GeorgeMason University
Fairfax, Virginia



Copyright 2003by JaehongPark
All Rights Resened



DEDICA TION

To my late father, Soontae Park, who has inspired and encouragedme to cortinue
my lifelong dream but couldn't seeme accomplishingit.

To my mother, JongnamChoi, who hasmademany sacri cesfor my academicpursuit
and waited for the succesof the pursuit.

My special dedicationgoesto my lovely wife, Hoonim Kim, who hasbeenalways with
me throughout this academicjourney, sharedall the dixcult times, and supported
me with great loves and sacri ces, and to my lovely daughters, Tricia and Alyson,
who have beenthe sourceof joy of my life.

| alsodedicateto my hometonvn families, including sisters, parert-in-laws, brothers-
in-law, and many others who are not mertioned here.



ACKNO WLEDGMENTS

| would like to expressmy sincereappreciation and gratitude to my dissertation di-
rector, ProfessorRavi Sandhu who has enlightened and guided me throughout my
doctoral studies. It was his invaluable advice that made me accomplishthis achieve-
mert. Nothing can be said enoughto expressmy indebtednesgo him.

| am alsograteful to my dissertationcommittee members, ProfessorLarry Kerschberg,
ProfessorEdgar Sibley, and ProfessorDaniel Menascefor their valuable commeris
and suggestions.

| am especially thankful to my wife and families who have provided me a strength to
comeall the way to this achievemer.

My appreciationalsogoesto many friendsin GeorgeMasonUniversity for their help.



TABLE OF CONTENTS

LIST OF TABLES
LIST OF FIGURES
ABSTRA CT

Chapter 1. INTR ODUCTION

1.1 ProblemStatemert . . . ... .. ... ...
1.2 Summaryof Contributions . . . . ... ... ... ... L.
1.3 Organization of the dissertation . . . . ... ... ... .........

Chapter 2. RELA TED WORK AND APPR OACHES

2.1 Traditional AccessControl Perspectives. . . . . . . .. ... ... ...
2.2 Modern AccessCortrol and Digital Rights Managemem Perspectives . .
2.3 UsageCorntrol Approach . . . . . . ... . ... ... ... .. .....
2.4 OM-AM LayeredApproach . . . . . . . . . . o o v it

Chapter 3. USAGE CONTR OL (UCON)

3.1 UsageCortrol Scope . . . . . . . .
3.2 UsageCorntrol Objectivesand Coverage. . . . . .. . ... ... ....

Chapter 4. UCON ABC MODELS

4.1 ABC ModelComponerts . . . . . . ... . . . .. ..
4.1.1 Subjects (S) and Subject Attributes (ATT(S)) . . ... ... ..
4.1.2 Objects (O) and Object Attributes (ATT(O)) . .. .. .. .. ..
413 Rights (R) . . . . . .
4.1.4 Authorizations (A) . . . . . . e
4.15 oBligations(B) . . . . . . ...
4.1.6 Conditions(C) . . . . . . . . .

4.2 The ABC Family of CoreModels . . .. .. ... .. ... .......

Page

viii

Xi

o o NP

(00)

10
12
13

15
15
17



Vi

4.2.1 UCONpea - pre-AuthorizationsModels . . . . . ... ... .. .. 34
4.2.2 UCONgna - ongoing-AuthorizationsModels . . . . . ... ... .. 40
4.2.3 UCONyeg - pre-oBligationsModels . . . . .. ... ........ 46
4.2.4 UCONgp - ongoing-oBligationsModels . . . . ... ... ... .. 51
4.2.5 UCONpec - pre-ConditionsModel . . . .. ... .......... 54
4.2.6 UCONgc - ongoing-ConditionsModel. . . . . .. ... ... ... 56
4.2.7 GlobalObligations . . . . . . ... ... ... ... ... ...... 58
4.3 Applicationsin ABC Model . . ... .. ... ... .. .......... 59
4.3.1 Mandatory AccessControl . . . . . . .. .. ... ... ... ... 60
4.3.2 Role-basedAccessCortrol . . . . .. ... ... ... ... .... 61
4.3.3 Discretionary AccessControl . . . . . . ... ... ... .. ..., 64
4.3.4 Trust Managemem . . . . . . . . . . . e 66
4.3.5 Digital Rights Managemet . . . . . ... ... ... ........ 67
4.3.6 Modern AccessCortrol (HealthcareExamples) . . . . ... .. .. 70
4.4 RelatedWork . . . . . . . e 76
45 SUMMAIY. . . . . o e e e e 78
Chapter 5. UCON AR CHITECTURES 80
5.1 Paymeri-Freevs. Payment-Based . . . . ... ... ... ......... 81
5.2 ReferenceMonitor . . . . . . . . ... e 83
5.2.1 Structure of ReferenceMonitor . . . . .. ... ... ... ..... 83
5.2.2 Architectural Classication . . ... ... .............. 85
5.2.3 Architectural Scoe . . ... .. . ... ... 88
5.3 Three factors of CRM security architectures . . . . .. .. ... .. ... 88
5.4 Architecture Taxonony . . . . . . . . . . e 89
5.4.1 Non-EncapsulatedArchitectures . . . .. ... ... . ... .... 91
5.4.2 EncapsulatedArchitectures . . . . . . .. ... ..o 92
5.5 RelatedMechanisms . . . . . . . . . . . .. . .. ... 99
5.5.1 Watermarking Mechanisms . . . . .. ... ... ... ....... 99
5.5.2 Use-Cotrol Technologies . . . . . . . .. ... ... ... ..... 100
5.6 DISCUSSION . . . . . . . . . 102
5.6.1 Solution Approaches. . . . . . . . . . . . . 102
5.6.2 Characteristicsof Security Architectures. . . . . . . .. ... ... 104
5.6.3 Available COTS Solutionsfor the Architectures. . . . . . ... .. 104

S.7 SUMMANY. . . . . . o o e e e 106



Chapter 6. UCON APPLICA TIONS

6.1 UCON Managemem and Examples . . . . . . ... ... ... ......
6.1.1 AdministrativeUCON . . . . . . ... ... ... ... .. .....
6.1.2 DRM and Healthcare Applications in UCON Administration
6.1.3 RewerseUCON . . . . . . . . . . e

6.2 Originator Control N UCON . . . . . . .. ... ... .. .. .. .....
6.2.1 Originator Control (ORCON) . . . . . . . . ... ... ... ....
6.2.2 ORCONINUCON . . . . . . . . e e e
6.2.3 Variations of ORCONInUCON . .. .. ... ... .. ......
6.2.4 Discussionand RelatedWork . . . . . .. ... ... ... ... ..
6.2.5 Summaryfor ORCONInUCON . .. .. ... ...........

Chapter 7. CONCLUSION

7.1 Contributions .
7.2 Future Researh

BIBLIOGRAPHY

vii

108
108
109
111
114
117
118
119
124
128
131

132
132
134

136



viii

LIST OF TABLES

Table Page
41 The 1l6BasicABC Models . . . . . . . . . . . . . . . . . . .. .... 33
5.1 Characteristicsof Architectures . . . . . . . . . . ... ... .. ... 105

5.2 Architecture of COTS Solutions . . . . . . . . . . . . . ... ..... 106



LIST OF FIGURES

Figure Page
1.1 Traditional AccessControl . . . . . . . .. .. .. ... .. ... 3
1.2 Cortinuity and Mutability Properties . . . . . . ... ... ... ... 4
2.1 OM-AM LayeredApproadn . . . . . . . . . . i 14
3.1 UCON Scoein Information Security . . . . . ... ... ... .... 16
3.2 UCONCoverage . . . . . . v v i it e e e e e e e e e e e 19
41 ABC ModelComponerts . . . . . . . . . .. .. . i 24
4.2 The ABC Family of Coremodels . . . . ... .. .. ......... 35
5.1 Conceptual Structure for UCON ReferenceMonitor . . . . . ... .. 84
5.2 Architectural Scope . . . . . . ... 88
5.3 Security Architecture Taxonony . . . . . . . . . . . .. ... ... .. 90
5.4 No Cortrol Architecture with MessagePush(NC1) . . ... ... .. 91
5.5 No Control Architecture with External Repository (NC2) . . . . . .. 92
5.6 Fixed Corntrol Architecture with MessagePush (FC1) . . . . ... .. 93
5.7 Fixed Control Architecture with External Repository (FC2) . . . .. 94
5.8 EmbeddedCortrol Architecture with MessagePush (EC1) . . . . .. 95
5.9 EmbeddedCorntrol Architecture with External Repository (EC2). . . 96
5.10 External Control Architecture with MessagePush (XC1) . .. .. .. 97
5.11 External Control Architecture with External Repository (XC2). . .. 99
5.12 Security Attacks and Protections . . . . . .. ... ... ... .. .. 103
6.1 Administrative UCON Triangle . . . . . ... ... ... ....... 109
6.2 Two Sidesof UCON Model for Privacy Non-sensitive Objects . . . . 113
6.3 Three Sidesof UCON Model for Privacy Sensitive Objects . . . . . . 114
6.4 An Exampleof ReverseUCON . . . ... ... ... ......... 115
6.5 Traditional ORCON Solutions . . . . . . . .. ... .. ... ..... 120

6.6 An Exampleof ORCON with UCON . . . . ... ... .. ...... 123



6.7 Legendfor ORCON Variation . . . .. .. ... ... .. ....... 125
6.8 Re-disseminationwithout Ticket. . . . . ... ... . ... ...... 126
6.9 Re-disseminationwith LGT . ... ... ... ... ... ....... 127
6.10 Re-disseminationwith LRT . . .. ... ... ... ... ....... 128

6.11 Re-disseminationwith LGT and LRT



ABSTRA CT

USA GE CONTR OL: A UNIFIED FRAMEW ORK FOR
NEXT GENERA TION ACCESS CONTR OL

Jaehong Park, Ph.D.
George Mason Univ ersity, 2003

Dissertation Director: Dr. Ravi S. Sandhu

In this dissertation| dewelopthe conceptof UsageControl (UCON) that encompasses
traditional accessortrol, trust managemety and digital rights managemenand goes
beyond them in its de nition and scope. While usagecortrol conceptshave been
mertioned o® and on in the security literature for sometime, there has beenno
clear de nition nor systematictreatment. By unifying thesediversedisciplinesin a
singleframework, UCON o®ersa promising approad for the next generationof access

cortrol.

Traditional accesscortrol hasfocusedon a closedsystemwhereall usersare known
and primarily utilizes a sener-sidereferencemonitor within the system. Trust man-
agemen has beenintroduced to cover authorization for strangersin an open en-
vironmert sud as the Internet. Digital rights managemeh has mainly dealt with
client-side cortrol of digital information usagefocusingon intellectual property rights
protection. Each of theseareasis motivated by its own speci ¢ target problem. In-
novations in information technology and businessmodels are creating new security
and privacy issueswhich require elemers of all three areas. To deal with thesein

a systematicuni ed manner| proposethe new conceptof usagecortrol or UCON.



By including obligations, conditions, ongoing cortrols, and mutability aswell as au-
thorizations, and by relaxing closedsystemlimits, usagecortrol lays the foundation
for the next generationaccessortrol that is required for today's highly distributed
and network-connecteddigital environmernt. UCON enables ner-grained cortrol over
usageof digital resourceghan that of traditional accesscortrol policiesand models;
for example, print once as opposedto unlimited printing. Unlike traditional access
cortrol or trust managemetn it coversboth a certrally cortrollable environment and

onewherecertral cortrol authority is not available.

In this dissertation, | dewelop a uni ed framework for usagecortrol mainly focusing
on models and architectures. A family of ABC modelsis deweloped as a core model
for usagecorntrol. ABC modelsintegrate obligations, conditions aswell as authoriza-
tions for usagedecisionmaking. They also cover cortinuity and mutability issues
which have not beendiscussedclearly nor comprehensiely in previous studies. By

covering cortinuity and mutabilit y properties, ABC provides ner and richer cortrol

capabilities. | further dewelop security architectures for usagecortrol that utilize

a client-side referencemonitor (CRM) which is an important conceptthat enables
client-side usagecortrol. As part of usagecortrol applications, UCON managemen
and originator cortrol policiesin UCON are discussedbasedon UCON models and
architectures. | also presert some potential approadesthat can provide valuable

directions for future extensions.



Chapter 1

INTR ODUCTION

Tednological innovations in computersand networks have enabledpervasive avail-
ability and usability of digital information bringing us opportunities for new business
models and personallife styles. Becauseof theseinnovations, digital information no
longerstays in computer systemsonly. It is now available on many other devicessut
as mobile devices(PDA, cell phone, MP3 player, etc), and Internet-integrated home
appliances (refrigerator, microwave madine, etc) utilizing various comrmunication
methods sud as CDs, DVDs, memory cards, mobile messagingL. ANs, global Inter-
net networks (either wired or wireless),etc. This pervasive computing phenomenon
hasraisedse\eral new challengingissuedor reliable and trusted cortrols on the usage

of digital resourceghroughout their life cycle.

Traditional accessontrol disciplinessuc asMandatory AccessControl (MAC), Dis-
cretionary AccessControl (DAC) and Role-BasedAccessCortrol (RBAC) have dif-
“culty in covering today's digital ervironment. One reasonis that, sincetraditional
accesgortrol hasfocusedon cortrolling accesdo digital resourceswithin closedsys-
tem ernvironmernts, it fails to protect digital information persisterlly ewven after the
information has beenaccessedr disseminatedto other systems. In addition, tra-
ditional accesscortrol only dealswith previously known user's accesswhich is not

adequatein today's Internet world.

Trust managemenh has relaxed this known user restriction and allowed cortrols on

1



strangers'accesgo digital objects basedon their crederials. Howewer, trust man-
agemen has failed to cortrol usageson already disseminateddigital objects. Both

traditional accesscortrol and trust managemet have mainly focusedon sensitive
information protection while ignoring modern B2C systems. Modern accesscortrol

and digital rights managemen solutions have beenstudied extensiely to overcome
these shortcomingsand to generatenew businessmodelsthat can cover intellectual
property rights protection and even privacy issues. Howewer, most of these studies
are motivated from speci ¢ target problemsand lack comprehensie and systematic

treatment of fundamenal issues.

This chapter discussegheseissuesarising in today's highly distributed computing

ervironment and preserts overall cortributions of this dissertation.

1.1 Problem Statemen't

One commonality of traditional accessortrols and eventrust managemenis its uti-
lization of subjects’ attributes and objects' attributes for authorization process. In
other words, in traditional accesscortrol, authorization decisionis made basedon
subject attributes, object attributes, and requestedrights. Attributes include iden-
tities, capabilities, or properties of subjects or objects. For example,in mandatory
accesscortrol, clearancelabels of subjects are consideredas subject attributes and
objects' classi cation labels as object attributes. Authorization process,then, eval-
uates the dominanceof these labels along with requestedaccessrights (e.g., read,
write) to return either "allowed' or "not-allowed'. Similarly, in discretionary access
cortrol, accesscortrol list (ACL) can be viewed as object attributes and capability
list as subject attributes. Figure 1.1 shows this "attribute-based' traditional access

cortrol.

Although this "attributed-based'approad of traditional accesgortrol cancover many
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Figure 1.1: Traditional AccessCorntrol

applications, today's digital information systemsrequire more than classicalautho-
rizations. For example,supposeAlice hasto click "yes'button for licenseagreemenh
or hasto 1l out a certain form to download a compary's whitepaper. In this case,
subject's certain actions have to be performedfor the allowanceof a requestedusage.
In other words, usagedecisionis madebasedon ful iment of requiredactions, not by
existenceof subject attributes and object attributes. This decisionfactor is called as
\obligation" and requiredin addition to authorization to cover modern acces<sortrol

applications.

In addition to authorization and obligation, there are certain situations whereaccess
or usageneedsto be limited in certain environmenrtal or systemstatus. For example,
usageson certain digital resourcescan be allowed only during businesshours or at
certain locations. A systemwith heavy tratc loads may allow only premium users
to be accessedFor this requiremen, a systemneedto ched current environmental
or systemstatus for usagedecision. This decisionfactor is called as\condition” and

required together with authorization and obligation for modern accessortrol.
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Figure 1.2: Continuity and Mutabilit y Properties

In addition to thesethree decisionfactors, modern information systemrequirestwo
other important propertiescalledcortinuity and mutabilit y asshown in Figure 1.2. In
traditional accesgortrol, authorization is assumedo be donebeforeaccesss allowed
(pre). Howewer, it is quite reasonableto extend this for cortinuous enforcemen by
ewvaluating usagerequiremerns throughout usages(ongoing). This property is called
\continuity" and has to be captured in modern accesscortrol for the cortrol of

relatively long-lived usageor for immediate revocation of usage.

In traditional acces<ortrol, attributes are modi able only by administrative actions.
Howewer, in many of modern applications sudh as DRM systems, these attributes
have to be updated as side-e®ectf subjects' actions. For example, a subject's
e-cashbalancehas to be decreasedby the value of a digital object as the subject
usesor accessethe object. This \mutability" property of attributes hasbeenrarely
discussedin traditional accesscortrol literature. In caseattributes are mutable,
updates can be done either before (pre), during (ongoing) or after (post) usagesas
showvn in Figure 1.2. Having a mutability property allows better enforcemen on
various classicalpolicies that require history-basedauthorizations sut as dynamic

SeparationOf Duty or ChineseWall policy.

Although someof theseissueshave beendiscussedn accessortrol literature, because

their focusesare limited on speci ¢ target problems,they lack comprehensienessn



their discussion.In this dissertation,the notion of usagecortrol (UCON) is deweloped
to cover thesediverseissuedn a singleframework to overcometheseshortcomings.In
UCON, traditional acces<ortrol can be extendedto include modern accessortrol
and digital rights managemen by integrating obligations and conditions as well as

authorizations and by including cortinuity and mutability properties.

1.2 Summary of Contributions

The following list summarizesthe cortributions this researt achieves.

2 To dewelopa uni ed framework called usagecortrol

{ that encompassesaditional acces<ortrol, trust managemenand digital

rights managemen for modern information and systemsprotection,

{ that enablescortrols on usageof digital information for con dential in-
formation protection, intellectual property rights protection, and privacy

protection in a systematicmanner,

{ that enablescontrolling usageof digital information regardlessof system

(computer or network) ervironmernts, and
{ that enablescortrolling usageof digital information even after digital in-

formation is disseminated.

2 To dewelop a family of core models called ABC for usagecortrol in a formal

and systematicway
{ that integratesobligationsand conditionsaswell asauthorizationsfor ner
and richer cortrols, and

{ that providesongoingcortrols and mutabilit y for modern information and

systemsprotection.



2 To dewelop comprehensie disseminationarchitectures for usagecortrol

{ that utilize client-side referencemonitor, and

{ that can support both cortrolling and tracking of digital information dis-

semination.
2 To demonstrateusagecortrol applications

{ that are basedon UCON modelsand architectures, and

{ that are applicableto real world examples.

1.3 Organization of the dissertation

Chapter 2 reviewsrelated work and its perspectivesand discussegeneralapproates
of this researti. Chapter 3 identi es the scope of usagecortrol and its relation-
ships among other disciplines. Then, chapter 4 introducesa family model of ABC
(Authorizations, oBligations, and Conditions) core models for usagecortrol. ABC
models are essencef usagecortrol and do not cover other important issuessud as
administration and delegationissueshencewe call theseascoremodels. Examplesfor
MAC, DAC, RBAC, trust managemenh and digital rights managemen are preserted
in terms of ABC modelsto shav how they can encompasgshesediversedisciplines.
Chapter 5 discusse2JCON security architecturesthat utilize only a client-side refer-
encemonitor. Traditionally sener-sidereferencemonitor hasbeenassumedor access
cortrol architecture. Client-side referencemonitor is an essetial factor for modern
distributed systemervironment. Chapter 5 provides a comprehensie architectural
descriptionin this arena. Here, | alsosurvey COTS (Commercial O® The Shelf) solu-
tions to map them to UCON architectures for commercialavailability. This provides

an opportunity to review solution approatescurrertly availablein the market and to



identify any potential and uncovered solution approad. Chapter 6 further discusses
two applications of usagecortrol. First, managemen or administration issuesof us-
age cortrol are discussed. Also issuesof re-disseminationcortrols on disseminated
digital objects are discussedby using originator cortrol policy. Finally the cortri-
butions of this dissertation are summarizedand somefuture researt directions are

preserted in chapter 7.



Chapter 2

RELA TED WORK AND APPR OACHES

The issueof usagecortrol on digital resourcescan be approadied from se\eral view-
points. This chapter examinesead of theseapproatesand their characteristics by
reviewing prior work related to usagecortrol to motivate the approad of this dis-
sertation. First | exploretheseissuesfrom traditional accessortrol viewpoint, then
from modern accesscortrol and digital rights managemen point of view. Following

this | discussthe approad of this dissertationto usagecortrol.

2.1 Traditional Access Control Perspectives

In computer and information security history, there have been many attempts to
achieve trusted cortrols on digital resourceusage. The earliest approad was tradi-
tional accesscortrols sud as mandatory accesscortrol (MAC), discretionary access
cortrol (DAC), and role-basedaccessconrol (RBAC). Accesscortrol remainsa ma-
jor challengefor computer and information security in modern cyberspace.Providers
of servicesyesourcesand digital cortent needto determineselectively who canaccess
these and exactly what accessis provided. This is the certral objective of access

cortrol.

Over the past thirt y plus yearsthere has beenmuch progressin accesscortrol, but
at its core the academicperspective has largely remained unchangedand certered
around the accesgnatrix model [Lam71, Lan97]. The essetial conceptof the access

8



matrix is that aright is explicitly granted to a subject to accessan object in a speci ¢
mode, sudh asread or write. This right existswhether or not the subject is currertly
accessinghe object. Moreover, the presumption is that the right enablesrepeated
accesauntil it is explicitly revoked. In practice the accesamatrix is never explicitly
represerted. Instead accesscortrol lists (ACLs), capabilities or accesselations are
used. Groupsand roles, possiblyin partially orderedseniority relationships,are used
to further simplify the actual represemation of rights. A variety of discretionary
mandatory and role-basedaccesscortrol models have emergedto accommalate a
diverserange of real-world accesscortrol policies. In a sensethe practice of access
cortrol hasgrown further and further away from the accessmatrix abstraction. But
the coreideathat accesss driven by rights granted to a subject to accessan object
remains. On the theoretical side the seminal work of [HRU76] establishedTuring
completenessf the accessmatrix. While this is a negative result for purposesof
safety analysis,it formally establisheshe open-endedexpressie power of the access

matrix.

In recent yearsseeral researtiers have proposedextensionsto the basic accesana-
trix notion of subjects, rights and objects. These have typically comefrom speci ¢
perspectives and the extensionshave tended to emphasizethe particular systemor
application focus of the authors. In distributed system the notion of a principal's
identity and the meaning of an accesscortrol list entry granting particular access
to a principal was no longer as simple as in earlier timesharing systems[ABL93].
Traditionally, accessortrol hasfocusedon the protection of computer and informa-
tion resourcedn a closedsystemernvironment. The enforcemen of cortrol hasbeen
primarily basedon identities and attributes of known usersby using a referencemon-
itor and speci ed authorization rules [SS94]. In today's network-connected,highly

dynamic and distributed computing environmerts, digital information is likely to be
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usedand stored at various locations, hencehasto be protected regardlessof userlo-
cation and information location. Relaxing closedsystemrequiremert introducesthe
needto cortrol accesdy previously unknown users. B2C massdistributions sud as

e-book systemsor music e distributions are also examplesof stranger'susages.

2.2 Mo dern Access Control and Digital Rights Managemen t
Perspectiv es
With the advent of public-key infrastructure recernt researt in authorizations for
strangers' usageshave been pursued under the name of trust managemen [BFL96,
HMM* 00, WSJOO Wee0l. In many cases,trust managemen utilizes a user's ca-
pabilities or properties for authorization in the form of digital crederials or cer-
ti cates. Howeer, both traditional accesscortrols and trust managemenh have fo-
cusedon protecting digital resourceswithin sener systemsand do not deal with
client-side cortrols for locally stored digital information. More recerly by utiliz-
ing someforms of client-side referenee monitor, and by focusing on controlling us-
age of already disseminateddigital objects, the arena of Digital Rights Manage-
mert (DRM) has brought out a signi cant new perspective on accesscortrol prob-
lems[SBW95 Kap96, RTM02, WLD * 02]. The DRM requiremern for persistert access
cortrol [Sth99]and the dixcult y of achieving this on a mass-scalés a signi cant com-
plication. To enabletrusted client-side computing there have beenindustry initiativ es
sud as Microsoft's Palladium and Intel-driven Trusted Computing Platform Alliance
(TCPA) [tcp02] which were partly originated from AEGIS [Arb97]. Palladium and
TCPA have gainedseriousattentions and concernsbecauseof their potential impacts
on security and privacy issuesaswell asDRM [And02]. DRM is likely to utilize this

kind of trusted computing baseas a critical enablingtechnology

DRM technologieshave emergedin mid 90's and gained notable public attention re-
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certly. In Jan/Feb. 2001issueof MIT Tednology Review,DRM hasbeenrecognized
as one of the top 10 emergingtechnologiesthat will changethe world [mit01]. Be-
causeof DRM's potential opportunity for commercialsector,current DRM solutions
have beenlargely driven by commercialertities and are mainly focusedon intellectual
property rights protection which is basedon paymen functions. For example,DRM
has hardly recognizedcommercialB2B transactionsin their solutionsthough its un-
derlying technologiescan be usedfor cortrols on this kind of sensitive information
usage.For last seeral years,many companieshave deweloped various technical solu-
tions for DRM implemertations. Many underlying technologiessud aswatermarking
technologies,use-cotrol technologies(including client-side software, sener-side en-
capsulationsoftware, etc.) have beenstudied. Somerights expressiorlanguagege.g.,
XrML, ODRL, etc.) alsohave beendeweloped[Con02 lan02]. While theseDRM tech-
niquesand medanismshave dominated recert DRM studies, many researbers now
beliewe that there is a fundamenal unity betweenDRM and accessortrol. That is
DRM is not just a collections of enabling technologiesbut also about businessand
security-related policiesand modelsfor usagedecisionsand cortrols [LaM02]. Studies
on well-de ned, comprehensie models and policiesfor accessortrol and DRM wiill

provide a foundation for more trusted and securecomputing ernvironmert.

On a di®eren front se\eral authors have realizedthat classicaccesscortrol is inade-
guatefor modern applications. The notion of provisional authorization [KHOO, JKS01]
statesthat authorization is not completeuntil the subject carriesout someaction to
make the authorization e®ectie. The notion of task-basedauthorization [TS97] treats
all rights asconsumableand brought into beingjust-in-time. In this view a right is a
one-time (or k-time) permissionobtainedin cortext of erterprise activity. Exerciseof
a consumableright can enableother rights for di®eren subjects and objects. Access

cortrol policy can be seenasone policy amongstmarny that needto be managedand
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enforcedin distributed system. The Ponder system [DDLSO0]] is a state-of-the-art
exampleof work on policy languagesthat include but also transcendaccesscortrol
issues.A policy framework directly oriented towardsaccessortrol but with anumber
of very useful extensionssud as conditions and side-e®ect$ias beenrecerily pub-
lished [RNOL, RNOZ. Theseauthors alsoseekto dewelop an APl and extendedACL
basedimplemertation of a portion of their model. From an application perspective
the healthcaredomain cortinuesto provide signi cant challengefor traditional access
cortrol becauseof the complexity of its policies and the number of di®eren parties

with di®eren interests[BBB97, hhs02].

2.3 Usage Control Approac h

The researb cited above encompassemany signi cant achievemerts in speci ¢ target
problems. At the sametime the speci ¢ focus hasresultedin lack of comprehensie-
nessand systematic treatment of fundamenal issues. Studies on accesscortrols,
trust managemety and DRM have followed their own tracks and have rarely in°u-
encedead other. Although traditional accesscortrols have shavn limitations to
cover modern digital environmerts, there hasbeennoteworthy work on security poli-
ciesand modelsfor cortrolling digital resources.Similarly though DRM has opened
up closedsystemrestrictions, the discipline still lacks well-de ned policiesand mod-
els. Also, currert rights expressiolanguagesannotexpresdransaction-leel cortrols
including mutabilit y and corntinuity aspects. Today's DRM technology requireswell-
de ned policies and models that can expressusagedecisionsmore comprehensiely
and can cover sensitive information protection aswell as intellectual property rights
protection. Accesscortrol and trust managemen require enlargemen of their scope
to enablericher, ner and persistert cortrols on digital objects regardlessof their

locations. Furthermore, none of theseapproahesadequatelyaddressprivacy issues.
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UsageCorntrol is a conceptualframework that coverstheseareasin a systematicman-
ner to provide a general-purpse,uni ed framework for protecting digital resources.
UCON is not a substitute for traditional accessortrol, trust managemen or digital

rights managemet Rather, UCON encompassethesethree areasand goesbeyond
in its de nition and scope. Also, UCON achieves ne-grained cortrol on digital re-

sourceseen after the objects have beendisseminated.

2.4 OM-AM Layered Approac h

Throughout the dissertation, UCON is discussedasedon layeredapproad. Layered
approades have beenusedfor a long time in computer science. This dissertation
will follow the OM-AM framework [San00]. OM-AM framework has beenusedin
role-basedaccesscortrol to descrike its models, architectures, etc. OM-AM stands
for Objective, Model, Architecture, and Mechanism, respectively (see Figure 2.1).
Objective and Model layers articulate what the security objectives are and what
should be adchieved, while Architecture and Mechanismdescrilke how to adhieve these
objectives and requiremerts. The OM-AM framework is analogousto OSI 7 layer
network protocol stak. Like OSI 7 layers,eath OM-AM framework layer's mapping
to adjacen layersis many-to-many. In other words, a model can be supported by
multiple architectures, while an architecture can support multiple models. Also, the
OM-AM framework is neither a top-down nor a waterfall-style software engineering
process. Eac layer dealswith distinct and independen functions, and at the same
time thesefunctions are tightly related to other layersin somedegree.The functions
in ead layer require di®erert notions and abstractions to articulate their distinct

concerns.My researt is performedin context of this OM-AM layeredapproad.

Basedon this OM-AM four-layeredframework, the engineeringapproatesand scopes

of UCON can be divided into di®eren layers and separately addressed. This does
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What ? Objective Policy Neutral
Model RBAC96 model
Architecture User-pull, Server-pull architecture, etc.
How ? Mechanism Certificates, tickets, etc.
OM-AM Framework RBAC System
Assurance

Figure 2.1: OM-AM Layered Approach

not meanthat ead layer is unrelated to others. Rather, they aretightly related, and
instancesof ead layer have many-to-many relations with instancesin other layers.
By dividing engineeringfocusinto seeral layers, the dissertation can scrutinize the
unique requiremens and elemens of eat layer. Later, the aggregatedframework
of ead layer can be referencedand ead layer's instancescan be implemerted as

needed.



Chapter 3

USA GE CONTR OL (UCON)

In previous chapter 2, | has reviewed somerelated work and their perspectives on
usagecortrol. This chapter discusseghe main objectives of usagecortrol and its

scope in information security.

3.1 Usage Control Scope

Researbershave studied areasof information security with variousapproades. They
have had their own speci ¢ objectives and di®eren targets to secure. Figure 3.1
shows the scope of usagecortrol in information security discipline. First criteria
can be objectives. The objectives of information security researtr can be divided
into prevertion, detection, and response. Traditional accesscorntrol (TAC), trust
managemeh (TM), and digital rights managemen (DRM) solutions mainly focus
on prevertion.? Usagecortrol alsomainly focuson prevertion though detection and
response medanisms (e.g., watermarking technologies)can be also utilized within

UCON framework.

Another criteria can be target resources.There can be three target resources:infor-
mation resourcescomputer systemsresourcesand network resources.In traditional

accesscortrol, computer systemsresourcesand information resourceshave beenre-

1SomeDRM solutions may include detection or response medanisms. However these are not
their primary goalsto achieve.

15
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Figure 3.1: UCON Scoge in Information Security

gardedastarget objects and only closedsystemervironmert is considered.Because
of this, traditional accessorrol hashad dixcult y dealingwith cortrols on usageof
network resources.This is probably one of the reasonthat accesscortrol has been
largely ignored from network security studies(e.g., intrusion detection and response
system(IDRS), rewalls, etc.). Likewise,becauseof the samereason there have been
dizculties in cortrolling information resourcesn distributed and heterogeneou®n-
vironments. In distributed and networked environmernts, one of major shortcomings
of traditional accesscortrol is there is no cortrol available on already disseminated

digital information.

In usagecortrol only digital information resourceis consideredas a target object.
This will enable cortinuous protection on digital information regardlessof its sys-
tem ervironments, accessnethods or locations. Furthermore, unlike other resources,
information resourcesnvolve unique problemssud as privacy issues.Healthcarein-
formation, geneticinformation, usagelog information, and paymen information are

someexamplesof privacy related information. Becauseof this, treating only informa-
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tion resourcesas target object provides a better opportunity to resolhe the security
and privacy issueson digital information resources. Howewer, this does not mean
computer and network resourcescannot be corntrolled. Usageof computer systems
and network resourcescan be also cortrolled while cortrolling information resources
by utilizing them within usagedecisionrules. Therefore,in this researt, | separate
information resourcedrom other two target resourcesand consideronly information
resourcesas a target object. This separationenablescortrol of digital resourceser-
sistertly regardlessvhetherthe information is in host systemsor distributed network

systems.In Figure 3.1, gray areaindicatesthe scope of UCON.

3.2 Usage Control Objectiv es and Coverage

The goal of usagecortrol is to provide a new intellectual foundation for accesson-
trol. As discusseckarlier, the thirt y yearold framework of the accessnatrix hasbeen
extendedin various di®eren directions asresearbershave found it to be inadequate
for their needs. The net result is a plethora of seeminglyad hoc extensionswithout
underlying intellectual unity. In this dissertation | proposea fresh look at the fun-
damernal nature of accesscortrol itself. Hence,the term usage control to corvey
the broader perspective | am taking. The conceptof usagecortrol is comprehensie
enoughto encompasdraditional accessortrol, trust managemety and digital rights
managemeh Usagecortrol uni es theseareassystematicallyin a single framework
and goesbeyond in its scope. Figure 3.2shovs UCON's coverageandits relationships

to other researt areas.? 3

2In architectural point of view, Java Virtual Machine can be consideredas ReferenceMonitor.
Howevwer, the main purpose of Java Virtual Machine is to protect a user's system from malicious
code while UCON's ReferenceMonitor focus on protecting digital information from unauthorized
usagesof users. Although it's functional aspects may be similar to UCON referencemonitor, since
it's purposeis quite opposite to UCON, | exclude Java Virtual Machine from the scope of .
3Pleasenote that Figure 3.2 coversonly the gray areaof 3.1.
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In terms of objectives, sensitive information protection hasbeenone of the most im-
portant goalsof traditional accesscortrol. Recen studies on cortrolling usagesof
digital resourceshave focusedon other goalsas well, such as Intellectual Property
Rights (IPR) protection, and privacy protection. Controlling usageof sensitive in-
formation requires protection of digital information that may be critical to nations
or organizations. Intelligence comnmunity and B2B transaction are good examples
for this purpose. IPR protection or digital copyrights protection is relatively a new
goal. Content providers' interest largely belongshere so they can realize maximum
reverue. Privacy hasbeenrarely studied in the cortext of cortrolling usageof digital
information but is beginningto get more public attention. W3C's recent P3P project
is one examplefor privacy support in Web services[p3p03. Healthcareinformation
systemis another good examplethat should consider privacy as a major concern.

UCON is objective-neutral and coversall thesepurposesin a systematicway.

In architectural perspective, there can be three possibilities basedon the location
of referencemonitor. Referencemonitor is the most crucial componert of UCON
architecture that facilitates cortrol decisionsand enforcemets. Traditional access
cortrols have focusedon sener-sidecortrols only, with little considerationof client-
side controls, which give an ability to cortrol usagegersistenly even after the digital
resourcesare distributed. Usagecortrol can utilize both sener-sideand client-side
cortrol architectures though somefunctional details are likely to be di®eren. Client-
side cortrol requires existenceof client-side trusted computing base and reference
monitor. The detail of referencemonitor and its architectural description are pre-
serted in Chapter 5. Issueson trustworthiness of client-side referencemonitor are
largely dependert on requiremerts of businessmodels and are not discussedn this

dissertation.

The term usagecortrol hasa coupleof connotations. In the DRM cortext it corveys
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the sensethat digital cortent is provided for use on the end-user'ssystem, but the
provider would like to retain somecortrol over what the userdoeswith the bits. In
the privacy cortext the situation is reversed. It is the end-userwho often provides
personalinformation to a serviceprovider, and would like to cortrol how the service
provider can usethat information. Sometimesthe personalinformation is provided
by a third-party originator, say a health-care provider, but the individual, called
‘iderti ee', to whom it pertains would newerthelesslike to exercisesomecortrol over
its use. Usagealsohasa connotation of duration, sothe accessnay cortinue for some
time. In classicaccesscortrol the usual viewpoint is that accesss enforcedbefore
accessis granted and then accesspersists for some duration without any further
cheds. This is appropriate for traditional accessortrol systemsbut doesnot re°ect

many modern e-businessases.

In usagecortrol, target objects have relationshipswith consumer,provider, and iden-
ti ee subjects. The consumersubject seeksaccesdo a target object provided by a

provider subject. The target object itself may contain privacy-relatedinformation of
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subjects. Thesesubjects are called identi ee subjects and hold certain rights on the
object. Usagedecisionis basedon relationshipsamongthesedi®eren subject parties
on target resources. Ideally, these relationships may no longer be one-way cortrol
decisionswhich is the usual casetoday whereprovider determinesconsumer'saccess.
Having multi-w ay cortrol requiresactive involvemen of eat of thesethree partiesin
decision-makingprocess.While this may be an ideal approad of usagecortrol, this
dissertationis a rst stepin this arenaand only covers core aspects of usagecortrol
without consideringrelationshipsamongdi®eren parties or multi-way cortrols. The
core part of usagecortrol dealswith decision-makingaspects of consumersubject
usages. In next chapter the ABC models are introduced as a core model of usage
cortrol. The ABC model mainly discussedasiccortrol issuesof consumersubjects’
usageon target objects and doesnot cover any issuesof the relationshipsamongdif-
ferert subject parties nor related administrative issues.Howewer, in Chapter 6, some

basic aspects of theserelationshipsare discussedas part of administrative UCON.

Traditionally, accesorrol hasdealt with authorizations asthe basisfor its decision-
making process.In the ABC model, the authorization-baseddecisionprocessutilizes
subject attributes and object attributes. Attributes canbe idertities, security labels,
properties, capabilities, etc. The ABC model includesobligations and conditions as
well as authorizations as part of usagedecisionprocessto provide a richer and ner
decisioncapability. The necessiy of obligationsand conditionshasbeenrecognizedn
modern businesssystemssut asB2C massdistribution systemsaswell asB2B trans-
actionsand interactions betweenbusinesgartners. Obligations arerequiremerts that
have to be ful Tled for usageallowance. Conditions are ervironmertal requiremens
that are independen from individual subjects and objects. Thesedecisionpredicates
can be evaluated before or during exerciseof a request. In addition, usageof target

object may require certain updates on subject or object attributes before,during or
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after a usageexercise(e.g., reducing a requester'saccourt balanceby the value of
an e-book). UCON covers theseissueswithin its ABC core model in a systematic

manner.



Chapter 4

UCON ABC MODELS

In this chapter, | introduce the family of ABC (Authorizations, oBligations, and
Conditions) modelsfor usagecontrol (UCON). | call thesecore models becausehey
addressthe essenceof usagecortrol, leaving administration, delegation and other
important but second-ordelissuesfor later work. The term usagecortrol is a gener-
alization of accesscortrol to cover obligations, conditions, continuity (ongoing con-
trols) and mutability. Traditionally, accessortrol hasdealt only with authorization
decisionson users'accesgo target resources.Obligations are requiremerts that have
to be ful lled by obligation subjects for allowing access.Conditions are subject and
object-independert ervironmental requiremerts that have to be satis ed for access.
In today's highly dynamic, distributed ervironmert, obligations and conditions are
alsocrucial decision factors for richer and ner cortrols on usageof digital resources.
Although they have been discussedoccasionallyin recen literature, most authors
have beenmotivated from speci ¢ target problemsand thereby limited in their ap-
proaches. The ABC model integratesthesediverseconceptsin a uni ed framework.
Traditional authorization decisionsare generally made at the time of requestsbut
hardly recognizeongoing controls for relatively long-lived accessor for immediate
revocation. Moreover, mutability issuesthat deal with updateson related subject or

object attributes asa consequencef acceshave not beensystematically studied.
Unlike other studiesthat havetargetedon speci ¢ problemsor issuesthe ABC model

22
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seeksto enrich and re ne the accesscortrol discipline in its de nition and scope.
The ABC model covers traditional accesscortrols sud as mandatory, discretionary
and role-basedaccesscortrol. Digital rights managemen and other modern access
cortrols are alsocoveredwithin the model. | believe the ABC core model for UCON
lays the foundation for next generation accesscortrols that are required for real
world information and systemssecurity. This chapter articulates the core of UCON

and dewelopsse\eral detailed models.

| rst identify corecomponerts of the ABC model and dewelop a family of detailed
models. Then, | shav how traditional accessortrol, trust managemet) and digital
rights managemet canbe achievedin the ABC model. | further discusssomerelated

work and summarizethis chapter.

4.1 ABC Mo del Comp onents

The ABC models consistof eight core componerts (seeFigure 4.1). They are sub-
jects, subject attributes, objects, object attributes, rights, authorizations, obligations,
and conditions. Authorizations, obligations and conditions are functional predicates
that have to be ewaluated for usagedecision. Eadh predicate can be divided into

detailed predicates. Subjects, objects and rights can be divided into seeral detailed
componerts with di®eren perspectives. Traditional accesscortrols utilize only au-
thorizations for decisionprocess. Obligations and conditions are new conceptsthat

have beendiscussedecerily to resole certain shortcomingsshown in traditional ac-
cesscortrols. Thesethree decisionfactorswill be usedfor the developmen of various

detailed models.

A signi cant innovation in ABC is that subject and object attributes canbe mutable.
Mutable attributes arechangedasa consequencef accessywhereasmmutable at-

tributes can be changedonly by administrative action. Policies requiring limits on
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Figure 4.1: ABC Model Componerts

the number of accesseby a subject or reduction of accournt balancebasedon access
canbe easilyspeci ed usingmutable attributes. More generally variouskinds of con-
sumableauthorizations can be modelled in this manner. High watermark policieson
subject clearanceand ChineseWalls can also be enforcedin this way. The introduc-
tion of mutable attributes is a critical di®erettiator of ABC relative to most proposals
for enhancedmodelsfor accesscorntrol. Mutable attributes add further complication
to the requiremen for obtaining timely values of attributes from a trusted source,

sincenow the attributes must alsobe modi able in a trusted way.

4.1.1 Subjects (S) and Subject Attributes (ATT(S))

A subject is an ertit y assaiated with attributes, and holds or exercisesertain rights
on objects. For simplicity, a subject in usagecortrol canbe regardedasrepreseting

an individual human being. A subject is de ned and represered by its attributes.



25

Subject attributes are properties or capabilities of a subject that can be used for
the usagedecisionprocess. A subject may or may not have a unique identity. If
authorization is donewith a user'suniqueidentit y, accounabilit y canbe provided. If
not, anonymity can be supported. Someattributes sud as pre-paid credits, or usage
capabilities can be usedwithout unique identity for anonymous usagesor transfer-
able rights. Examples of subject attributes include identities, group names, roles,
menberships, security clearance,etc. A group is a set of userswho holds same
rights as a group. A role is a named collection of usersand relevant permissions
[SCFY9q. Groups and roles may have hierarchical relationships. The generalcon-
cept of attribute-based accesscontrol is commonplacen the accessortrol literature

and as sud this aspect of ABC builds upon familiar concepts!

If an attribute isimmutable it cannot be changedby the user'sactivity. Only admin-
istrativ e actionscan changesud an attribute. A mutableattribute canbemodi ed as
a side e®ectof subjects' accesdo objects. Many examplesof trust managemet and
DRM are likely to utilize mutable attributes. Someexamplesof mutable attributes
are credits/capabilities (eg., $10worth usage, v etimes per day, print twice), security
clearancewith relaxed (weak) or no tranquilit y, usagelog (eg., already read portion

cannot be read again), etc.

In usagecortrol, the subjects can be consumersubjets (CS), provider subjests (PS),
or identi ee subjets (IS). Consumersubjects are ertities who exercisethe rights to

accesghe objects. An e-book reader, MP3 music listener and even a distributor of

lUsing attributes for accesslecisionsrequiresa trusted sourcefor the valuesand their timeliness.
There are many challengesto achieving this. The details of how this would be accomplishedis
an important implementation and architectural issue. Nonetheless,in OM-AM point of view it is
important to keepthe model separatefrom theseimplemenrtation concerns,however important they
may be. Keeping the model separate from implemertation is critical to separating concernsand
reaching fundamertal understanding of disparate issues[San0(Q. This viewpoint will be sustained
throughout the dissertation.
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digital objects canbe a consumersubject. Provider subjects are ertities who provide
an object and hold certain rights on it. Examples of provider subjects include an
author of an e-book, a distributor of the book, a primary physician, etc. The identi ee
subjects are ertities who are iderti ed in digital objects that include their privacy-
sensitive information. A patient in health care systemis an exampleof an identi ee
subject. Although the conceptof identi ee subjects always existsin caseof privacy-
sensitive information, identi ee subjects may or may not be included within UCON

systemsbasedon the systemrequiremerts or policies.

4.1.2 Objects (O) and Object Attributes (ATT(O))

Objects are a set of ertities that subjects hold rights on, wherely the subjects canac-
cessor useobjects. Objects are also assaiated with attributes, either by themselhes
or together with rights. As for subjects, object attributes include certain properties
that can be usedfor accesglecisions.Examplesof object attributes that are ass@i-
ated with objects are security labels, ownerships,classesgtc. Object classescan be
usedto categorizeobjects so authorization can be done basednot only on individual
objects but also sets of objects that belongto sameclass[SS94]. Examples of at-
tributes for objects with rights are values,role permissions,etc. The valuesmay be
usedto de ne how many credits are required to obtain a certain right on a speci c
object. For example,\Harry Potter" e-book togetherwith a ‘read'right may require
$10or the book with an additional “print' right may require $15. Object attributes

alsocan be mutable (eg., the number of play time on eat item of music).

In UCON, objects can be either privacy sensitive or privacy non-sensitive. A privacy-
sensitive object includesindividually identi able information that can causeprivacy
problemsif not usedproperly. An UCON object can be either original or derivative.

The derivative object in UCON is di®eren from that of other DRM literature. DRM's
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derivative objects are morelike \reused" or \reproduced" objects. In DRM, the term
\deriv ative" meansderived (cited, quoted, or copied) from an original work to create
another digital work that includesparts of the original work. In UCON, howewer, the
derivative object is an object that is createdin consequencef obtaining or exercising
rights on an original object. For example, playing MP3 music e can create usage
log information. This log data Te is called a derivative object in UCON. To provide
mutual protection on the rights of all involved subjects (consumer,provider and/or
identi ee subjects), just like the original object, thesederivative objects also have to
be consideredas target objects and must hold UCON properties and relations with
other componerts. Basedon their format, objects can be documerts (e.qg., .doc, .pdf,
.ps), audio (e.g.,.mp3, .wav), video (e.g.,JPEG, DVD, MPEG), executable les (e.g.,

games),etc. Each may require its own application tools to be used.

4.1.3 Rights (R)

Rights are privilegesthat a subject canhold and exerciseon an object. Rights consist
of a set of usagefunctions that enablesa subject's accesgo objects. Rights may or
may not have a hierardhy. Like subjects and objects, rights can also be divided into
consumerrights (CR), provider rights (PR), and identi ee rights (IR). In an access
cortrol viewpoint, rights enableaccesf a subject to an object in a particular mode,
sudh as read or write. In this sensethe ABC conceptof right is essetially similar
to the familiar conceptof a right in accesscortrol. Howeer there is a subtle dif-
ferencein the ABC viewpoint in that ABC doesnot visualize a right as existing in
someaccesanatrix independert of the activity of the subject. Rather the existence

of the right is determinedwhen the accesds attempted by the subject.? The usage

20ne could argue that the accessmatrix is a conceptual ertity and does not exist as sud.
Nonetheless,the traditional position has been that the accessmatrix is what we are enforcing.
The embodiment of the accessmatrix by AccessControl Lists (ACLs), Capabilities or a Access
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decision functions indicatedin gure 4.1 make this determination basedon subject
attributes, object attributes, authorizations, obligations and conditions. In general,
rights include rights for direct useof objects (such asread), delegationof rights and
rights for administering access(such as modify subject and object attributes that
in turn determine accessrights). This chapter does not considerdelegationrights
and administrative rights. Rights can be divided into many functional categories.
The two most fundamertal rights categoriesmight be view and modify, possiblyaug-
merted with creation and deletion. We can also distinguish direct accesgights that
are usedby a subject to accessan object from administrative rights that are usedto
administer accessas well managethe object. The Digital Rights Managemen com-
munity has published seweral studies on functional rights [Con02 GWWO01, lan02],
categorizingthem asrender rights, transport rights, derivative works rights and util-
ity rights [RTMO02]. More generally rights canbe de ned by speci ¢ applicationssuc

ascredit and debit in an accouring application.

4.1.4 Authorizations (A)

Authorizations are functional predicatesthat have to be ewaluated for usagedeci-
sion and return whether the subject (requester)is allowed to perform the requested
rights on the object. Authorizations evaluate subject attributes, object attributes,
and requestedrights togetherwith a setof authorization rulesfor usagedecision. Au-

thorizations can be either pre-authorizations(preA) or ongoing-authorizations(onA).

Relation is a meansof represerning a sparsedata structure exciently. In actual practice the rights
of a subject to an object are often determined when the accessis attempted, e.g., the ACL may
authorize a group to read an object and the subject's menmbership in the group is determined by
subject's attributes at accessime. Sothe ABC viewpoint is more accurate with respect to actual
practice. The ABC viewpoint has consequencegor accessreview. Predicting which rights will be
available when accesss attempted becomesa problem more akin to safety analysiswith respect to
leakage of rights [HRU76], than a simple lookup of relevant data structures. The ABC view is more
accurate with respect to real-world accesscortrol systemswhere the actual represenation of rights
is rarely as straightforward asin the accessmatrix.
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preAis performedbeforearequestedight is exercisedand onA is performedwhile the
right is exercised.onA may be performedcortinuously or periodically during the time
span of access.In general, most traditional accesscortrol policiesincluding MAC,
DAC, RBAC and Trust Managemen (TM) utilize someform of pre-authorization for
their decisions.Also, someDRM decisionprocessesire pre-authorizations. Although
rarely implemenrted, an example of ongoing authorization would be the corntinued
chedking of revocation status during the exerciseof usage. Thereby usagecan be

immediately terminated to enforceimmediate revocation.

Certain authorizations may require updates on subject attributes and/or object at-
tributes. Theseupdatescan be either pre, ongoing,or post. Security clearancewith
high watermark property requires updates before usageis performed. Metered us-
age paymert requires updates after the usageis endedto calculate current usage
time. Using pre-paid credits for usagetime basedmeteredpaymert requiresperiodic

updatesof the credits during the accesgo prevert overuse.

4.1.5 oBligations (B)

Obligations are functional predicatesthat verify mandatory requiremerts a subject
has to perform before or during a usageexercise. Obligations can be either pre-
obligations (preB) or ongoing-obligations(onB). preB is a predicate that utilizes
somekind of history functions to ched if certain activities have beenful lled or
not and returns either “true' or “false'. A usermay have to 11 out somepersonal
information before reading a compary's white paper. Similarly, a user may have
to agreeto provide usagelog information before listening to music les. onB is a
predicatethat hasto be satis ed cortinuously or periodically while the allowed rights
are in use. A user may have to keepwatching certain advertisemerts while he has

loggedin. Obligations may or may not utilize subject or object attributes. Attributes
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can be usedto determine what kind of obligations are required for usageapproval.
Obligations may require certain updates on subject attributes. These updates are
likely to a®ecteither current or future usagedecisions.Note that attributes are not
used for decision making with respect to obligations, but only for choosing what

obligations apply.

One of the basicassumptionsin the ABC model is that its decision-makingprocess
is transaction-based. This meansthat decisionpredicatesare evaluated upon eath
usagerequest and the decision in°uences usagesof that request. A pre decision
predicatedecidesapproval or denial of the request. An ongoing predicate may revoke

or cortinue to allow current exerciseof the requestedusage.?

Obligationsin UCON are di®eren from duties in that duties are assignedo subjects
regardlessof the subjects’ requests,and essetial for an organization, whereasUCON
obligations are requiremerts that have to be ful lled and cheded before or during
the usageof certain rights. Traditional accesscortrol has hardly recognizedthe
obligation concept. SomeDRM solutions include obligation functions though many
of them implement the obligation functions only partially or implicitly. The ABC
model does not include duties. | feel that including duties within the models will

distract my original purposeand causeunnecessarycomplexity.

4.1.6 Conditions (O

Conditions are environmental or system-orietted decisionfactors. Condition pred-

icates evaluate current ervironmental or system status to chedk whether relevant

3Unlik e authorizations or conditions, there can be transaction-independert, global obligations
where the obligations in°uence only future requestsand have no a®ectson the current requestdeci-
sion. For example,a usermay haveto 1l out monthly evaluation reports for contin uous subscription
of a digital library, or a user may have to provide usagelog information to a provider. Theseglobal
obligations have to befullled for future usagesn timely manner (either time-basedor event-based).
Sudh global obligations are outside the scope of ABC core models.
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requiremerts are satis ed or not and return either “true' or “false'. Subject attributes
or object attributes can be usedto selectwhich condition requiremers have to be
usedfor a request. Howewer no attribute is included within the requiremers them-
seles. Unlike authorizations or obligations, condition variables cannot be mutable
since conditions are not under direct cortrol of individual subjects. Evaluation of
conditions cannot update any subject or object attributes. Someexamplesof condi-
tion requiremerts include current local time for accessibléime period (e.g., business
hours), current location for accessibldocation chedking (e.g.,areacode, device,CPU-
ID), security status of the system(e.g.,normal, high alert, under attack), systemload,

etc.

In the ABC model, one may separatea device from conditions and considerit as a
di®eren componert of the model just like other componerts sud assubjects, objects,
and rights. Intuitiv ely, sincemajority of current computing systemsare quite mobile
and network-connected,and digital information is virtually available anywhere,usage
rules can specify allowed devicesexplicitly along with subjects, objects, and rights.
While this may be true, | preferto include devicecomponert within conditions since
there are other subject and object independent factors sud as time periods, and

systemload.

Conditions are di®erent from authorizations in that conditions mainly focus on eval-
uations of ervironmental, system-relatedrestrictions that have no direct relationship
with subject and object attributes for usagedecision (that is, subject and object
attributes are not included within condition requiremens hencenot required for us-
age decisionprocess)whereasauthorizations evaluate attributes that are related to

subjects (requesters)or requestedobjects for usagedecision. 4

41t should be noted there are someambiguities asto how speci ¢ items should be treated. The
IP addressof a client can be viewed as a subject attribute, but can also be viewed as a condition
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4.2 The ABC Family of Core Mo dels

All of these componerts makes for a fairly complex model. Nonetheless, beliewe,
the recognition of three distinct factors, authorizations, obligations and conditions,
along with mutabilit y of attributes and continuity of enforcemen is critical to sup-
porting modern accessortrol requiremerts. The resulting complexity is appropriate
for modern cyberspace. Basedon the eight componerts discussedabove | dewelop
a framework for classifying ABC models. | say these are core models because,as
discussecdkarlier, they focus on the enforcemen processfor consumer-sideonly and
do not include administrative constructs. Also they will needto be further elaborated

for speci ¢ applications, aswill be discussedater.

The model classi cation is basedon the following three criteria: decision factors that
consist of authorizations, obligations, and conditions, continuity of decision being
either pre or ongoingwith respect to the accessn question,and mutability that can
allow updateson subject or object attributes at di®eren times. If all attributes are
immutable, no updatesare possibleasa consequencef the decisionprocess.This case
is denotedas "0'. With mutable attributes, updatesare possiblebefore (pre), during
(ongoing), or after (post) the right is exerciseddenotedas '1; 2; and 3', respectively.

Basedon thesecriteria, | enrumerate the model spaceshavn in Table 4.1.

Casesthat are not likely to be usefulin practice are marked as 'N'. If decisionfactor
is “pre', updates can occur before or after the right is exercisedbut there is little
reasonto have ongoingupdates. Without ongoingdecision,ongoing-upate can only

in°uence decisionson future requestsand thereforethe updatescan be doneafter the

indicating the location of the client. Whether the IP addressis viewed as a subject attribute or a
condition elemert is a choicethat the systemarchitect hasto make. Rather than trying to provide
air-tight boundariesbetweentheseconcepts,| recognizethem assomewhatfuzzy. It is generallytrue
that a rich model will accommalate multiple ways of specifying a given policy. This is no di®eren
in the caseof ABC.
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Table 4.1: The 16 Basic ABC Models

0 (immutable) | 1 (pre-update) | 2 (ongoing-update) | 3 (post-update)

preA
OnA
preB
onB
preC
onC

<< =<=<=<<
ZZ<=<<<
zZz<z<2Z
Zz<<<<

usageis ended. For example, supposeAlice is a menber of a digital music library.
Suppose she has to pay $1/hour of music play. This example can be handled as
a pre-authorization with post update case. Her usagetime is accunulated on her
usagelog e aseadt play ends. This casedoesnot require any updates during the
playing of a musictrack. Howewer, if decisionfactor is “ongoing’,updatescan happen
before,during or after the right is exercised.Theseupdatesare usedfor current usage
decision. This explainsthe top four rows of Table 4.1. For the bottom two rows the
only decisionfactor is conditions. Evaluation of conditions cannot update attributes
by de nition. The resulting 16 Y's in Table 4.1 de ne the 16 basicABC models. The
A and B models have 7 Y's eat whereasthe C model hasonly 2 Y's. In practice,

many real-world systemswill usesomeconbination of thesemodels.

Figure 4.2(a) shows possiblecombinations of ABC modelsand their relationships. It
is regardedthat eat of A, B or C is on equal footing, hencethe three basemodels
at the bottom. At the next level up combinations of two of theseexist, and further
conbination of all three. In this way we can succinctly represem which combination
of A, B and C is being usedin a given cortext. Eac of the A, B and C models
is divided into se\eral casesas respectively shovn in Figures 4.2 (b), (c) and (d).
In totality these comprisethe 16 Y's of Table 4.1. The pre and ongoing casesare

regardedasbeingon equalfooting. The caseof mutable attributes (1, 2 and 3) always
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dominatesimmutable attributes (0), but there is no ordering betweenthe 1, 2 and 3
cases.Figure 4.2 graphically demonstratesthe richnessof the model spaceavailable

in the ABC family.

The ABC model de nitions do not expresghe medanistic details suc ashow updates
can be enforced. Actual pre-updates may have to be performed either before the
requestedrights are exercised(e.g., obtaining a lock for mutual exclusion) or right
after the rights are started (e.g., e-cashdecrease)[RNO1, RN0O2. Howewver ABC
Model doesnot include sud implemertation issuesfollowing my practice of keeping

the model and architecture-medanism distinct.

In this dissertation | am not trying to dewelop a logical expressionlanguagefor the
ABC model. Rather, while there canbe numerousways of expressinghe ABC model,
my focus is to dewelop comprehensie models for usagecortrol that can support
modern accessortrol requiremens aswell asDRM in a singleframework and discuss
the detailed characteristics of thesein a systematic manner. Many current DRM
solutions utilize obligations and conditions for decisionprocessthough they may not

de ne thesefactors explicitly.

4.2.1 UCONyeea - pre-Authorizations Mo dels

Authorizations have beenconsideredasthe coreof accessortrol and extensiwely dis-
cussedsincethe beginning of accesscortrol discipline. Traditionally, accesscorirol
researt hasfocusedon pre-authorizationsin which a usagedecisionis made before
a requestedright is exercised. UCON o models utilize these pre-authorizations
for their usagedecisionprocesses.In UCON, .o models, an authorization decision
processs donebeforeusageis allowed. There are three detailed modelsbasedon mu-
tability variations. UCONea, is immutable pre-authorization model that requires

no update. UCON,p, is pre-authorization model with an optional pre-update pro-
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UCON 5
UCONAB‘UCONBC preA\/preA OonA, 0nA, onA,
UCON, UCON, UCON, Pref, OnA,
(Authorizations) (oBIigations) (Conditions)
(@ (b)

preB, preB; onB

\/ W pec, onc,

preB,
(d)

Figure 4.2: The ABC Family of Core models

cedure. A pre-update includesupdate functions that modify attributes beforeusage
is started. UCONy,ea, is pre-authorization model with an optional post-update pro-
cedure. A post-update utilizes update functions to modify certain attributes after

usageis terminated.

The following de nitions formalize the UCON .o models. Although somede ni-
tions are quite similar and the expressionscan be reducedto a certain degree, |
explicitly expressead of the detail models for completenesof the models. This is

donethroughout the model de nitions in this chapter.

De nition 1 The UCONea, model hasthe following componerts:

2 S;0;R;ATT(S); ATT(O) andpreA (subjects, objects, rights, subject attributes,

object attributes, and pre-authorizationsrespectively);
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2 alloweds;o;r)) preA(ATT(s);ATT(0);r).

De nition 2 The UCONea, model is identical to UCONep, €xceptit adds fol-

lowing pre-update processes:

2 preUpdatg(AT T(s)); preUpdateg(AT T(0)), an optional procedureto perform
update operationson AT T(s) and AT T(o), respectively. Note that preUpdate

caninclude non-deterministic operations.

De nition 3 The UCON,ea, model is idertical to UCONep, €xceptit adds fol-

lowing post-update processes:

2 postUpdatg AT T(s)); postUpdate(AT T(0)), an optional procedureto perform
update operationson AT T(s) and AT T(0), respectively. Note that postUpdate

can include non-deterministic operations.

UCONyen, consistsof subjects (S), objects (O), rights (R), subject attributes (AT T(S)),
object attributes (AT T(O)), and pre-authorizations (preA). preA is a functional
predicate that utilizes ATT(S), ATT(O), and R for usagedecisionmaking. preA
examinesusagerequestsusing AT T(S), ATT(O), and R then decideswhether the
requestis allowed or not. | write allowed(s;o0;r) to indicate that subject s is allowed
right r to object 0. Note that the ABC model formulates ‘implies' connectivesrather
than “if'. This meansthat righthand-side of the connectiwe is not sucient to allow
usagesbut is necessary A similar approad can be found in Bell LaPadula (BLP)
model. In BLP, mandatory accessortrol is formulated as "necessaryondition' and
usedtogetherwith discretionary accessonrol to enforceadditional information °ow

policies [BL73, San93]. Throughout the models, | formulate “necessarycondition'
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rather than “suxcient condition' so decision processcan include other rules that

might be necessarnffor ner and richer cortrols.

The meaningof preUpdatg(AT T(s)) is that subject attributes are updated. Exactly
what values can be usedin computing the update is left unspeci ed in the model.
Thesecould be subject, object attributes and other variables. Similarly for the other
update processesn De nition 2 and 3. Traditional accesscortrols suth as MAC,
DAC, and RBAC are likely to belongto UCONpea,. Following Examples1 and 2

respectively shov how traditional MAC and DAC canbe realizedwithin UCON yea,-

Example 1 MAC policies,UCONea,:

L is a lattice of security labelswith dominancerelation ,
clearance: S! L

classif ication : O! L

ATT(S) = fclearanceg

AT T(O) = fclassif icationg

allowed(s;o;read ) clearancgs), classif ication(0)

allowed(s;o;write) ) clearance(s) - classif ication (0)

Example 2 DAC closedpoliciesusing ACL with an individual 1D, UCONen,:

N is a set of identity names

id:S! N, oneto onemapping
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ACL:O! 2N£R
ATT(S) = fidg

ATT(O) = fACLg

allowed(s;o;r) ) (id(s);r) 2 ACL(0)

In caseof MAC, security labels (clearanceand classi cation) are usedas a subject
attribute (AT T(S)) and an object attribute (AT T(O)), and Bell-LaPadula's security
properties(simple and star property) [BL73, San93Jare utilized for pre-authorizations
(preA). Here, if the clearanceof subject s dominatesthe classi cation of object o,
‘read' requestsare allowed. Similarly, “write' is allowed if clearance(s)is dominated
by classi cation(o). In caseof DAC example, individual (or group) identities and
accesxortrol lists (ACL) are subject attributes and object attributes, respectively.
ACL is a functional mapping of object to multiple ids and rights. If the subject's
identit y nametogetherwith the requestedright existsin ACL, the requestis allowed.
Although it has beenunderstood that ACL and capability list are usedto adcieve
similar cortrol functionalities, they can actually provide quite di®eren results when
they are usedwith mutable attributes. This is discussedn next section. In RBAC,
a user-roleand a permission-rolecan be consideredasa AT T(S) and a AT T(O) re-
spectively and comparedfor authorizations before allowing access.Details of MAC,
DAC, RBAC, and other related areasto ABC model are discussedn next section.
Also, certain authorization processesf DRM (e.g., membership-basedligital library)
can be expressedvithin UCON,¢a, asfollows. We illustrate two examplesof DRM

with pre-updatesand post-updatesrespectively.
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Example 3 DRM pay-per-usewith a pre-paid credit, UCON prep, :

M is a set of moneyamourt
credit:S! M

value:O£ R! M

ATT(s) : fcreditg

AT T(o;r) : fvalueg

allowed(s;o;r) ) credit(s), value(o;r)

preUpdatgcredit(s)) : credit(s) = credit(s) j value(o;r)

Example 4 DRM membership-basedmeteredpayment, UCON g ea,:

M is a set of money amourts

| D is a set of membership identi cation numbers
TIME is a current usageminute

member:S! 1D

expense:S! M

usageT:S! TIME

value: O£ R! M (a costper minute of r on o)
AT T(s) : f member, expenseusageTg

AT T(o;r) : fvaluePerM inuteg
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allowed(s;0;r) ) member(s) 6 A

postUpdatg expens€s)) : expensds) = expensds) + (value(o;r) £ usageT(s))

In Example 3, if the credit of a subject s is not lessthan the value of the requested
usage,the requestis allowed. Once the requestis allowed, the subject's credit is
reducedby the value of the usage.Example 4 shavs membership-basedisagecortrols
with meteredpaymert. In this case,a requestis allowed if the subject is a menber.
Howewer, a total expensehasto be updated at the end of eat usageby using current

usagetime and value of the usagesoit can be paid periodically. °

UCONyea, and UCONpep, are unchangedfrom UCON .5, €xceptthe additional
update procedures.UCON ea, andUCON ,¢p, introduce preUpdate and postUpdate
proceduresto modify subject attributes and object attributes. Many B2B and B2C
applicationsrequire someform of update functionalities. Recert DRM solutions have
alsodealt with these. For example,pre-paid credits have to be reducedat the time a

useris allowed to exerciserequestedrights on an object (UCON pep, ).

4.2.2 UCONgha - ongoing-Authorizations Mo dels

In UCONy,a model, usagerequestsare allowed without any “pre' decision-making.
Howewer, authorization decisionsare made cortinuously or repeatedly while usage
rights are exercised. If certain requiremerts becomedissatis ed, the currerntly al-
lowed usageright is revoked and its exercises stopped. Ongoingauthorizations have
beenseldomdiscussedin accesscortrol literature. By utilizing ongoing authoriza-
tions, monitoring is actively involved in usagedecisionswhile a requestedright is

exercised.This kind of cortinuouscortrol is especially usefulfor relatively long-lived

SEnforcemert of periodic payment of accunulated expenseis not consideredas part of the core
ABC model sinceit is not related to a request-baseddecisionprocesshut is part of larger work°ow.
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usagerights. In UCONa, there are four detailed models. UCONgpa, IS immutable
ongoing-authorizationmodel that has no update procedureincluded. UCONgpa, is
ongoing-authorizationmodel with pre-updates. UCONgna, and UCONgpa, include

ongoingupdatesand post updates, respectively.

The following de nitions formalize the UCON,,» models.

De nition 4 The UCON,,a, model hasthe following componerts:

2 S;0;R;ATT(S); andATT(O) are not changedfrom UCON pren;

2 onA (ongoing-authorizations);

N

allowed(s;o;r) ) true;

2 stoppeds;o;r) ( : onA(ATT(s);ATT(0);r).

De nition 5 The UCON,na, modelis idertical to UCONna, exceptit addsfollow-

ing pre-update processes:

2 preUpdatgAT T(s)); preUpdatg(AT T(0)), an optional procedure to perform
update operationson AT T(s) and AT T(0), respectively.

De nition 6 The UCON,na, modelis idertical to UCONna, exceptit addsfollow-

ing ongoing-update processes:

2 onUpdateAT T(s)); onUpdate(AT T (0)), an optional procedureto perform up-
date operationson AT T(s) and AT T(0), respectively.

De nition 7 The UCON,na, model is identical to UCONna, exceptit addsfollow-

ing post-update processes:
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2 postUpdatg(AT T(s)); postUpdatg(AT T(0)), an optional procedureto perform
update operationson AT T(s) and AT T (0), respectively.

UCONogna, model introducesonA predicate instead of preA. Sincethere is no pre-
authorization, the requestedaccesss always allowed. However, ongoing-authorizations
are active throughout the usageof the requestedright, and certain requiremerts are
repeatedly chedked for cortinuous access. Semarically theserequiremerts have to
be true all the time while the right is exercised.Tednically, thesechedking processes
are likely to be performed periodically basedon time or evert. ABC model does
not specify thesetechnical and implemertation details. In casecertain attributes are
changedand requiremerts are no longersatis ed, ‘stopped procedureis performed. |
write “stoppeds;o0;r)' to indicate rights r of subject s to object o is revoked. In many
casespngoingauthorizationsarelikely to occur only togetherwith pre-authorizations
though ABC model doesnot require this. For example,supposeonA screenscertain
certi cate revocation lists periodically to chedk whether the user'sidertity certi cate
is revoked or not. While this is a caseof ongoing authorizations, this makes sense
only whenthe certi cate hasalready beenewaluated at the time of the request. This
canbe an exampleof UCONga, model. UCONgpa,, UCONgna, and UCONgpa, are
unchangedfrom UCONgna, but add pre-updates, ongoing-uplate and post-update

proceduresrespectively. Someexamplesof UCON,,» models are given below.

Example 5 A limited number of simultaneoususagesrevocation using usagestart

time, UCONogpa 5 -

T is an orderedset of current usagestart times

UN is a set of concurrent usagenumbers



N is a set of identi cation names
id:S! N

usageNum : O! UN

startT : O ! 2NET

ATT(s) : fidg

AT T(o) : fstartT; usageNumg

allowed(s;o;r) ) true

stoppeds;o;r) ( (usageNum(o) > 10"

(id(s);t) 2 startT (0) wheret = minft39s® (id(s9;t9 2 startT (0)g
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preUpdate(startT (0)) : startT (o) = startT (o) [ f(id(s);t)g where s is currently

requestingsubject of usage

preUpdatgusageNum(0)) : usageNum(o) = usageNum(o) + 1

postUpdatg(startT (0)) : startT (0) = startT (o) j f(id(s);t)g wheres is a subject of

stopped usage

postUpdatgusageNum(0)) : usageNum(o) = usageNum(o) j 1

Example 6 A limited number of simultaneoususagesfevocation using longestidle

time, UCONgna 5

T is an orderedset of last activity times

UN is a set of concurrent usagenumbers

N is a set of identi cation names
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id:S! N
usageNum : O! UN
lastActiveT : O ! 2NET
ATT(s) : fidg

AT T(o) : flastActiveT; usageNumg

alloweds;o;r) ) true
stoppeds;o;r) ( (usageNum(o) > 10"

(id(s);t) 2 lastActiveT(o) wheret = minft49s® (id(s9;t9 2 lastActiveT(0)g
preUpdatgusageNum(0)) : usageNum(o) = usageNum(o) + 1
onUpdate(lastActiv eT(0)), repeatedupdateson lastActiveT(0)

postUpdatgusageNum(0)) : usageNum(o) = usageNum(o) j 1.

Example 7 A limited number of simultaneoususagesrevocation using total usage

time, UCONogpa -

T is an orderedset of current usagetimes
TT is an orderedset of total usagetimes
UN is a set of concurrent usagenumbers
N is a setof identi cation names

id:S! N

totalT : O! 2NETT A functional mapping of object to a set of total usagetimes of

active subjects
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usageNum :O! UN
ATT(s) :fidg

AT T (o) : fusageT;total T; usageNumg

allowed(s;o;r) ) true
stoppeds;o;r) ( (usageNum(o) > 10"

(id(s);tt) 2 total T (0) wherett = maxf tt §9sC (id(s9;tt9 2 total T(0)g
preUpdatgusageNum(0)) : usageNum(o) = usageNum(o) + 1
postUpdatgusageNum(0)) : usageNum(o) = usageNum(o) j 1

postUpdatgtotal T (0)) : (id(s);tt) = (id(s);tt + t); wheres is a subject of stopped

usageandt is current usagetime of the s

In Example 5, supposeonly 10 userscan accessan object o, simultaneously If a
11th userrequestsaccessthe userwith the earliesttime is terminated. In this case,
the 11th useris allowed without any pre-authorization decision process. Howe\er,
onA monitors the number of current usageson o; (AT T(0,)), determineswhich was
the earliestto start, and terminates it. Here, starting time of ead requesthas to
be added beforethe beginning of the requestedusageand hasto be taken out after
the usageis stopped. Also current usagenumber of 0, is increasedby 1 at the time
of accessand decreasediy 1 at the end of the accesshencea UCONgna,, model.
Supposethe extra userin the above exampleis revoked basedon longestidle time.
Monitoring idle time requiresongoingupdatesof a last activity attribute asshown in
Example 6. Further supposethat revocation of the extra useris basedon total usage
time in completedsessionssincethe start of the scal year. Post-updateswould be

neededto accunulate current usagetime asshown in Example 7.
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4.2.3 UCONye - pre-oBligations Mo dels

UCON g introducespre-obligationsthat haveto beful lled at the time of arequest
and beforeaccesgs allowed. preB is a kind of history function that chedks whether
certain obligations have beenful Tlled or not and return true or false for the usage
decision. Supposea user hasto provide his name and email addressto download a
compary's white papers or supposea userhasto click "O.K' on a licenseagreemen
to accessa web portal. Here,the userhasto ful'll the required actions beforeaccess
is allowed. UCON g models consist of 2 steps. First step is to select required
obligation elemerts for the requestedusage.This selectionmay utilize subject and/or
object attributes. Secondstepis to evaluate whether the selectedobligation elemerts
have beenful Tled without any error (e.g., invalid e-mail addresses).In UCON e
models, a requestmay require multiple pre-obligation elemetts to be ful Tled. The
preB predicate ewvaluates if all the required pre-obligation elemerts (preOBL) are

fulTled by using preFulf il led and returns either true or false.

The following de nitions formalize the UCON g models.

De nition 8 The UCON, g, model hasthe following componerts:

2 S;0;R;ATT(S); and AT T(O) are not changedfrom UCON pren;

2 OBS;0OBO; and OB, (obligation subjects, obligation objects, and obligation

actions, respectively);

2 preB; and preOBL, (pre-obligation predicatesand pre-obligation elemerts, re-

spectively);
2 preOBL pn OBS£ OBO£ OB;

2 preFulfilled: OBS£ OBO£ OB! ftrue;f alseg;
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2 getPreOBL : SE Of£ R ! 2P¢OBL 3 function to selectpre-obligationsfor a

requestedusage;

\% .
2 preB(S;O;r) = (obs ;obq ;o )2getP reOBL (s;0;r) preFUIf il IecKobs; ObQ; Ob);

preB(s;o0;r) = true by de nition if getPreOBL(s;0;r) = A;

2 alloweds;o;r) ) preB(s;o;r).

De nition 9 The UCON,eg, model is idertical to UCON .5, exceptit adds fol-

lowing pre-update processes:

2 preUpdatg AT T(s)); preUpdatg(AT T(0)): an optional procedureto changecer-

tain attributes asa consequencef pre-obligations.

De nition 10 The UCONeg, model is idertical to UCONeg, €xceptit adds

following post-update processes:

2 postUpdate(AT T (s)); postUpdatg AT T(0)): an optional procedureto change

certain attributes asa consequencef pre-obligations.

Decisionson what kind of obligations are required for requests(getPreOBL) are
rather complicated and have various patterns. Subject or object attributes may or
may not be usedfor the decisions.If no attribute is used,a useris likely to be required
to ful Tl sameobligations at eah request. For example,without a subject attribute,
we cannot recognizeprevious userswho have previously provided name and email

address. We therefore have to ask for sameobligations again. Selectionof required
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obligation elemerts can be basedon subject attributes only, object attributes only,
both subject and object attributes, rights only, or all three of subject attributes, object
attributes and rights. Supposea subject hasto read a licenseagreemen and click
"OK' button beforehe exercisesany rights on Web Services,or supposea subject has
to provide his personalinformation (age,gender,organization, e-mail address etc) to
download a compary's white paper. The rst obligation casecan be decidedbased
on target objects regardlessof subject attributes or rights. The secondone can be
basedon object attributes and rights. In Web Servicesexample, suppose menbers
have to report a monthly usagehistory, and guestshave to provide their namesand
e-mail addresses.Theseobligations are decidedbasedon subject attributes. Again
with the Web Serviceexample,supposeguestswho only want to surf (read) contents
have to provide name and e-mail address,and who want to participate and write
somemessage®n discussionboard have to provide their unique ID number sud as
a Sccial Security Number for accounabilit y. Theseobligations are determinedbased

on rights.

Obligation elemens consistof OBS; OBO; and OB. The ertity (obg who has to
perform obligation may or may not be the samesubject asthe requester(s). For ex-
ample,to be a menber of a Web community, children may needparerns' agreemets.
In this case,the parerts (obg are di®eren ertities from the child (s) who wants to
be a menber. The entity (obg on which the obligation hasto be performed can be
either a constart or a function of the subject attributes, object attributes and/or
rights. Supposewhoever wants to accessa digital library hasto provide name and
address.Here, nameand address(obq is a constart regardlessof subject attributes,
object attributes and rights. If a non-menber has to provide something di®erert
from what a menber hasto provide, we can say obois di®eren for di®eren subject

attributes. Similarly, what hasto be performed (ob can be either a constart or a
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function of obo For example,supposeAlice hasto read and agreea licenseagreemen
for certain servicesby clicking "yes' button. Here, the obis always the “click' action

becausethe obois the licenseagreemen

The ABC model doesnot specify thesedetails. Rather, an abstract function called
‘getPreOBL" is usedto obtain required obligations leaving the detail and internal
decisionfunctions as an implemertation decision. After all, it can be said that obli-
gations are decidedbasedon requeststhat consistof s;0; and r. Someexamplesare

given below.

Example 8 A licenseagreemehobligation, every time (without attribute), UCON yeg,:

OBS=S

OBO = flicense agreemeng

OB = fagreqy

getPreOBL (s;0;r) = f(s;licenseagreement;agreeg

allowed(s;o;r) ) preFulfilled(s;license agreement;agree

Example 9 High or low licenseagreemets for high/low objects (with object at-

tributes), UCON ¢eg,:

OBS=S
OBO = fhigh_license agreement;low_license agreemeng
OB = fagregy

level : O! fhigh;lowg
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ATT(o) = flevelg

(s;high_licenseagreement;agree); if level(o) = "high';

getPreOBL(s;0r) = (s;low.licenseagreement;agree); if level(o) = “low'".

allowed(s;o;r) ) preFulfilledgetPreOBL(s;0;r))

Example 10 Selectiw licenseagreemets for rst time usersonly, UCON peg,:

OBS=S

OBO = flicense agreemeng
OB = fagregy

regstered: S! fyes;nog

AT T(s) = fregsteredy

(s;licenseagreement;agree); if regstered(s) = no’;
A; if regstereds) = “yes'.

allowed(s;o;r) ) preFulfilledgetPreOBL(s;0;r))

getPreOBL(s;0;r) =

preUpdatgregster ed(s)) : regstered(s) = yes

In Example 8, a licenseagreemehn is required from ewery requestregardlessof the
user's previous agreemets. This example does not require any subject and object
attributes. Supposea Web servicerequiresa licenseagreemen In this case,obsis
sameass and oboand obare constarts. This casecanbe extendedto require di®erert
obligations for di®eren object attributes or di®eren subject attributes. Example 9
shows a casethat requirestwo di®eren licenseagreemets for high and low objects.
Note that theseattributes are usedfor obtaining required obligations not for making

usagedecisions. Example 10 requiresa licenseagreemeh only once. To do this, a
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subject attribute called regstered is used. Once a user has agreedon a license
agreemety the useris registered(preUpdate) for future requests. Still, this attribute
is not directly usedfor authorizations. To be an authorization model, this attribute
has to in°uence usagedecisionresults. No UCON g, exampleis shavn in this
paper. Howewer we can easily modify Example 10 to include post updates. If a user
hasto agreeon a licenceagreemenh at every 5 hours of accunulated usage the total

usagetime hasto be updated at the end of ead usagefor future requests.

4.2.4 UCON,; - ongoing-oBligations Mo dels

UCON,ng models are similar to UCON g models exceptthat obligations have to
be ful Tlled while rights are exercised. Ongoing-obligationsmay have to be ful Tled
periodically or cortinuously. For this, a time parameter T is introduced as part
of obligation elemerts onOBL. Here, T is likely to de ne certain time intervals
that are either time-basedor event-based. For example,a user may have to click an
advertisemen within every 30 minute interval or within every 20 Web pagesaccessed,
or ausermay haveto keepan advertisemen window active all the time. Note that our
concernis about when usershave to ful'll obligations, not when a system actually
cheds the ful llments. The model assumesthat onB hasto be true all the time
though actual obligation veri cation intervals canvary. In UCONg,z models, there
are four detailed models basedon mutability issues. UCON,ng, includesongoing-
obligations predicate instead of pre-obligations predicate. UCONpg,, UCONgng,
and UCON,,z, are sameas UCON,n5, exceptthat they add pre-updates, ongoing-

updatesand post-updates, respectively.

The following de nitions formalize the UCON,,z models.

De nition 11 The UCON,n5, model hasthe following componerts:
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2 §0;R;ATT(S); ATT(O); OBS; OBO; and OB arenot changedfrom UCON p¢g;
2 T, asetof time or evert elemetts;

2 onB and onOBL, (ongoing-obligationspredicatesand ongoing-obligation ele-

merts, respectively);
2 onOBL u OBS£ OBOE£ OB £ T;

2 getONOBL : S£ O£ R! 2°"9BL 3 function to selectongoing-obligationsfor

a requestedusage;
2 onFulfilled: OBSE OBOE£ OB E£ T! ftrue;falseg;
v ,
2 0NB(S;0;1) = (obs:0ba:oh :t;)2getonoB L (s:or) ONFUlf il led(obs; obg; ohy; t;);

2 onB(s;0;r) = true by denition if getONnOBL (s;0;r) = A;

2 alloweds;o;r) ) true

2 stoppeds;o;r) ( : onB(s;o0;r).

De nition 12 The UCON,n5, model is idertical to UCON.s, exceptit adds fol-

lowing pre-update processes:

2 preUpdatg AT T(s)); preUpdatg AT T(0)): an optional procedureto changecer-

tain attributes asa consequencef pre-obligations.

De nition 13 The UCON,n5, model is idertical to UCONy.s, exceptit adds fol-

lowing ongoing-uplate processes:
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2 onUpdatg(AT T(s)); onUpdatg AT T(0)): an optional procedureto changecer-

tain attributes asa consequencef pre-obligations.

De nition 14 The UCON,ng, model is iderntical to UCONys, exceptit adds fol-

lowing post-update processes:

2 postUpdatgAT T(s)); postUpdatg AT T(0)): an optional procedureto change

certain attributes asa consequencef pre-obligations.

The following Example 11 shows a simple examplefor UCON g, -

Example 11 Watch advertisemen windows while s exerciser, UCONgng,:

OBS=S

OBO = fad.windowg
OB = fkeepactiveg
T = falwaysg

getOnOBL (s;0;r) = f(s;ad.window; keepactive;always)g

allowed(s;o;r) ) true

stoppeds;o;r) ( : onFulfilleds;ad.window; keepactive;always)

Here,there is only oneongoingobligation is required. Supposea free Internet service

provider requiresusersto watch an advertisemen while they are connectedto the
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sener. In this case,there is no requiremen that hasto be completedbefore using
the service. As long as the advertisemern window is active, the usageis allowed.
Again how frequertly the system cheds the status of the advertisemen window is
not considered. Although examplesfor UCONgpg,, UCONgng, and UCON,qg, are
not shovn here, they can be dewloped without much e®ort. For example, consider
free Internet Services. Suppose ewvery user has to watch ad for rst 10 minutes of
connectionto Internet, but every 10th user hasto watch ad for 20 minutes. Here
ewvery time a userconnectinternet, usagenumber hasto be increasedor resetto O at
the beginning of accesgo decidewhich ongoingobligation hasto be ful Tled. This is
an exampleof UCON,ng,. Supposea userhasto click an advertisemer within every
30 minute window. Herea last click time hasto be updated throughout usage.This
is an exampleof UCON,n5,. Further supposea userhasto watch advertisemert after
‘rst 10 hours every month. Here, current connectiontime hasto be accurnulated at

the end of ead connection. This is an exampleof UCONgg,.

4.2.5 UCONc - pre-Conditions Mo del

As descriked earlier, conditions de ne certain ernvironmental restrictions that have to
be satis ed for usages.In general,preCON includes certain environmental restric-
tions that are not directly related to subjects and objects. Current environmental or
system-orierted status is retrieved ead time a condition is evaluated. By utilizing
conditions in usagedecisionprocess,UCON¢ can provide ner-grained cortrols on
usages.Unlike authorization and obligation models, condition models cannot be mu-
table. Note that this is di®eren from the fact that the value of conditional status
can be changedasthe environmental situation is being changed(e.g., current time is

changedastime goes, or a wirelessaccessoint is changedas a user moves around
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a building). Although subject or object attributes are not usedfor usagedecision
processthey can be usedto decidewhat kind of condition elemens (preCON) have
to be usedfor usagedecision. UCON ¢ introducespre-conditions (preC) that has

to be satis ed beforerequestedrights are exercised.

The following de nitions formalize the UCON;.c model.

De nition 15 The UCONc, model hasthe following componerts:

2 50, R;ATT(S); and AT T(O) are not changedfrom UCON¢a;
2 preCON (a setof pre-conditionselemerns);
2 getPreCON :S£ O£ R! 2°rreCON.

2 preConChecked: preCON ! ftrue;f alseg;

\
2 preC(S;O;r) = preCon; 2getP reCON (s;o;r) preConCheckecKpreConi)

2 alloweds;o;r) ) preC(s;o;r).

In UCONec,, preCis utilized in usagedecisionprocessalongwith S; O andR. A set
of relevant condition elemens preCON is selectedbasedon a requestpossibly using
subject or object attributes. To allow a request,all of the selectedcondition restric-
tions have to be evaluated (preC). For example,supposethere are requiremers to
restrict locationswhereusagesan be exercised.Cheking a CPU-id or an IP address
beforea usageallowanceis an exampleof UCON ec,. Example 12 cheds the currernt

location of a userat the time of a request. Allowed locations for studert and faculty
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can be di®erert and have to be selectedaccordingly This example assumeseither
there is no location changewhile the requestis exercisedor there is no restriction of

location changesduring the usagesoncethe original location has beenapproved.
Example 12 Location limitation, UCON yec,:

studentAREA; f aculty ARE A (allowed areacodesfor studert and faculty)
curAr eais a currert rendering device'sareacode
AT T(s) = fmemberng

preCON = f(curArea?2 studentAREA); (curArea?2 f acultyAREA)g

( : .
(curArea?2 studentAREA); if member(s) = “studert’;

getPreCON(S:0:) = (curArea2 f aculty AREA); if membex(s) = “faculty'

alloweds;o;r) ) preConChecked(getPreCON (s;0;r))

4.2.6 UCONgc - ongoing-Conditions Mo del

In many cases,ervironmertal restrictions have to be satis ed while rights are in
active use. This could be supported within UCON,,c model. In UCON,,c, usages
are allowed without any decision processat the time of requests. Howewer, there
is an ongoing conditions predicate to ched certain ervironmental status repeatedly
throughout the usages. As mertioned earlier, the UCONy,c, model is intrinsically

immutable.

The following de nitions formalize the UCON,,c model.
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De nition 16 The UCON,,c, model hasthe following componerts:

2 S;0;R;ATT(S); and AT T(O) are not changedfrom UCON ¢a;
2 onCON (a set of ongoing-conditionselemerts);

2 getONCON : SE£ O£ R! 20nCON.

2 onConChecked: onCON ! ftrue;f alseg;

\%
2 onC(s;o;r) = onCon;2getOnC ON (s;0;r) onCOnCheckecKonConi)

2 alloweds;o;r) ) true;

2 stoppeds;o;r) ( : onC(s;0;r).

The UCON,nc, model intro ducesan ongoingconditions predicate (onC) for monitor-
ing selectedcondition elemerts (getONnCON (s;0;r)). If any current environmental
status violates any of the restrictions, the allowed right is revoked and the exerciseis
stopped. In Example 13 below, allowed time period limitation is requiredthroughout
usageexercises.For example,supposea day-time usercan accesbjects during day
time (say 8amto 4pm), and a night-shift user can accessbjects during night time
(say 4pm to 12pm). Note that, currentT is a current status (time) of local time,
not an attribute of subject or object. Here, currentT is ewaluated throughout the
usageand if its value is no longer within the allowed period, the usageis stopped.
This exampleis likely to useboth pre-condition and ongoing-conditionsincecurrert
time is also likely to be cheded at the time of request, hencea combined model

UCON preCoonCyq -
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Example 13 Time limitation, UCON precyonc,:

dayH; nightH (day-shift and night-shift oxce hours, mutually exclusiwe)
currentT is currernt time

preCON : f (currentT 2 dayH); (currentT 2 nightH)g

onCON : f(currentT 2 dayH); (currentT 2 nightH)g

( (currentT 2 dayH);  if shif t(s) = "day’;

QetPreCON(Si0if) = (currentT 2 nightH ); if shif t(s) = “night.

( (currentT 2 dayH); if shif t(s) = ‘day’;

getONnCON (s;o;r) = (currentT 2 nightH ); if shif t(s) = “night'.

allowed(s;o;r) ) preConChecked(getPreCON (s;0;r))

stoppeds;o;r) ( : onConChecked getOnCON (s;0;r))

4.2.7 Global Obligations

In ABC model, obligations are usedfor usagedecisionof currert request. Howewer,
there are other caseswherethe evaluation of obligations' ful lIment is postponed for
sometime and usedfor future usagedecisionrather than usagedecisionof current
request. Supposea menber hasto pay monthly metered paymernt for cortinuous
music services.Though total usagetime hasto be updated at eat service,this does

not in°uence usagedecisionof servicerequestsuntil the paymernt due.

This kind of obligation is called global obligation and doesnot t into the ABC model

structure though it is also an important aspect in usagecortrol. UCON considers
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theseglobal obligations as an exceptional caseof UCON obligation models. Global

obligations are unique in their characteristics. Like other obligations, they have to

be ful lled by obligation subjects. Howewer, they do not a®ectany usagedecisions
on the originated requests.Rather, what they can do is to in°uence future requests.
Although certain updates can be required for global obligations, these updates do
not in°uence any decisionfor current usages.Sincethere is no in°uence on decision-
making for current usagesthis feature can't belongto UCON3g,, hencecan't belong
to UCONg,; UCONg,; or UCONg,. Note that the actual updatesstill can happen
either before, during, or after the usages. In caseof an update after usage,unlike
post-update, it doesnot have to be doneright after the end of usage. For example,
a user may have to ful'll usagelog report at the end of ead usage,eat day, or

ead month. Monthly metered paymen, or monthly subscription payment are also
examplesof global obligations. The actual in°uence on decisionmaking is postponed
to certain point. Theseglobal obligations are independert from the originated usage

transactionsand have impact only on future decisions.

4.3 Applications in ABC Mo del

Usagecortrol encompassesraditional accesscortrols, trust managemehy and digi-
tal rights managemen and goesfurther in its de nition and the scope. This section
preserts how MAC, DAC, RBAC, trust managemet) and DRM canberealizedwithin
the ABC model. It further discussesomepossibleextensionsof thesepoliciesfor bet-
ter understandingof their characteristicsand richer cortrols. Most traditional access
cortrols and trust managemen can be realized by using UCONep, model. Some
extensionsmay require UCON .5, model. Ongoingdecisionsare rarely discussedn
literature. Mutabilit y issuesare not commonin previouswork. Most of the researt

that dealswith cortinuity or mutabilit y issuesstill lack systematic perspective and



60

comprehensienesspeingnarrowly focused. Discussionson someof this prior work in
terms of the ABC model providessolid evidenceof comprehensienessand richnessof
the model. We also shav somehealthcaresystemexamplesthat require obligations,

conditions as well as authorizations.

4.3.1 Mandatory Access Control

In mandatory accesscortrol, security labels are usedfor usagedecisions.In UCON
point of view, clearanceis a subject attribute and classi cation is an object attribute.

Thesesecurity labels of subjects and objects are comparedto enforcesimple security
property (no read up) and star property (no write down). Example 1 in previous

sectionshows this MAC policy usingthe UCONpep, model.

Traditional accesgontrols haverarely supported an update property. In MAC, strong
tranquilit y property which belongsto immutable authorizationsis normally assumed.
In other words, security labels of subjects and objects cannot be changedby users'
actions. Only administrative actions can changethe labels. With a weak tranquil-
ity property, security labels can be changedby users'autonomousactions but only
without violating de ned security policies. This hasbeenknown asa high watermark
property. Example 14 shows this high watermark property of BLP asan exampleof
UCONyea,. Here, a subject always start with the lowest possibleclearancelabel.
The clearanceof the subject is raisedto higher labels until it readesits maximum

label asthe subject accessesigher objects. LU B denotesleast upper bound.

Example 14 MAC policieswith high watermark property, UCON pren, :

L is a lattice of security labelswith dominancerelation ,

clearance: S! L
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maxClearance:S! L
classif ication : O! L
AT T(S) = fclearance;maxClearancey

AT T(O) = fclassif icationg

allowed(s;o;read ) maxClearancgs) , classif ication (o)

preUpdatgclearanceg(s)) : clearancgs) = LU B (clearance(s); classif ication (0))

4.3.2 Role-based Access Control

The UCONea, model also can support RBAC in its authorization process. In

RBAC96 model [SCFY94, a role is a collection of usersand a collection of permis-
sions. The permissionis a collection of object-right pairs. In UCONea,, User-role
assignmeh can be viewed as subject attributes and permission-roleassignmenh as
attributes of object and rights. Example 15 shavs how RBAC; can be viewed in our
ABC models. RBAC; includes hierarchy in its de nition. Only activated roles are
usedfor authorization decision. Here, if there exists an active role (actRole(s)) that

dominatesany of the permissionroles(Prole(o;r)), arequestis allowed. Example 16
and 17 shows examplesthat include high watermark property. Example 16 doesnot
have a role hierarchy while Example 17 does. In both casesactive rolesare updated
if other than currently active rolesare requiredfor a request. Sincethe role hierarchy
is not a lattice (so LU B is not always de ned), Example 17 alsohasa selectionissue.
Having an automated high watermark property in RBAC eliminatesthe least privi-

legeprinciple that is supported in original models® It alsocausesa selectionproblem

in casethere are multiple rolesavailable for a request. In Example 17, 'UB"' denotes

6Least Privilege can be supported if role activation is done manually by users.
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upper bounds.

Example 15 RBAC; with activation, UCON ea,:

P =f(oir)g

ROLE is a partially orderedset of roleswith dominancerelation |,
actRole: S| 2ROLE

Prole: P! 2ROLE

ATT(S) = factRoleg

ATT(O) = fProleg

allowed(s;o;r) ) 9role2 actRole(s);9role°2 Prole(o;r);role, role®

Example 16 RBAC, with high watermark property, UCON en,:

P =f(o;r)g

ROLE is an unorderedset of roles
srole: S| 2ROLE

prole: P ! 2ROLE

actRole: S! 2ROLE

ATT(S) = fsrole;actRoleg

ATT(O) = fproleg
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allowed(s;o;r) ) srole(s)\ prole(o;r) 6 A

preUpdatg actRole(s)) : actRole(s) =

actRole(s); if actRole(s)\ Prole(o;r) 6 A
actRole(s) [ , (srole(s)\ prole(o;r)); if actRole(s)\ Prole(o;r) = A,

where , is a nondeterministic selectionfunction of an elemen from a set.

Example 17 RBAC; with high watermark property, UCON en, :

P =1f(o;r)g

ROLE is a partially orderedset of roleswith dominancerelation

srole: S! 2ROLE

prole: P! 2ROLE

actRole: S! 2ROLE

ATT(S) = fsrole;actRoleg

ATT(O) = fproleg

ROLE = frolej 9role®2 srole(s); 9role”2 prole(o;r);role®, role, roley
ROLE = frolej 9role’2 actRole(s); 9role®2 prole(o;r);role’, role, role’y
ROLE = frolej 9role®2 actRole(s); 9role®®2 prole(o;r);role 2 ROLE ;

role 2 UB(role®role®g

alloweds;o;r)) ROLE 6 A

preUpdatg actRole(s)) :

actRole(s); if ROLE 6 A;
actRole(s) [ . (ROLE); if ROLE = A

where, is a nondeterministic selectionfunction of an elemen from a set.

actRole(s) =
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4.3.3 Discretionary Access Control

Discretionary accesgortrol alsocanbesupportedin UCON 4. DAC policiesgovern
the acces=f usersto an object basedon individual or group identities of usersand
objects. The accessmodes sud as read, write, or executeare granted to a user if
the userhasprivilege to usea speci ¢ accessnode on an object. Traditionally access
matrix hasbeenrealizedby using either accesscortrol list (ACL), or capability list.
In UCONpea, DAC can be expressedoy using either ACLs or capability lists as
shown belowv. In many examples,ACLs and capability lists can be usedto achieve
samecortrol functions. Howewer in certain casessud as group-basedusagenumber
restrictions, ACLs and capability lists have di®eren cortrol functionalities. This

distinction hasbeenrarely discussedn previousliterature.

Following Examples18and 19utilize ACL and capability list respectively. In Example
18, if any of the subject's group namesis listed in a requestedobject's ACL, the
requestis allowed. On the other hand, in Example 19, capability list is usedto chedk
whether a subject holds any dominart group ID for the requestedright. Although
thesetwo casesseemto accomplishsimilar functionality, the functional distinction is
much clearerwhenan update procedureis required. Supposeead group of a subject
hasa limited number of usagetimes. In this case,the available number of a subject's
usagehasto be reduced. To do this we have to selectone (or some)of the subject's
group(s) and update the current usagenumber(s) of the selectedsubject group(s).
Here, the number of allowed usagecourt is assignedo ead group of subjects sothat
the usagecan be controlled on a subject group basis. On the other hand, if capability
lists are used, the allowed usagecourt number is assignedto ead group of objects

and the update of the number is cortrolled on an object group basis.

Example 18 utilizes ACL and allows multiple group IDs of a subject (assumingno

group hierardvy). If one of the subject's group IDs existsin ACL(0), the requestis
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allowed. Example 19 utilizes capability lists and includesa hierarchy of object group
IDs. Here, if there exists a object group IDs that is lower than or equalto a group
ID of CL(s), the requestis allowed. Example 20 utilizes capability lists and includes
usagecourt k to limit the number of usagedor ead object group. Here, for the sake
of simplicity, we assumethere is only onek for ead (g;r). In this example,sincean
object can have multiple group IDs, an update requiresa selectionof one group ID

amongthe object's group IDs.

Example 18 DAC using ACL w/ multiple group ID, UCONea,:

G is a set of groupsof subject s

groupld: S! 2°, many to many mapping
ACL : 0! 26£R.gis authorizedto dor to o
ATT(S) : fgroupldg

ATT(O) : fACLg

allowed(s;o;r)) f(g;r)jg2 groupld(s)g\ ACL(0) 6 A

Example 19 DAC using Capability List w/ group hierardty, UCON prep,:

G is a partially orderedset of groupsof o
groupld: 0! 26
CL :S! 26£R.sisauthorizedto dor to g or lower g's

ATT(S) = fCLg
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ATT(O) = fgroupldg

allowed(s;0;r) ) 992 groupld(0);9(g%r) 2 CL(s);g- ¢°

Example 20 DAC using Capability List w/ multiple group IDs and usagecourt,
UCONpI’eAl:

G is a set of group names

groupld: O! 2%, marny to many mapping

CL :S! 26£REK-gjsauthorizedto dor to g for k times
ATT(S) = fCLg

ATT(O) = fgroupldg

alloweds;o;r)) GR 6 A;

GR = f(g;r)jg2 groupld(o)g\ f(g%r)j(d5r;k) 2 CL(s);k, 1g
. :GR! G, afunctional mappingto selecta group for update

preUpdatg(CL(s)) : k= ki 1;(, (GR);r;k) 2 CL(s)

4.3.4 Trust Managemen t

Trust managemethhasmainly focusedon authorization decisionsof previously known
users.Most of the relatedreseart hasdiscussedrchitectural and medanistic aspects

of authorizations. Although the ABC model alsocoversauthorizations of strangers,its
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focusis not how to get a credertial to authorize a stranger's usagerequest. Rather,
it focuseson usagedecision policies and models. In Example 21, a doctor can be
mapped to multiple specialities. If a requesterholds any speciality, then he canread
the object. Howewer if a requesterwant to write on an object, one of his specialities

should be sameasthe object's speciality.

Example 21 Hospital information usagesof doctor by specialty, UCON prep,:

SPECIALI TY is a set of medical specialty names
cert : S| ZSPECIALI TY

grouplD : O! SPECIALITY

ATT(s) : fcertg

ATT(o) : fgrouplDg

alloweds;o;read ) (cert(s) 6 A)

allowed(s; o;write) ) (cert(s) 6 A) ~ grouplD(0) 2 cert(s)

4.3.5 Digital Rights Managemen t

Usagedecisiondn commercialDRM solutionsusually utilize user-de ned,application-
level, paymert-based security policies, and do not include traditional accesscortrol
policies. Typical examplesinclude pay-per-view, metered paymen, menbership-
basedmonthly subscriptions,etc. These DRM examplescan be realized within our
ABC model. In Example 22, a usagerequestis allowed if a subject holds enough

pre-paid credits to use certain rights on speci ¢ objects. In this case,the credit is
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consideredasa subject attribute and the value of the requestedusageas an attribute

of the object and right.

Example 22 DRM pay-per-use,UCONpea, :

M is a set of moneyamourt
credit:S! M

value:O£ R! M

AT T(s) : fcreditg

AT T(o;r) : fvalueg

allowed(s;o;r) ) credit(s), value(o;r)

preUpdate(credit(s)) : credit(s) = credit(s) j value(o;r)

In general, payment basedauthorization requires certain update proceduresto re-
solve usageexpenses.In Example 22, a user'scredit hasbeenreducedby the value of
usagesat the time of a requestapproval. In caseof meteredpaymen, post-updates
are likely to be required. In Example 23, sincea usageon an object holds more than
onevalue, a systemhasto selecta value for update. The systemmay have to select
a value basedon subject's membership ranks, saleperiod, or multiple purchases.Be-
causethe selectionpolicies can vary, Example 23 simply utilizes a non-deterministic

selectionfunction to descrite this functionality.

Example 23 DRM pay-per-use,one credit, multiple values,UCON ,¢ea,:
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M is an orderedset of money amourt
credit:S! M

value:O£ R! 2M

AT T(s) : fcreditg

AT T(o;r) : fvalueg

M = fmjm 2 value(o;r);m - credit(s)g, a set of available valuesfor selection.

allowed(s;o;r) ) 9m 2 value(o;r);m - credit(s)
preUpdate(credit(s)) : credit(s) = credit(s) i , (M);

where, is a selectionfunction to selecta value for update.

In casea userholds more than onecredit accoun, if the sum of credits is more than
a value, the requestis allowed. Here, someor all of the credit accourts have to be

reducedin total by the usagevalue (Example 24).

Example 24 DRM pay-per-use,multiple credits, onevalue, UCON y¢ea,:

M is an orderedset of moneyamourt
credit: S! 2

value:O£ R! M

AT T(s) : fcreditg

AT T(o;r) : fvalueg
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M = fmjm 2 credit(s)g
M="fmj P m = value(0)g

M ! M;m, m

5

allowed(s;o;r) ) i credit(s) , value(o;r)

preUpdatgcredit(s)) : 8m;m=mj . (m)

Many DRM solutions and studies have included someform of obligations and con-
ditions becauseof DRM's distributed and payment-basednature. Someobjects can
only be usedat certain locations or time durations. A user may have to provide
certain personalinformation or usagelog information for further use. SomeDRM

related examplesfor obligations and conditions are presened in previous sections.

4.3.6 Mo dern Access Control (Healthcare Examples)

Generally modern accesscortrol requires more than authorizations for usagedeci-
sion. In this section, we shov seeral healthcare information systemexamplesthat
require authorizations, obligations and conditions. We also shov how one example
can be expressedin various ways using di®eren decision predicates. Example 25
shows an examplethat requiresan authorization for usagedecision. Here, the num-
ber of doctor's previousoperationsis consideredas a subject's attribute and usedfor

authorization.

Example 25 A medical doctor (s) can perform (r) an operation (0) only if he has

performedoperations more than 3 times, UCON yep,
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ROLE is an unorderedset of roles

SPECIALI TY is a set of medical speciality names
N is a set of subject's total operation numbers
exp:S! N

SRole: S| 2ROLE

sArea: S| 25PECIALI TY

OArea: O ZSPECIALI TY

ATT(s) : fsRole;sArea;expg

ATT(o) : foAreag

allowed(s; o;operate) ) “doc' 2 sRole(s); sArea(s)\ oArea(o) 6 A;exp(s), 3

preUpdatgexp(s)) : exp(s) = exp(s) + 1

In Example 26, supposemedical operations can be allowed only when patients agree
on a consen form. This requiresadditional obligation predicate. obsis selectedbased
on an object' attribute, opid. In this example,obligation actions (ob) have to be per-
formed by patient of the requestedoperation. Authorization is alsousedfor medical

speciality veri cation.

Example 26 A medical doctor can perform an operation only if patients agreeon

consem form, UCON rep,pres,:



ROLE is an unorderedset of roles

SPECIALI TY is a set of medical speciality names
PATIENTId is a set of patients' identi cation numbers
sRole: S! 2ROLE

sArea: S| 25PECIALI TY

oArea: O ZSPECIALI TY

spid:S! PATIENTId

opid:O! PATIENTId

ATT(s) : fsArea;spidg

AT T (o) : foArea;opidg

OBS = fs§ PATIENT' 2 sRole(s9g

OBO = fconseng

OB = fagregy

getPreOBL (s;0;0perate)

= f(s® consent;agree g wheres’2 OB S; spid(s® = opid(0)

allowed(s; o;operate) ) “doctor' 2 sRole(s); sArea(s)\ oAreao) 6 A

allowed(s;o;operate) ) preFulfilledgetPreOBL (s;0;0perate))
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Supposethere arejunior doctors and seniordoctors (sRole(0)). In caseajunior doctor

wants to perform operations, the operation is allowed only with the presenceof any

of his seniordoctors. This can be realizedby using either authorization, obligation,

or condition predicates. Example 27 utilizes condition predicate that cheds current
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local time and decideswhether any of the senior doctors is on-duty at the time of
operation request. Authorization is usedtogether with condition predicateto chedk
doctor's speciality. In Example 28, obligation predicateis usedto chedk whether any
of seniordoctor has agreedto be available. Alternativ ely, as shovn in Example 29,
same example can be also realized by using authorization predicate. Here, senior
doctor's presenceis treated as an attribute of the subject. In Example 27, 28, and

29, 'sDac' and “jDoc' are labels for seniordoctor and junior doctor, respectively.

Example 27 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCON yeaqprec,:

ROLE is an unorderedset of roles

SPECIALI TY is a set of medical speciality names

DOCid is a set of doctors' identi cation numbers

curT is a currert local time, T is a set of time

sRole: S! 2ROLE

sArea: S| ZSPECIALI TY

did: S! DOCid, a functional mapping of subject to a doctor's ID number
sdld:S! 2P©Cid 3 functional mapping of subject to a set of seniordoctors
dutyS:S! T, afunctional mapping of subject to duty start time

dutyE : S! T, afunctional mapping of subject to duty endtime

oArea: O ZSPECIALI TY

AT T(s) : fsRole;sArea;dl d;sdl d;dutyS; dutyEg
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ATT(o) : foAreag

getPreCON (s;0;0perate)
_ ( (,950,dld(s% 2 sdld(s); dutyS(s9 - curT - dutyE(s9); if sRole(s) ="jDoc’;

A; if sRole(s) ="sDoc'.
allowed(s; o;operate) ) “doctor' 2 sRole(s); sArea(s)\ oAreao) 6 A

allowed(s;0;operate) ) preCondChecked getPreCON (s;0;0perate))

Example 28 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCON preaqpres,-

ROLE is an unorderedset of roles

SPECIALI TY is a set of medical speciality names

DOCid is a set of doctors' identi cation numbers

sRole: S! 2ROLE

sArea: S| ZSPECIALI TY

did:S! DOCid, a functional mapping of subject to a doctor's ID number
sdld:S! 2P©CiHd 4 functional mapping of subject to a set of seniordoctors
oArea: O ZSPECIALI TY

AT T(s) : fsRole;sArea;dl d;sdl dg

ATT(o) : foAreag

OBS = fs§'sDa’ 2 sRole(s%g

OBO = fpresencg

OB = fagregy
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getPreOBL (s;0;0perate)
_ ( (s presenceagreg) wheres®2 OBS;dId(s) 2 sdid(s)); if sRole(s) ="jDoc’;

A; if sRole(s) ="sDoc'.
allowed(s; o;operate) ) “doctor' 2 sRole(s); sArea(s)\ oArealo) 6 A

allowed(s;o;operate) ) preFulfilledgetPreOBL (s;0;0perate))

Example 29 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCON e, :

ROLE is an unorderedset of roles

SPECIALI TY is a set of medical speciality names

DOCid is a set of doctors' identi cation numbers

sRole: S! 2ROLE

sArea: S| ZSPECIALI TY

sdid: S! 2P©Cid 3 mapping of subject to a set of on-dut y seniordoctors.
oArea: O ZSPECIALI TY

ATT(s) : fsRole;sArea;sdl dg

ATT(o) : foAreag

allowed(s; o;operate) ) “jDoc' 2 sRole(s); sArea(s) \ oArea(o) 6 A;sdld(s) 6 A

ABC model is comprehensie enoughto include various accesscortrol policies in
a single framework. The goal of ABC family model is not to make an air-tight

distinction amongthe detailed models. In ABC model, policiesor requiremens canbe
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resohedin multiple ways. Although we have shovn many exampleshow oneactually
implemerts accesgor usage)cortrol policiesand requiremers is not the issueof ABC
model. Theseissuesare to be consideredat the architecture and medanism layers,
not at the model layer. ABC model providespossiblewaysto realizeor expressvarious
policiesand requiremerts in a formal framework. It is this richnessand robustnessof

the expressie power that makes ABC model signi cant.

4.4 Related Work

Seweral lines of related researth were discussedin the introduction chapter. Of
thesethe policy-basedauthorization represemation and enforcemetn model of [RNO1,
RNOZ] is possibly the closestto the ABC models. This model builds authorizations
from objects, rights and conditions. A possibleimplemertation by meansof extended
accesscortrol lists (EACLS) is outlined. Subjects are not explicitly recognizedin
EACLs but are rather embeddedinto conditions. Similar to ABC, this model also
recognizepre- and mid-conditions. | feel that ABC pre and ongoing decisionsare
more precisely and systematically de ned. In addition to pre- and mid-conditions,
the model alsoidenti es \p ost-conditions" which may have \side-e®ects"as part of
the model to resole update timing issue. Howewer its de nition of post-condition is
closerto an implemertation level aspect. In ABC model point of view, it may be
viewed asa special caseof pre-authorization with pre-update model (UCON e, ) IM-
plemertation. This is largely becauseofits lack of systematictreatment on mutabilit y

issue. At this point the ABC model is more mature and comprehensie.

The term “obligation' hasbeenusedwith di®erem meaningsin the literature. Dami-
anou et al. introducedthe Ponder policy speci cation language[DDLS01]. Ponder
policies consistsof authorization, obligation, refrain, and delegationpolicies. Sthaad

and Mo®ett have discussedurther on the obligation part of Ponder [SMO02]. In both
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case,obligations are duties that have to be done independerily from users'access
requests.For example,software developer of a project A in an organizationmay have
duties to provide weekly progressreport to project manager. Theseduties are given
to him not becausehe hasrequestedcertain accessedyut becausehe hasassignedo
a software deweloper role in the organization. Sdhaad and Mo®ett arguethat obliga-
tions require authorizations so the required actions can be performed. By de nition,
UCON obligation is di®erert from Ponder obligations (or duties). In ABC model,
obligations are what subjects have to perform beforeor during (or even after in case
of global obligation) obtaining or exercisingusages. If an obligation is required, it
just hasto be doneand doesnot require any authorization processfor obligation ful-
Timent. Fundamenally, obligations in ABC model are di®erent from duties. Also,

ABC model doesnot include any conceptof duties in its model.

The notion of “provisional authorization' has been introduced in recert literature
[KHOO, JKSO01]. In a narrow de nition, provision is what hasto be performed prior
to the authorization of usagerequests.Provision is similar to UCON pre-obligations.
Bettini et al. have discussedhe notion of "obligation' [BJWWO02]. Here, obligation
is what hasto be performed after authorization decisions. This is similar to UCON
global obligations. Neither hasde ned a notion for ongoing-obligationswhich have to
be ful lled cortinuously or regularly while the requestedaction is being performed.
In the ABC model, obligations are de ned and discussedin systematic manner so
that they can be usedfor various situations with ner-grained cortrols. What really
setsABC apart from other researt e®ortsis its systematicand comprehensie e®ort
to provide a new intellectual foundation for accesscortrol. No prior e®ort has this

read and scoge.

In terms of industry trendstwo ongoinge®ortsareworth mertioning. ContentGuard's

eXtensible rights Markup Language(XrML), ewlved from Xerox PARC's DPRL,
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has emergedas an OASIS basedstandard for rights expressionlanguages[Con02

WLD *02]. As de ned in its XML schema-basedspeci cation version2, "grart' con-
sistsof four ertities calledprincipal, rights, resource and condition [Con02 WLD * 02].
XrML conditions include terms, conditions and obligations. Howewer their de nition

of terms, conditions and obligations are di®erer from our conditions and obligations
and not as preciseas ours. Furthermore, while XrML may expressvarious rules and
policiesfor rights, it fails to resole a transaction-baseddecision-makingprocess.For
example,XrML canexpress studert canplay a MP3 Te 5 times' but assumesisage
history of “play' rights is supported by applications. Hence,it fails to resole mutable
casessud as after being played 2 times, now the MP3 "Te canbe played only 3 more
times'. Also there is no attempt to expressongoingdecision-making. Similar short-
comingscan be found also in OASIS eXtensible AccessControl Markup Language
(XACML) [GMO02]. Although authorization in XACML is basedon transaction or

request,it fails to cover mutable casesand ongoingcases.

4.5 Summary

In this chapter | have introducedthe ABC model as a core model for usagecortrol.
Usagecortrol encompassetaditional accessortrol, trust managemet) and digital
rights managemenh and goes beyond them in its scope. By unifying these diverse
areasin a systematic manner, the ABC model o®ersa promising approad for the

next generationof accesscortrol.

| have givena descriptionof the ABC family of modelsfor usagecortrol. The models,
and their relationships, are summarizedin Figure 4.2. | emphasizethat | have only
described the \pure" models correspnding to individual points in these gures. In
practice | would expect real systemsto usecomposite modelswhich combine se\eral of

thesetogether. Spacedoesnot permit usto explorethe expressie power of combined
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models. Nonetheless] have shavn by examplethat a wide range of policies can be

easily expressedn thesemodels.



Chapter 5

UCON AR CHITECTURES

There canbe numerousarchitectural variations for usagecortrol. Oneway of viewing
these variations is basedon the location of referencemonitor. Referencemonitor

is one of the most crucial componerts for usagecortrol architecture that enables
decision and enforcemenh functions. Another way can be basedon the existence
of paymen function. Becauseof its commercial potertial, most commercial DRM

solutionsmainly focuson paymen-basedarchitecture while ignoring situations where
paymert is not required. Rather than covering all of thesevariations, this chapter
narrows down its scope on usagecortrol architectures for paymen-free, client-side
referencemonitor environment. Howewer this doesnot meanthat every detail of the
architectures deweloped here can be covered by ABC model. In other words, ABC

modelis the very coreof usagecorrol andleavesuncoveredmany otherimportant and
practical aspectssud asa composite object that consistsof multiple sub-oljects. For
example,supposea subject tries to accessa composite object that requiresdi®eren
usagerules. If only parts of the requestedobject are allowed, there should be a
customizationprocedurethat generatesa 'view' Te. This is accommalatedin UCON

referencemonitor though not coveredin ABC model.

This chapter starts with detailed discussionsof thesearchitectural variations to nar-
row down the scope. First, paymen-basedand paymen-free type environments are

discussed. Next, discussionson referencemonitor and its variations are presered.

80
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Then three major factors for usagecortrol architecture are discussed.Basedon these
three factors | dewelop eight security architectures for usagecortrol. | also discuss
somerelated medanisms. In addition, somecurrent COTS solutionsare discussedn
terms of UCON security architecturesto shov the commercialavailability of UCON

security solution architectures.

5.1 Payment-Free vs. Payment-Based

Controlling usageof digital resourcesxanbe divided into two typesbasedon paymert
function: Paymen-Based Type (PBT) and Paymen-Free Type (PFT). In PBT, a
paymert function is required in order to accessdigital information. In PFT, dis-
semination of digital information doesnot require paymen, but must be cortrolled
nonethelessto satisfy con dertiality or other security requiremerts. This chapter
mainly focuseson security architectures for PFT dissemination. Thesearchitectures
for PFT disseminationdo not necessarilyexclude support of paymert functions. It
may be possibleto overlap payment functions onto PFT security solution architec-

tures.

Unlike the Commercial mass-distribution ervironment, there are situations in which
paymert function is not required and higher distribution security is the primary
concern. For example, in the Intelligence comnunity digital information is often
disseminatedto organizationsin various courtries. The White Housemay wish to
distribute a documert in digital form to the South Korean governmert in sud a
manner that the receiwed digital information is not revealed either intentionally or
accidenally, to the North Korean governmert. Similar situations can exist in the
commercialsector. In recer business-to-busines@2B) e-commerceit is commonfor
a hub organizationto distribute information digitally to its seeral smaller partners.

The challengeis to prevert further distribution of the digital information by the small
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partners to others. For instance, GeneralMotors could disseminateseeral di®erert
technical descriptionsin digital form to di®eren supplierswho provide the speci ¢
parts of GM motor vehicles.However, GM would like to preven the leakageof digital
information amongstsuppliersregardlesf their intention or possessiomf the digital

information.

The characteristicsof digital information of the PFT environment di®ersigni cantly
from characteristics of digital information of the PBT ervironmert. In the latter
ervironment, a small amourt of information leakage is acceptableand even de-
sired [Cox96], while this may not be acceptablefor the PFT ervironment. The
number of legitimate copiesof a singledigital item in PBT is typically greaterthan
that of PFT copies. In general, the objective in the PBT ervironment is to dis-
tribute as many copiesas possibleand to extract paymert for eat copy. In the
PFT environment, it is the distribution itself which needsto be limited. Therefore,
solutions and researtr for Paymen-Based massdistribution purposesmay not be
directly applicableto the PFT environmert, i.e. in Intelligence community or B2B

Transactions.

In PBT, security breades of digital assetsresult directly in nancial loss. Re-
distribution of illegally obtained digital information does not reduceits quality or
worth to the consumer. Consequetly, digital corntent providers have put much ef-
fort into protecting digital information from unauthorized distribution. Howewer, no

systematicstudy hasbeendonefor cortrolling usageof digital information.

Hence, studies for more generalizedsecurity architectures that can provide secure
ervironmerts for paymen-free type usageof digital information shouldbe considered.
Identifying generalizedsecurity architecturesfor cortrolling usageof digital resources
is important in order to provide a cornerstonefor deweloping proper usagecortrol

solutionsthat satisfy an organization'srequiremerns for secureand cortrolled usage
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of digital resource,as well as for better understanding the current DRM solutions.

Therefore,this chapter focuseson UCON architectures for paymen-free type usages.

5.2 Reference Monitor

In architectural point of view, one of the most critical issuesin enforcing UCON is
the referencemonitor. The referencemonitor hasbeendiscussedextensively in access
cortrol community and is a core conceptthat providescortrol medanismson access
to or usageof digital information. Referencamonitor assaiatesdecisionpoliciesand
rules for cortrol of accesdo digital objects. It is always running and tamper resis-
tant. Subjects can accesdigital objects only through the referencemonitor. In this
section, | discussa conceptualstructure of UCON's referencemonitor and compare
the di®erencedrom traditional referencemonitor. Also, | discusssomearchitectural

variations of UCON systemsbasedon the utilization of referencemonitors.

5.2.1 Structure of Reference Monitor

ISO has published a standard for accesscortrol framework [ISO/IEC 10181-3]that
de nesreferencemonitor and trusted computing base[iso9§. Accordingto the stan-
dard, referencemonitor consistsof two facilities; accesscortrol enforcemen facility
(AEF) and accesscortrol decisionfacility (ADF). Every requestis intercepted by
AEF that asksan ADF for a decisionof the requestapproval. ADF returns either
yes'or ‘no' as appropriate. Referencemonitor is a part of trusted computing base,

always running, temper-resistart, and cannot be bypassed.

UCON referencemonitor is similar but di®eren in detail from traditional reference
monitor of ISO's accesgontrol framework. Figure 5.1 showsthe conceptualstructure
of UCON referencemonitors. UCON referencemonitor consistsof UsageDecision

Facility (UDF) and UsageEnforcementFacility (UEF). Each facility includesse\eral
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Figure 5.1: Conceptual Structure for UCON ReferenceMonitor

functional modules. UDF includes conditions and obligations decision modules as
well as authorization module. Authorization module takes care of a processsimi-
lar to traditional authorization process. It utilizes subject and object information
(attributes) and usagerules to ched whether the requestis allowed or not. It may
return yesor no. It may return metadata information of authorized portion of re-
guesteddigital objects along with allowed rights. Then, this metadata information
is used for customization of requesteddigital objects by customization module of
UEF. Condition module decideswhether the conditional requiremerts for the autho-
rized requestsare satis ed or not by using usagerules and cortextual information
(e.g., currernt time, IP address,etc). It may limit rendering devices(e.g., CPU-ID,
IP address),rendering time (e.g., businesshour, on-duty), etc. Obligation module
decideswhether certain obligations have to be performedor not beforeor during the
requestedusagehas been performed. If there exists any obligation that hasto be

performed, this must be monitored by monitoring module and the result hasto be
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resolhed by update module in UEF. Note that usagedecisionrules may or may not
be hardwired into decisionfacility. Thoserules can comealong with related digital
information or independerily [PSSO00]. Utilization of these modules largely rely on

the target application systems'requiremerts.

5.2.2 Arc hitectural Classi cation

Basedon the location of referencemonitor, there can be Server-sideReferenee Moni-
tor (SRM), and Client-side Referene Monitor (CRM). Here, sener is an ertity that
provides a digital object and client is an ertity that receives and usesthe digital
object. Like a traditional referencemonitor, a SRM resideswithin sener system
environment and mediatesall accesgo digital objects. On the other hand, a CRM
residesin the client systemernvironment and cortrols accessdo and usageof digital
objects on behalf of a sener system. SRM and CRM can coexist within a system.
The trustworthinessof CRM is consideredrelatively lower than that of SRM. There-
fore, the main concernhere is how reliable and trustworthy the CRM is. In fact,
if the client-side computing deviceis fully functional and general-purpse, CRM is
likely to be manipulated with relatively lesse®ort. Therefore, CRM is more suitable
to applications with lessassurancerequiremens. This may be improved by using
tamper-resistart add-on hardware devicessud as dongles,smartcards, etc. On the
other hand, if the client deviceis limited in its functionality and dedicatedto spe-
ci ¢ purposessudc as e-book readeror DVD player, CRM is relatively securefrom
unauthorized manipulations so applications with relatively high assurancerequire-
merts are more suitable. After all, the implemertation of referencemonitors largely
dependson businesanodelsand their application requiremens. For real world imple-
mertations, the chancesare that both CRM and SRM are likely to be usedfor better

functionality and security. In the following subsectionsthese SRM-only, CRM-only,
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and SRM & CRM architectures are brie°y discussed.

SRM-Only Architecture

A systemwith SRM-only facilitates a certral meansto cortrol subjects’ accesgo and
usageof digital information objects. A subject can be either within sameorganiza-
tion/net work areaor outside this area. In this environment a digital object may or
may not be storedin client-side non-volatile storage. If the digital object is allowedto
residein client-side non-wolatile storage,it meansthe saved client copy of the digital
object is no longer UCON's target object and doesn't have to be cortrolled. It canbe
usedand changedfreely at client-side. For example,an on-line bank statemert can
be saved at a customer'slocal madine for his recordsand the sener system (bank)
doesn't care about customer'scopy aslong asthe bank keepsoriginal accoun infor-
mation safe. Howewer if the cortent of digital information itself hasto be protected
and cortrolled certrally, the digital information must remain at serner-side storage
and newer be allowed to be stored in cleartext on client-side non-wolatile storage.

Traditional accessortrol and trust managemen mainly utilize this kind of system.

CRM-Only Architecture

In a systemwith CRM-only environment, no referencemonitor exists on sener-side
system. Rather, a referencemonitor exists at the client systemfor cortrolling usage
of disseminateddigital information. In this environment digital objects canbe stored
either certrally or locally. The usageof digital objects saved at the client-side is still

under the cortrol of CRM in lieu of the sener. Sincethere existsno SRM, a digital

object cannot be customizedfor speci ¢ usersfor distribution. Hence,this systemis
likely to be suitable for B2C massdistribution ervironments sud asa e-book systems
or MP3 music Ie distributions. Howewer this doesn't meanthat ewvery userwill have

sameusagerights. Distributed digital objects are assaiated with certain usagerules



87

and usershave to prove they have sutcient crederials to exercisecertain rights on
the objects. At this point usersmay belimited to perform certain rights on the object

under certain conditions suc as a speci ¢ deviceidertit y.

Digital rights managemen solutions mainly utilize CRM in their systems. In real
world implementation, CRM is likely to be embedded within application software
where digital objects can be rendered. One exampleis Acrobat Readerwith \W eb-
buy" plug-in. Webbuy functions as a CRM. Digitally encapsulatedPDF Tes can
be viewed through Acrobat Readerwith Webbuy Webbuy cortrols accessto the
cortents basedon a valid licensecalled Voudher. A Voucher may include a speci ¢

CPU-ID to restrict renderingdevices.

SRM & CRM Architecture

By having SRM in addition to CRM, this architecture can provide two-tier cortrol.
SRM may be usedfor distribution related cortrol while CRM canbe usedfor a ner-
grainedcortrol on usages.For instance,in SRM, digital objectscanbe pre-customized
for distribution and the distributed, pre-customizeddigital objects can be further
cortrolled and customizedfor clients' usagesoy CRM. As a result, sener can reduce
or eliminate unnecessargxposureof digital objectsthat do not haveto bedistributed.
Supposewe have an intelligencesystemwith this architecture. If an unclassi eduser
requestscertain digital information that includes some secretinformation as well,
SRM can pre-customizethe requestedobjects before distribution so the distributed
versionof the objects don't include any secretinformation. Any ner-control on the
distributed objects can be done by CRM at cliert side. In real world applications,
functional speci cations of UCON referencemonitor can be divided into SRM and

CRM in various ways basedon the system'sfunctional and security requiremerts.
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Figure 5.2: Architectural Scope

5.2.3 Arc hitectural Scope

In this chapter, | narrow down my focus on CRM only architectures so | can ar-
ticulate in detail how CRM-basedUCON architectures can be realized. CRM only
architecture is chosensinceit is one of the most signi cant architectural aspects of

today's DRM system. Figure 5.2 shaws this areaof coverageas diagonally shaded.

Next, three major factorsthat are crucial for CRM-basedarchitectures are discussed.
Then seeral security architectures are identi ed basedon those factors. | further
discussdetailed characteristicsand shav how COTS solutions can be viewed in this

corext.

5.3 Three factors of CRM security architectures

There are three major factorsthat distinguish CRM security architectures. They are
virtual madine (VM), cortrol set (CS), and distribution style. The combination of
useof ead factor resultsin di®eren security architectures. For better understanding

of thesearchitectures, rst we have to understandthesethree factors.
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The virtual madineis softwarethat runs ontop of vulnerablecomputing environmert
and utilizes referencemonitor to provide the meansto cortrol and manageaccess
and usageof digital information. For instance, Adobe Acrobat Readerand Web
Buy plug-in can be consideredas a virtual madine though Acrobat Readeralone
hasvery limited cortrol functions to corirol accesdo digital cortent. The existence
of a virtual madine on the client side is one of the most signi cant factors of the
architecture, and it providesthe foundation for client-side cortrol. It alsoimpliesthe

needfor specializedclient software.

The cortrol setis a list of accessights and usagerules that is usedby the virtual
madine to cortrol a recipiert's accessand usageof a digital object. There can be
three styles of cortrol sets. A xed cortrol setis hardwired into the virtual madine
and applies uniformly to all digital objects and all users. An embedded cortrol
set is inextricably bound to ead digital object and is carried along with it. An
external cortrol setis separateand independert from the digital object (and can be
transported separatelyor together with the object). Embeddedand external cortrol

setscan apply di®eren cortrols to eat object and eat user.

Messageush (MP) and external repository (ER) are two possibledistribution styles.
In messageush style, digital information is sernt to ead recipiert. In external repos-
itory style, eat recipiert obtains the digital information from a disseminationsener

on the network.

5.4 Arc hitecture Taxonomy

In this sectioneigh di®eren security architectures for PFT usagecortrol are identi-
“ed, basedon previously identi ed three factors. Each architecture has di®eren se-
curity implications. The classi cation of thesearchitectures hasbeendonesomewhat

exhaustively to cover all possibilities. Each architecture providesdi®eren advantages
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FC1 FC2 EC1 EC2 XC1 XC2

VM: Virtual Machine

MP: Message Push

ER: External Repository

CS: Control Set

NC1: No control architecture w/ MP
NC2: No control architecture w/ ER

FC1: Fixed control architecture w/ MP
FC2: Fixed control architecture w/ ER
EC1: Embedded control architeire w/ MP
EC2: Embedded control architecture w/ ER
XC1: External control architecture w/ MP
XC2: External control architecture w/ ER

Figure 5.3: Security Architecture Taxonony

and disadvantages. This sectionde nesthesearchitectures basedon the three factors

and discussegheir merits and demerits.

Figure 5.3illustrates the taxonomy of theseeight architectures. The term \no cortrol”
is usedto meanthe lack of a virtual madine. The term \ xed cortrol* meansthat
the only cortrol is that which is xed in the virtual machine. The terms\embedded"
and \external" cortrol meanvariable cortrol asdiscussedabove. Thesemay coexist

with xed cortrols in the virtual madine.

Ead of thesearchitecturesis describedin the following sub-sections.Non-Encapsulated
digital information disseminationarchitectures are described here as basic architec-

tures for comparisonpurpose. Encapsulateddigital information disseminationarchi-
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Figure 5.4: No Cortrol Architecture with MessagePush (NC1)

tectures are our main concern. Even though | have distinguished and de ned these
architectures, there can be real world security solutionsthat conmbine more than one
security architecture. The diagrams for ead of the architectures do not explicitly

shaw encryption medanismsor watermarking medanisms.

5.4.1 Non-Encapsulated Arc hitectures
No Control Architecture w/ MessagePush (NC1)

No cortrol architecture with messagegush (NC1) is a classicarchitecture for digital
information dissemination. In this architecture, the distributor of digital information
directly sendsa copy of the digital cortent to ead recipiert. Eacdh recipiert stores

the copy at his/or her storagedevice.

After distribution is done, the distributor has no direct meansto corirol the dis-
tributed digital information, sothe likelihood of deliberate re-disseminationor theft
is increased. The recipiert can either keepthe digital information or deleteit from
his or her storagedevice. After the digital information is deleted, there is no way
for recipient to accesghe digital information. To accesghe saved information from

multiple computers,the recipiernt needsto transport the information.
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Figure 5.5: No Control Architecture with External Repository (NC2)

No Control Architecture w/ External Repository (NC2)

No cortrol architecture with external repository (NC2) has similar featuresto NC1,
exceptthat in NC2 digital information is sert to an external repository sener for
distribution. A recipiert must connectto the externalrepository to accesand retrieve
the digital information. Once a recipiert has received the digital information, the
distributor has no meansto cortrol or manageaccessights or usagerights. Since

this architecture doesnot have a virtual madine, there is no cortrol set.

5.4.2 Encapsulated Arc hitectures
Fixed Control Architecture w/ MessagePush (FC1)

In the xed cortrol architecture with message-pusliFC1), the cortrol setis included
in virtual madine. Sincethe cortrol setis encaled into a virtual madine, the
control set cannot be changedatfter the distribution of the virtual macdine. Digital
information is encapsulatedin a digital cortainer that does not allow the recipiert
to accesdigital information without using the virtual madine. Accessis basedon
the cortrol set encaled inside the virtual madine. This cortrol set will cortain
rules which the virtual madine enforces,sud as preverting storageof the cleartext
digital information on the recipiert's non-wlatile storage. Re-disseminationof the

digital cortainer in this casewould be accessiblenly by someonevho hasthe virtual
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Figure 5.6: Fixed Control Architecture with MessagePush (FC1)

madine and meetscortrol setrules.

This architecture hasthe message-pusHistribution style. Eac recipiert must main-
tain the received digital cortainer on his or her storagedevicefor further accesso

it.

Fixed Control Architecture w/ External Repository (FC2)

The Fixed cortrol architecture with external repository (FC2) has basically same
characteristicsas FC1 exceptfor the distribution style. In this architecture, digital
information encapsulatedwithin a digital cortainer is sert to external repository for
distribution. A recipiert must connectto the external repository to accessor down-
load the digital cortainer. The recipiert can accesdigital information encapsulated
within the digital cortainer through a virtual madine usingthe cornrol setencaledin
the virtual madine. In general,architectures basedon external repositoriesfacilitate

accesdo the information by a singlerecipiert from multiple computers.
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Figure 5.7: Fixed Control Architecture with External Repository (FC2)

Embeddead Control Architecture w/ MessagePush (EC1)

In the embedded cortrol architecture with message-pusifEC1), the cortrol set is
embeddedin the digital information and always comeswith the digital information
within its digital cortainer. The distributed digital information will be cortrolled
basedonly on the pre-setaccessights and usagerules on the digital information.
Becausethere is no external cortrol certer function, the distributor cannot change
the cortrol set of the distributed digital information. In this and all subsequen

architectures, the cortrol setappliedto the digital cortainer may be in addition to a

“xed cortrol setin the virtual madine.

After a recipiernt has received a digital cortainer, he or she can accessthe digital
information without any network connection,if he or she has proper accessights.
This meansthat there is no additional accessortrol (i.e. changingaccessights after
dissemination)for the distributed digital information. In addition, there can be only
pre-setrevocation. In other words, there is no revocation function available, which

can be applied after distribution of the digital cortainer.
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Figure 5.8: EmbeddedControl Architecture with MessagePush (EC1)

In this architecture the cortrol setcan prevent storageof cleartext digital information
onthe recipiert's non-wolatile storage. Storageof the digital cortainer by the recipiert
would be required for future access.Howewer, the cortrol set can prevert someone

elsefrom opening the digital cortainer if it is re-disseminatedto them.

Embedded Control Architecture w/ External Repository (EC2)

The embeddedcortrol architecture with external repository (EC2) alsohasfundamen-
tally the samefeaturesas EC1, exceptfor its distribution style. In this architecture,
digital information is encapsulatedwithin a digital cortainer and sert to the external
repository sener. In addition to the cortrols that canbeimposedin EC1, in this case
the cortrol setcanfurther prevert the recipiert from storing the digital cortainer on
the recipiert's non-wlatile storage. If the encapsulateddigital cortainer cannot be
locally stored then this architecture enablesthe distributors to revoke a previously

granted access.
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Figure 5.9: EmbeddedControl Architecture with External Repository (EC2)

External Control Architecture w/ MessagePush (XC1)

In the external cortrol architecture with messageush (XC1), digital information is
freely available in the form of digital cortainer, but only those who have valid access
rights can open the digital information in it. The recipiert gets accessrights by
connectingto the cortrol certer. Theseaccessights can be encapsulatedn a digital
container with or without the original digital information. This meansthat access
rights can be distributed independerily and that accessights canbe encapsulatedn
adigital cortainer with other digital contents that are not relatedto the accessights.
In this architecture, distributors can cortrol and managerecipierts' accesgsights on
the digital information, including causingthe revocation of previously granted rights.

Both sendersand recipierts must trust the cortrol certer.

There are two options basedon the usagerule information. In rst case,ewery time
a recipiert wants to open an item of distributed information, he or shemust access
the cortrol certer. In secondcase,the recipiert doesnot have to accesshe cortrol

certer every time, but he or sheshouldaccesghe cortrol certer from time to time to
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Figure 5.10: External Control Architecture with MessagePush (XC1)

get the proper usagerights, basedon the usagerights policy. The recipiert may have
to accesghe cortrol certer basedon the usagetime, the number of accesspr xed
time period. In latter case,there can be a one-time only connectionto the cortrol
certer if the recipiert receivesan unlimited (no expiration) set of accessights that
do not require any further connection. The distributors should decidevery carefully
beforedistributing any cortrol setthat doesnot require any further connection,lest

they forfeit their power to revoke access.

External Control Architecture w/ External Repository (XC2)

The external cortrol architecture with external repository (XC2) has primarily the
same characteristics as XC1 exceptthat it includesan external repository. Encap-
sulated digital information is stored at the external repository for distribution. The
information may or may not be freely available. This architecture can provide sepa-

ration of content and accesgights. This architecture may have four possibleoptions
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basedon the usagerule information. Note that there aretwo digital cortainersin this
architecture. In referenceto Figure 5.11,the digital cortainer at the top carriesthe
digital information, whereasthe one at the bottom only carriesa cortrol set. Each
of thesedigital cortainers may or may not be storable by the recipiert. This givesus

four combinations as follows.

In rst case,both the encapsulateddigital information and the encapsulatedcortrol
set can be stored on a recipiert's local storagedevice. In this case,a recipiert does
not have to connectto either an external repository or a cortrol certer every time
he or shewants to accesshe digital information. The recipiert may have to connect
to the cortrol certer from time to time to renew the cortrol set (as explained in
XC1). Alternately, only a one-time connectionto the cortrol certer is required for

the recipiert to accesghe digital information thereafter.

In the secondcase,a digital cortainer that includesdigital information is freely avail-
able, but the cortrol set digital cortainer cannot be locally stored. In this case,a
recipiert can save the encapsulateddigital information in local storageand doesnot
have to download it ewvery time he or shewants to accesst. Howewer, the recipiert
must always connectto the cortrol certer to get the cortrol setthat is required to
accessthe information. This casecan be very useful when the size of the digital

information is large.

In the third case,the encapsulateddigital information cannot be locally stored, but
the encapsulatedcontrol set can be stored. Finally, in the fourth caseneither dig-
ital cortainer is locally storable. These last two casesallow greater cortrol over
information dissemination. For example, the digital information can be completely

withdrawn.
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Figure 5.11: External Control Architecture with External Repository (XC2)

5.5 Related Mechanisms

Medanismsare sets of technologiesthat support the solution architectures. Imple-
mertation of ead of the architectures may require a di®erem mix of medanisms. In
this sectionl presen a list of metanismsthat are potertially usefulin aciieving the
security objectivesand goals. Use-cotrol medanismscannot be appliedto NC1 and
NC2 architectures. Cryptographic techniquesfor securetransmissionand integrity

protection are not included here, but would be usedas appropriate.

5.5.1 Watermarking Mechanisms

Digital watermark, or ngerprint is usedto mark the idertity of the objects (digital
information) with information sud as the author's name, recipiert's name, distri-
bution date, or usagerights. This is done to idertify, rather than to protect the
digital information from unauthorized access.Digital watermarking canthus provide

a tracking capability to illicit distribution of digital information [KKOO, Zha97]. In
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usagecortrol, digital watermarking technologiesare required to enabletracking of
disseminateddigital information. The detailed description of the characteristics of
digital watermarking technologiesand linguistic techniques are out of the scope of
this thesis. Watermarking medanismscan be implemerted into all of the security

solution architectures preserted in this chapter.

Digital information can be in seeral formats sud as text, image, audio, and video
format. Watermarking technologiesare dependent mainly on the type of digital in-
formation where the watermarks are to be stored. Each of image, video, audio, and

text content needsdi®eren watermarking technologies.

The sizerange of digital information can vary widely, but the sizeneedsto be large
enoughto facilitate watermarking. If this cannotbe guararteed, paddingtechnologies
may be needed.This issueis important becausdf the typical sizeof a type of digital

information is too small (for example,small text email messages)there might not be
any meansto store watermarksin it, and then we cannot implemert watermarking
technology in our security solutions. The size of digital information also in°uences
the security architectures. If the size of digital information is too big, downloading

may not be a good way to accesshe digital information.

For tracking purposeespecially, eat copy of the originally disseminateddigital infor-
mation needsunigue watermarking information (a \ ngerprin t") soasto idertify the
sender'sand receiwer's identities. Embedding di®eren watermarking information in
ead copy of the originally disseminateddigital corntent, howewer, is not yet realistic

for casesof massdissemination[Dwo99.

5.5.2 Use-Control Technologies

The Use-Corrol medanism is originally basedon the superdistribution concept.

Superdistribution is a conceptthat electronicinformation is available freely, but access
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to the information is cortrolled. In the use-cotrol medanism, digital information is
encapsulatedinto a cryptographically protected electronic cortainer called a Digital
Container. This encapsulateddigital information is only accessibleby using special
application software called a Virtual Machine, with approved accessights that are
stored in a Control Set. This medanism can be applied to all architectures except

NC1, NC2.

Virtual Machineson recipients' computers

In the DVD industry, to prevert illicit copying and distributions, se\eral security
features have been deweloped (e.g. regional restriction, copy cortrol restriction).
Thesefeaturesare embeddedin DVD players. Each DVD title is burned with one
or more security con gurations basedon these features. Becauseof these security
features, a DVD title can only be played or copied within its allowed restriction

boundary:.

Similarly, we can use a secureand tamper-resistart virtual macdine on top of a
vulnerable computing ervironment suc as PCs. So, digital information can be only
accessiblavithin the virtual madine. By usinga virtual macine, we canrestrict the
acces9rivileges. For instance, we can disablethe print function, save function, and
save-asfunction within the virtual madine. Virtual madine medanismsthat reside

on recipiert's computer can be implemerted in all architectures exceptNC1, NC2.

Digital Container

The digital cortainer [SBW95 Kap96] is a key feature of use-cotrol technologies.
A digital cortainer is a tamper resistart electronic ervelope that is designedto pro-
tect digital information and to cortrol usageby wrapping it up with cryptographic
medanisms. A digital cortainer can cortain digital information and cortrol sets. A

cortrol setis a collection of usagerules and rights information. Control setscan be
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encapsulatedin a digital cortainer with or without digital information. When a re-
cipiert tries to accesdligital information, a virtual madine in the recipiert's system

will ched the cortrol setto verify that the recipiert hasthe adequateusagerights.

Control Center

In general,a cortrol certer existsfor cortrolling and managingthe accesgsights, us-
agerules, and even usagehistory. A cortrol certer holds security policies (control

sets) that govern usageof digital information and a databaseof sendersand recipi-
ens. Generally the purposeof the cortrol certer is to provide accessights on digital

cortainer to authorized users,so userscan accesghe digital information. To achieve
this, client application software (the virtual madine) will chedk the cortrol setin a
digital cortainer or virtual madine, and if necessaryit will comnunicate with the
cortrol certer for additional information sud asgranting accessights to certain dig-
ital information. In the commercialworld, the cortrol certer can be alsoresponsible
for paymert functions, accesgo the digital information canbe granted/revokedbased

on paymert.

5.6 Discussion

In this chapter | have identi ed se\eral possiblesecurity architectures for cortrolling
the disseminationof digital information and tracking its re-dissemination,along with
somerequired or related metanismsto enforcethe security architectures. In this

section| analyzethesearchitectures and give the ndings of the study.

5.6.1 Solution Approac hes

This chapter hasfocusedon two major security objectives: cortrolling dissemination

of digital information and tracking its re-dissemination. The fundamenal ideas of
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Figure 5.12: Security Attacks and Protections

thesesecurity objectivesare asfollows.

In asecurity perspective, there canbetwo typesof attacks: identi ed attacks (known)
and unidenti ed attacks (unknown). Figure 5.12shows a logical diagram for security
attacks and protections. By implemerting use-corol medanismsin our security
architectures, UCON architectures can protect digital information from theseattacks.
thesesolution architectures with use-cotrol medanismscan protect known attacks
and someunknown attacks. Howewer, asshown in Figure 5.12,there canstill be some
other unknown attacks. Theseattacks are likely to break through the architectures
and thus accesghe digital information. If this cannot be avoided, there should be

well-de ned methods to trace the attackers(and hencethe watermarking techniques).

Security architectureswith use-comrol medanismsdo not have any tracking features
per se. Howewer, in addition to use-cottrol, by implemerting watermarking med-
anismsinto the security architectures, we can achieve reasonabletracking methods.

In Figure 5.12, the gray arrow shows tracking action using watermarking technolo-



104

gies. Howewer, current watermarking technologiesare still prematureto guararteethe
tracking of disseminationand re-disseminationof digital information. If the attack-
ers have tampered the watermarked digital documerts, the likelihood of successful
tracking of watermarked information will be signi cantly reduced. The dashedline

in Figure 5.12shows those attacks that subvert watermark tracking.

In this chapter, | have de ned security architectures, which can include use-cotrol
medanismsfor protection of disseminateddigital information (security Tter 1), and
alsowhich caninclude watermarking medanismsfor tracking methods (security Tter
2). Also, | have identi ed related medanismsthat can be implemerted into the

security architectures.

5.6.2 Characteristics of Security Arc hitectures

| have proposedeight security architectures for UCON dissemination architecture.
Thesesecurity architectures have di®eren characteristics. These characteristics are
important featuresfor choiceof a security solution in a particular cortext. Table5.1
shows security and functional characteristicsof the security architectures. Thesechar-
acteristics can be merits, demerits, limitations, or requiremerts of the architectures,

depending on the environment in which the architectures are deployed.

5.6.3 Available COTS Solutions for the Arc hitectures

Table 5.2 shaws the currently available COTS solutions which belongto one of the

UCON security architectures.

For Example, Adobe PDF Merchant and Acrobat Reader (v4.05) with Web Buy
plug-in belongto the rst caseof XC2. PDF Merchant generatesa cryptographically
encapsulated®DF Te andaVouder le. The encapsulated®?DF only canbe accessed

through Web Buy plug-in. Acrobat Readerwith WebBuy is Virtual Machine (VM) in
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NIN|F|IF|JE|E|X|X
Characteristics c|jcjcyjecjcyjcy|cyc
1]12)1f2|1]2]1]2

c1 D_|ssem_|nator can control access and usage of vivivivlvyly
disseminated digital information

co Dlssemmato_r can change recipients’ access rights vi|vly
after dissemination

c3 Redisseminated digit al information can be vivIivivIvly
protected

ca Special client software (virtual machine) is vivIivlivIvly
vulnerable to attacks

cs Tracl_<|ng re -disseminated digital information is vivIivivIivivIvly
possible
Disseminated digital container is reusablerfother

C6 o ; o Y|Y
recipients by ralissemination

c7 D|g.|t§1I mformanon does not have to be on v v v v
recipient’s storage
Digital information can be accessible from any

— machine if it is connected to network Y Y Y Y

c9 ReC|p|ent should oay_d|g|tal information to acces;s v v v v
it from multiple machines

C10 | Special client software (virtual machine) is requirpd YIY]Y]Y]Y]Y

c11 In case qf Ia_lr_ge digital information, download timg v v v v
can be significantly costly
Every acc ess to digital information requires

C12 :
network connection.

c13 The archltecture can be supported without netwcrl§( v v
connection

c14 Control center trusted by both distributors and vy

recipients is mandatory

Note: C1 ~ C5: Securityharacteristics, C6 ~ C14: Functional characteristics
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NIN|F|F|E X
Solution Organization c|c|cj|c|c C
112)1(2]1 2
PDF Merchant | Adobe X
& WebBuy
PageVault Authentica
SoftSEAL Breaker Technologies X
Confidential Digital Delivery, Inc. X
Courier
DocSPACE DocSPACE Co. X
Fraunhofer Institute for Computer
ClPxiEss Graphics & Mitsubishi Co. X
Cryptolope IBM
InTether Infraworks Co. X
InterTrust InterTrust Technologies Co. X
RightMarket RightMarket.com Inc. X

UCON security architectures. Voucher Te is Control Set(CS) in the architectures. It
grants the right to accesshe PDF. Both les canbe storedat local storage. Therefore
there is no network connectionrequired every time recipierts want to accesdigital
corntent. It alsoprovidesan option for binding content to CPU ID, storagedevicelD,
network ID, e-mail address,or time, sothe recipierts only can accesswithin certain

ervironmerts sud asa speci ¢ hardware or time period.

Someof the architectures have not beenusedin any COTS solution becauseof their

di®eren security characteristicsand functional characteristics.

5.7 Summary

In this chapter, | have rst iderti ed the scope of UCON architectures that is cov-
eredhere. Then | have identi ed eight security architectures for usagecortrol. Each

architecture's main characteristics, merits, and demerits also have been discussed.
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| also descrited somerelated medanisms sud as watermarking technologies,and
use-cotrol technologiesthat can be implemerted in thesesecurity architectures. In
addition, | have related thesesecurity architecturesto COTS solutionsto shav com-

mercial availability of the security architectures.

The study performed in this chapter is the rst systematic study of this topic. In
particular, the architectures | have identi ed have not been previously de ned in
this mannerin the literature. Newertheless.this architectural approad is fundamen-
tally a starting point for the study of UCON architectures. It providesthe basisfor
future researth and dewelopmen for UCON architecture. Further researt on the

architectures and medanismswill lead to practical solutionsfor usagecortrol.



Chapter 6

UCON APPLICA TIONS

Sofar, | have discussedJCON core models and security architectures. This chapter
discussegwo applications basedon these core models and architectures. However
the casestudiesdiscussedn this chapter would require further studiesfor practical
applications. This chapter only presens somepotertial approatesthat are likely to

provide valuable directions for further extensions. One that will be crucial for the
succes®f usagecortrol is the managemen issueof UCON that dealswith adminis-
trativ e aspects of provider and iderti ee subject parties aswell as consumersubject
and their relationships. Another important issueis how to cortrol re-dissemination
of disseminateddigital objects. To addressthis issue,| borrow one of traditional

acces<ortrol policy called originator cortrol alsoknown as ORCON and shov how

ORCON can be usedin UCON for re-disseminationcortrol.

6.1 UCON Management and Examples

This section consistsof three subsections. First administrative UCON is discussed
that includesprovider subject and identi ee subject parties aswell asconsumersub-
ject party. Then two examplesfor privacy sensitive and privacy non-sensitive cases
are presetted. Privacy sensitive exampleincludesall three subject sideswhile privacy

non-sensitive caseincludesonly provider and consumersubject parties.

108
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Figure 6.1: Administrative UCON Triangle

6.1.1 Administrativn. e UCON

In the ABC model, | have mainly focusedon usagesof consumersubjects on objects
while ignoring provider and identi ee subjects. In this section| assumethat usage
rules sudh as authorization, obligation, and condition rules are already provided. As
mertioned earlier, in UCON, subjects can be either consumer,provider, or identi-
“ee. Eadh subject party has closerelationships with other parties. One party may
in°uence other parties' usagedecisions. Each party holds its own rights on objects.
Exercising rights on an object may require certain obligations that have to be ful-
‘Tled before,during or after the rights are exercised.Ful Timent of theseobligations
may create other objects (called derivative objects) that have to be protected and
cortrolled from usages.This seriesof relationshipshasto be resohed seamlesslyin
UCON asan administrative issue.Here,| discusssomefundamertal issuesof UCON
administration brie°y. | beliewe that the further work on administrative UCON is

crucial for the succes®f usagecortrol.
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Figure 6.1 shavs an administrative triangle for usagecortrol decisions.Here, a con-
sumer subject is an end-userwho is the last bene ciary of an object cortent in a
supply chain. If allowed by a provider, a consumercan hand over the object to an-
other consumerand can cortrol usageof the new consumer.In this case,the original
consumerbecomesa provider of the object to new consumer.Note that this is di®er-
ernt from that a consumermpassesn object or a copy of an object to another consumer
on behalf of the previous provider of the object while the previous provider cortrols
usageof the disseminatedobject. Normally, a consumer'susageon an object is likely
to be cortrolled by a single provider. Although there can be multiple providers who
actually provide sameobject copiesto a consumer,these copiesare consideredas
separateobjects and may have di®eren cortrol policies. If a provider is not an origi-
nator of an object, the provider's ability to control consumers'susageson the object
is likely to be limited by another provider. If an object o; includesother objects o,
and oz, a provider subject s; of 0, is consideredasa consumerof the included objects
0, and 0z and the o, asa separateobject. In this case,s;'s ability on usagesof o; is
alsolimited by the providers of o, and o;. In Figure 6.1, this chain of usagecortrols
is denotedas “serial usagecortrol’. Unlike provider subjects, there exists no corrol
chain of identi ee subjects. Identi ee subjects are subjects whoseindividually identi-
“able information is included within an object, thereforehold certain rights to cortrol
usagesn the object. Credit cardinformation or DNA information are someof the ex-
amplesof individually identi able information. The usagef an object that includes
theseprivacy-relatedinformation of multiple subjects are cortrolled by the identi ee
subjects. Sudh multiple cortrols on usagesare denoted as “parallel usagecortrol'.
In general,identi ee subjects are likely to limit provider's usageson the object to

cortrol consumer'susageqdotted arrows) on their privacy-relatedinformation.

As a summary, UCON hasto be viewed as a comprehensie approad to protecting
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and cortrolling usagesof three subject parties and their relationshipsand in°uences
on ead other. In today's dynamic, distributed digital environmernt, traditional one-
way cortrol no longer provides adequatetrustworthiness. Evertually, unlike previous
one-way (from provider to consumer)approades,cortrol decisionof UCON hasto be
multi-directional for mutual cortrols and privacy protections. | believetheseissuesare
no longerjust technical matters. Businesscommitmen and legal and sccial support

are alsocrucial for the successf usagecorirol.

6.1.2 DRM and Healthcare Applications in UCON Administration

By distinguishing subject parties, UCON emphasizeselationships betweensubjects
and objects and betweensubjects themseles. This distinction is shovn in gure 6.2
and 6.3. Figure 6.2is a UCON diagram for privacy non-sensiti\e objects and Figure
6.3 is for privacy sensitive objects. The UCON model for privacy sensitive objects
includesan additional subject calledidenti ee and relevant rights. Figure 6.2and 6.3

are basedon the following legend.

PNO: Privacy Non-sensitive Object
PSO: Privacy Sensitive Object

Cx: Consumerx

Px: Provider x

Ix: Identi ee x

yR: y Rights

yA: y Authorization

yC: y Condition

yB: y oBligation
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wherex = fxjR;A; C;Bg;y = fyjC;P;lg

I will usetwo examplesand demonstrate how UCON models can be applied for
privacy non-sensitive and privacy sensitive digital information. One simple example
is a popular MP3 music Te distribution. This examplecan be explainedwith Figure
6.2 that has provider and consumersubjects sides. Supposea music composer (say
Bob) wants to sell his new songthrough a distributor, and a buyer (say Alice) wants
to buy the songfrom the distributor. In caseof the relations betweenBob and the
distributor, Bob will be a provider subject (PS) and the distributor will bea consumer
subject (CS). Bob will have certain provider rights (PR) that are agreedat the time
of a cortract with the distributor. The distributor will have rights (CR) to distribute
the MP3 song(PNO) and get certain pro ts from the sales.Likewise,in caseof Alice
and the distributor, Alice will be a consumersubject and the distributor will be a
provider subject. Then Alice hasrights (CR) sud asplay right for the songand the
distributor will have rights (PR) sud as copy and disseminaterights on the object.
In this case,Alice may berequiredto pay ahead(CA) to obtain a play right but only
on a speci ¢ player (CC) which is selectedby her. In addition, shemay have to agree
on submissionof her usagelog report to the provider (CB). On the other hand, the
distributor can have rights to collect consumers'usagelog information. This shows
that in UCON system, a consumer'sobligation is likely to be a provider's right and

vice versa.

One good examplefor the cortrol of privacy sensitive objects might be a healthcare
system. We considera healthcaresystemcalled PCASSOto demonstratethe UCON
model for privacy sensitive objects. The PCASSO project was deweloped by UC
San Diego and SAIC under the support of NIH [BBB97]. The main purpose of

the project is to dewelop a healthcare systemthat provides secureaccessto highly
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Figure 6.2: Two Sidesof UCON Model for Privacy Non-sensitive Objects

sensitive patient information over Internet. Accesscortrol of PCASSOmainly utilizes
labels and roles. Patient recordsare labeled with one of 5 security levels including
Low, Standard, Deniable, Guardian Deniable, and Patient Deniable. As a provider
subject, the primary careprovider providespatient medicalrecord(PSO). In addition,
the primary care provider decidessecurity level of patient medicalinformation. Care
providers (primary, emergencyor others), guardians, researters, and even patients
can be consumersubjects. In PCASSO, the patient role can be either a consumer
subject or anidenti ee subject. As a consumersubject, a patient canread his medical
record if it is not patient deniable. As an iderti ee subject, the patient can review
(IR) accesdog information on his record. Note that the patient doesn't have rights

to decideuseand disclosureof his medical information in PCASSO.

According to recen regulation called the Privacy Rule from the US Departmert of
Health and Human Services(HHS), healthcareproviders such as doctors and hospi-
tals are required to obtain a patient's written consen before using or disclosingthe
patient's personalhealthcareinformation to carry out treatment, paymert, or health-
care operations (TPO) [hhs02]. To useor disclosethe patient's medical information
for other reasonsthan TPO, healthcareproviders are required to obtain written au-
thorization documerts. In Privacy Rule, authorization is more detailed and speci ¢

than consen. In PCASSO, neither consen nor authorization is included in the sys-
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tem. Moreover, usageand disclosureof patient medical information is ertirely up
to a primary care provider. For better cortrol of all parties on patients’ healthcare
information and for better privacy protection, theseconsem and authorization should
be part of identi ee rights in UCON model. Also, it should be the patient who holds

thoseiderti ee rights.

6.1.3 Reverse UCON

As mentioned above, obtaining or exercisingusagerights on a digital object may
createanotherdigital information object (derivative object) which alsoneedscortrols
for its accessand usage.Someexamplesare paymen information, usagelog, etc. The
usagecortrol on thesederivative objects is reversedin its cortrol direction in sud
a way that the provider subject becomeghe consumersubject and vice versa. This
reversedusagecortrol is calledreverseUCON and the rights are calledreverserights.

Furthermore, obtaining or exercisingthe reverserights on these derivative objects
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may also create other derivative objects and reverse(more correctly inverse)rights

on it.

Figure 6.4 shavs an exampleof reverseUCON. Somecomponerts are omitted in this
diagram for the sake of simplicity. SupposeAlice wants to listen to a MP3 music
‘Te. To obtain play rights, she as a consumersubject (CS) may have to agreeon
payment-per-play (OB: obligation) and provide credit card information. Upon her
exerciseof the play rights, shehasto report her usagelog on the MP3 le (OB). In
UCON, this paymert information and log information are also consideredas objects
(derivative objects) and aspart of UCON model. Now Alice becomedoth a provider
subject (PS) and an iderti ee subject (IS) of the log/payment information and may
hold certain rights (PR and IR) on them sud as the right that shecan delete her
ID from log information. The distributor may have rights to collect log information
either by putting an obligation on consumerrights or by giving consumerrights to
get somestore credits on log reports. If Alice hasrights to get somestore credit based

on her play time, then it is now distributor's obligation asa provider subject to issue
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certain credit to Alice.

Control and protection of rights and usageof rights on the derivative objects have
been hardly recognizedor discussedin information security literature. In UCON,
reverseUCON can be viewed as part of the UCON model and is not di®eren from
ordinary UCON in its model speci cations. In general,derivative objects are likely
to include privacy-relatedinformation. Adequate cortrols on derivative objects will
be crucial for better privacy treatment. By handling derivative objects in UCON
system, at least security and privacy issuescan be discussedsystematically within a

commonframework.

UCON systemsare likely to be implemerted and managedunder the cortrol of one
of three subject sides: consumer, provider or iderti ee. This implies it's hard to
guarartee availability of adequate cortrol medanismsimplemerted for the other
two sideson the rights and usageof rights. There can be also a third party who
dewelops/managedJCON systemon behalf of all of PS, CS and IS sides. Therefore,
to make a soundreverseUCON systemavailable, there should be either a voluntary
commitmert from a dewelopmen/managemert group or legal enforcemen In its
implemertation, UCON systemmay have to include following medanismsfor reverse

UCON.

2 To provide ability to review detail of derivative objects which are going to be

created.

2 To provide ability to refusecreation of derivative objects (the consumermay

have to give up or reduceexercisingoriginal rights).

2 To provide ability to restrict reverseusageby blocking certain part of derivative
objects (i.e., identit y) or by allowing only aggregatedinformation of individual

objects.
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2 To provide ability to monitor reverseusageon derivative objects (this may cause

another round of reverseUCON).

6.2 Originator Control in UCON

One of the key concernsof UCON is how to cortrol re-disseminationof disseminated
digital objects. Originator Control (ORCON) is an accessortrol policy that requires
recipierts to gain originator's approval for re-disseminationof an originally dissemi-
nated digital object or a newdigital object that includesoriginally distributed digital

objects.

UCON is arelatively newapproad for next generationinformation security solutions,
while ORCON hasbeendiscussedor morethan a decade.Newertheless ORCON and
UCON arealikein many aspects. In ORCON's perspective, by usingUCON technolo-
gies,ORCON policies can be enforcedin more versatile and °exible ways compared
to the traditional ORCON solutions becauseblending ORCON with UCON enables
cortrol of dissemination and re-disseminationoutside of a closed system environ-
mert where certral cortrol authority sud as a referencemonitor is not available.
In UCON's perspective, ORCON is a \must have" policy becauseORCON policy
is one of the genericaccesscortrol policiesthat are applicableto UCON solutions.
Unlike other accessortrol policieslike RBAC, MAC and DAC, ORCON is naturally

applicablefor both paymen-free and paymen-baseddisseminationcortrol.

Regardlessof this tight relationship, ORCON has not been examined carefully in
current DRM solutionsbecauseof the lack of immediate commercialinterest. | believe
investigating UCON with ORCON policy in mind can provide a promising way to
cortrol and managedigital information disseminationnot only for non-commercial,
paymert-free environment sud asthe intelligencecomnunity or the commercialB2B

ervironmert, but alsofor commercial, paymen-baseddissemination.
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Next two sectionsexplain UCON and ORCON technologiesbrie®y. Then, | de ne
licenseand ticket conceptswhich are key elemeits in the UCON solution to implemert
ORCON policies. Then, I demonstratehow ORCON in UCON solutions can extend
traditional ORCON to cortrol even outside of the local cortrol domain area and
identify variations of ORCON policy enforcemehin UCON solutionsby usinglicense
and ticket. Finally, | relate somerecert DRM works of other authors to our ORCON

in UCON solutions.

6.2.1 Originator Control (OR CON)

In the spectrum of traditional accesscortrol policies, Mandatory Accesscortrol
(MAC) and Discretionary AccessControl (DAC) are at opposite extremes. Between
MAC and DAC endsof the spectrum, there are areaswhere neither MAC nor DAC
are applicable. ORCON is one of the accesscortrol policiesthat belongto this mid-
dle ground. ORCON is similar to MAC in that accesgestrictions on original objects
are propagatedto derived objects. Howewver, ORCON is di®erett from MAC in that
policiesare modi able on a subject/ob ject basis,while in MAC policiesare uniform
acrossall subjects and objects. Also, ORCON is similar to DAC in that policiesare
changeableby the original owner or originator of the object. However, ORCON is dif-
ferert from DAC in that cortrol privilegeson an object canbe modi able only by the
originator of the object, while in DAC the owner (recipient) of a derived object can
often also changecontrol privilegeson the object or on copiesof the object. In some
sense DAC can be viewed a special caseof ORCON where the originator delegates

all the rights to recipierts.

In the paper world, ORCON is one of the cortrol markings for restriction of docu-
mert distribution de ned by the Director of Certral Intelligence Directive (DCID)
1/7 [dci81. A documert marked ORCON canonly be distributed with the approval
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of the originator of the documert. Traditional ORCON solutions [AHK * 91, Gra89,
MMNO9O0, San92]try to automate the paper world's originator cortrolled dissemi-
nation policies. In the proposedsolutions, ORCON policies typically utilize some
form of non-discretionary accesscortrol list [Abr93]. The implementation of this
non-discretionary accesscortrol list, howeer, limits the ability to enforce ORCON

policiesto a closedcortrol environmert.

Traditional ORCON solutionsare focusedon the enforcemeh of ORCON accesson-
trol policieswithin a cortrol domain. A cortrol domainimplies a systemervironmert
that facilitates a certral meansto cortrol accessof any subject within the domain
to digital information objects. These solutions have tried to enforceaccesscortrol
policiesin a certrally cortrolled manner. They normally setcertrally cortrolled poli-
ciesfor a whole domain and all of the usershave to behave within the boundariesof
the policies. Thesesolutions may run on either mainframe systemsor client-server

systems.

Figure 6.5illustrates the structure of atraditional ORCON solution. In this schematic,
the originator createsa digital object marked with \OR CON" and makesit available
to subject A by setting appropriate accesscortrol policiesthat are tied to a subject
and object relationship. If subject A wants to allow subject B to accesghe received
digital object, the cortrol authority (which is e®ectiely a referencemonitor) must
ched if subject B's accesdo the object is allowed or not by the non-discretionary
acces<ortrol lists. In this way, the originator can always cortrol recipiert accesdo

the distributed digital object.

6.2.2 ORCON in UCON

UCON is di®eren from acces<ortrol policies. The usagerights of UCON are more

versatileand ner-grained than privilegesof traditional accesortrol policies. UCON
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Figure 6.5: Traditional ORCON Solutions

can be viewed as a broader conceptthan accesscortrol. UCON solution includes
various kinds of accesscortrol policies. ORCON is one of the most tightly related
acces<ortrol policiesto UCON solutions. ORCON and UCON are similar in their
goals. Both focus on original distributor's cortrols on the usageof distributed digi-
tal objects. While UCON dealswith delegationof cortrol privilege and cortrolling
re-disseminationof digital objects, ORCON considersonly re-disseminationof dis-
tributed digital information objects. In UCON, we can implemert other accesson-
trol policiessuch asMAC, DAC and RBAC. In practice, the re-disseminationcortrol
of ORCON policiescan be enforcedby allowing accesdo the digital object with the
originator's direct or indirect approval. In UCON, ORCON policiescan be achieved
in di®eren ways by usinglicensesand tickets. In the next subsections] de ne license
and ticket conceptsand demonstratehow ORCON in UCON can support cortrol of

digital information re-disseminations.

Licenseand Ticket

License and ticket are used for propagation of usagerights sud as read, print,

dissemination/re-disseminationrights, etc. They are key conceptsneededto im-
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plemert ORCON policiesin the UCON solution. Commercial DRM solutions also
usesomeform of licenseor even tickets. Howewer, most of thesesolutions have used
them for paymen-based disseminationand usage. There are few, if any, solutions
for paymernt-free disseminationwhere paymernt does not matter and accesscortrol
policies are resohed. In paymen-free dissemination, authorization requires certain
acces<ortrol policiessuth asMAC, DAC, RBAC or ORCON. By using licenseand

ticket, we can enforceORCON policiesfor digital information dissemination.

A licenseis a digitally signedcerti cate that includesall the usagerights information
of quali ed recipierts on speci ed digital objects and allows the user accessto the
digital objects through a Virtual Machine. Only userswith a quali ed licenseare
allowed to accesdligital objects. With ORCON in UCON, a licensehasto be issued
by either the originator of a digital object or third parties approved by the originator.
A licensemay or may not include a license-issuingprivilege (LIP). If LIP is included
in a licenseissuedby the originator, the recipiert of this primary licensecan issuea
secondarylicenseto a licenserequesterwithout consulting the originator about the

request.

A ticket is a specializedlicensethat is usedeither to delegateLIP or to provide the
information from wherethe requestercan obtain a license. A ticket may be usedonly
for a limited number of times or for a limited time period and markedto be void after
use. In this section| de ne two di®eren kinds of tickets: License-Graming Ticket
(LGT) and License-Requestingicket (LRT). The issuerof the LGT is the originator
of the requesteddigital object (or recipierts who are quali ed asissuersof the LGT
by the originator), while the issuerof the LRT is the original requesteeg(that is, the
subject to whom the licenserequestormakesits original request). Both the LGT and
the LRT may include ticket issuer,ticket recipiert, licenseissuerand licenserecipiert

information.
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A LGT always include LIP. A LGT may also include usagerights information, so
it can be usedwhen a licenseis issuedto original requesters. By issuinga LGT,
the issuer(including the originator) canallow third partiesto issuelicensego further
availability of the digital object on behalf of the originator or the previousissuer. LIP
canoptionally existin alicense.If a licenseincludesLIP, re-disseminationis possible
only to pre-de ned quali ers. However, with a LGT, approval can be reviewed case-
by-caseupon ead licenserequestand the distribution can be monitored. A license
with LIP and a LGT can coexist, but cannot be usedfor the samerequestinstance

together.

LRT is a ticket that is issuedby an original requesteeother than originator and
is used by the requesterto requesta licensefrom the originator to accessa digital
object. The original requesteds the primary recipiert from whom the requestergets
the digital object information and is the subject who is asked for the license. Suppose
the original requesteedoesnot have an appropriate LGT to ful Tl the request. In this
casethe original requesteecan return a LRT to the requestor,and this LRT can be
usedto requesta licensefrom the originator. The originator will then decideto issue
the licenseby chedking whether the licenserequesteris a quali ed user and has a

valid LRT.

Binding ORCON and UCON

While traditional ORCON solutionstry to cortrol accesdo disseminateddigital ob-
jectscertrally, the solutionsof ORCON in UCON try to enforceaccesgortrol policies
for both certralized and de-ceitralized cases. As mertioned previously, traditional
ORCON solutionscanenforceaccesgortrol policieswithin the closedcortrol domain
ervironment. Howewer, by using the conceptof licenseand ticket, ORCON in UCON

can go further and enforceaccessortrol policiesoutside the cortrol domain area.
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Figure 6.6: An Example of ORCON with UCON

Figure 6.6 shovs an exampleof ORCON in UCON and demonstrateshow ORCON in
UCON solutionscanenforceaccesgortrol policiesoutsideof the local cortrol domain.
Here, ead recipiert belongsto di®eren cortrol domains. The gray areas(origina-
tor's cortrol domain and recipierts' virtual madine) indicate the cortrol areasof
an originator on disseminateddigital objects. Control medanismsfor dissemination
and re-disseminationof the originator's digital object within the originator's cortrol
domain are exactly the sameasthosefor the open cortrol environment. In ORCON
in UCON solution (for both the closedand open cortrol environmens), accessto
the disseminateddigital objects can be done only through the virtual madhine. In
Figure 6.6, the digital object is available to Subject A either directly or indirectly.
The key is that Subject A needsa licenseto accesshe received digital information
object. In this particular example,Subject A getsa LGT from the originator so she

canissuea licenseto Subject B.
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6.2.3 Variations of ORCON in UCON

In UCON, ORCON canbe accomplishedn variousways. In the following subsections,
| idertify di®eren kinds of architectural approatesby incorporating the concepts
of licenseand ticket in di®erenn ways. Howewer, | am not trying to analyze every
aspect of eat variation. Rather, | am trying to demonstrate di®eren approates
by introducing di®eren usesof licensesand tickets. The purposeor bene t of this
distinction is not to show which oneis better than othersbut to demonstratepossible
approadesbasedon messagde.g., usagerights requests,rights approval and rights
delegationinformation) °ows, sothat the approadescan be consideredand included
in UCON solutionsto deal with various situations. In somecases,for example,an
originator may warnt to delegatelicense-issuingrivilege to other recipierts sofurther
requestscanbe handledby authorizedrecipierts without the originator's involvemer.
In other cases,if requesterdoesnot have originator's contact information, she may
‘rst have to cortact the provider of digital information object. Unlike traditional
ORCON solutions, possessiomf both the digital information object and the relevant

licensewith quali ed usagerights is requiredto accesshe object.

In the following gures, note that though the virtual madine is omitted for the
sale of corvenience,it is required for every recipiert and should be usedto handle
all licenselticket requestsof and licensef/ticket issuanceto subjects other than the
originator. In addition, the digital object is assumedavailable to requesters(the
digital object may or may not be receiwed directly from the requestee)and is not
explicitly shavn. Also, detailed con gurations of the originator site are omitted since
there canbe many possibilities. Although LRT canbe usedfor license/LGT requests,
we considerthis asarequest. The Legendshawvn in Figure 6.7 pertainsto other gures

in this section.
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Figure 6.7: Legendfor ORCON Variation

Re-disseminationwithout Ticket

The originator canapprove recipiert re-disseminationof the distributed digital object
without implemerting a ticket either by issuing a licensedirectly to the original
requesteror by issuing a licensethat includesLIP. The originator receivesrequests
either directly or indirectly. In Figure 6.8(a), SOissuesa licensewith LIP to S1(1-2).
If S2requestsa licensefrom S1(2-1), Slissuesa licensewith tacit permissionfrom SO
(2-2) becauseS1hasLIP. This is the only approad in which a licenseshouldinclude
LIP amongour ORCON in UCON solutions. This meansthat the originator delegates
license-issuingprivilege to primary recipierts so the recipierts can issuelicensesto
third parties without asking originator's authorizations. This may be useful when
the originator wants to distribute its licenseissuingtasksto increaseperformanceor

availability.

In Figure 6.8(b), S1 requestsa licensefrom the originator SO (1-1) to accessthe
digital object that is originally releasedby SO and SO issuesa licensefor the digital
object (1-2). If S2getsthe digital object from S1and wants to accesst, S2requests
a licensefrom S1(2-1) and S1requestsa licensefor S2 from S0 (2-2). If quali ed,
SOissuesa licensedirectly to S2. This approad can be usedin casethe requestee

cannot or doesn't want to issuea licenseor a ticket to the requester. Figure 6.8(c)
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2-2

(c) Direct Request

Figure 6.8: Re-disseminationwithout Ticket

is the sameas Figure 6.8(b) exceptthat the licenserequestis submitted directly to
the originator, rather than through S1. The originator responds to every request
directly without any involvemert of requesters. In 6.8(b) and 6.8(c), there is no
authorization activity of recipierts. Rather the originator authorizes usagerights
by issuing the licensedirectly to the original requester. Howewer, these latter two
casesprovide the samefunctional e®ectasin re-disseminationunder the originator's

cortrol.
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Figure 6.9: Re-disseminationwith LGT

Re-disseminationwith LGT

A license-grating ticket (LGT) canbe usedto delegatethe license-issuingrivilege to
recipierts. In an indirect requestcon guration (Figure 6.9(a)), S2 requestsa license
from S1and Slrequestsa LGT from SO. If quali ed, SOissuesa LGT to S1soS1
can issuea licenseto S2. The direct requestapproat (Figure 6.9(b)) is sameas
the indirect requestapproad exceptthat S2requestsa license(LGT) directly from
SO0. As mertioned previously, LGT is di®eren from a licensewith LIP in that a
LGT is issuedupon requestsand can be customizedto ead requestwhile a license

is pre-issuedfor future requests.

Re-disseminationwith LRT

Re-disseminationwith LRT, illustrated in Figure 6.10,is similar to re-dissemination
without a ticket with direct request (Figure 6.8(c)) exceptthat it requiresa LRT
from the previous recipiert (2-1, 2-2) so the LRT can be submitted to SO with a
direct requestfor a licensefrom SO (2-3). For simplicity, It is assumedthat the

original recipiert doesnot haveto presen a LRT to the originator to receiw a license
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Figure 6.10: Re-disseminationwith LRT

for his or her own usageon the digital object releasedby originator. Approaches
usingthe LRT (Figure 6.10,6.11) require two requestsfrom the requesterS2. In this
case,S2'srequestsfor a licenseinclude LRT so SOmay verify S1'sagreemen on the

re-dissemination.

Re-disseminationwith LGT and LRT

Re-disseminatiorwith LGT and LRT, illustrated in Figure 6.11,is likere-dissemination
with LGT with a direct request(Figure 6.9(b)) exceptthat it requiresLRT from the
previousrecipiert. Thus the LRT can be submitted directly to the originator for a
licenseissuing. Unlike other previous approades, this approad requiresboth LGT
and LRT to implemert ORCON policies. Note that in step 2-2, a LRT is issuedto
S2andin step 2-4,a LGT is issuedto S1sothat S1canissuea licenseto S2(2-5).
In both Figure 6.10and 6.11,S0can verify S1'sagreemenh on re-disseminationto S2.

Also S2hasto placetwo requeststo get a license.

6.2.4 Discussion and Related Work

Currently, literature available on modelsand languagesor DRM or UCON is scarce.

Most of the work is donein the commercialsector. Somecommerciale®ortsintend
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Figure 6.11: Re-disseminationwith LGT and LRT

to be proprietary and othersto be open standards. Thesemodels and languagesfor
DRM have mainly focusedon paymert-enabled usagecortrol systems. None of the
solutions has carefully consideredaccesscortrol policies for the environment where
paymert isirrelevant. In this section,l relate someof the publishedworks available to
the ORCON in UCON solutionsand to the licenseand ticket conceptsdemonstrated

above.

DRM languagedyy InterT rust

Gunter et al have deweloped a very simple mathematical model and language to
descrite licensesfor DRM solutionsbasedon InterTrust's DRM solutions [GWWO01].
This mathematical model was deweloped to de ne licensepreciselyin its semartic
meaning. In their modelsand languagesGunter et al focusedon simpli ed paymernt-
based cortrol. Their models and languagesfail to descrite re-disseminationand
delegationcortrol functions. Speci cally they do not have any kind of ticket concept.
The only way to enforceORCON policiesis to include a license-issuingprivilege within
a license. This meansthat no instant and temporary delegationof re-dissemination
privilege is possibleupon requestfor recipierts to re-disseminatethe receiwed digital
information object but only pre-de ned (and delivered) re-disseminationrules can be

used. | beliewe usingthe ticket conceptwill improve Gunter et al's model.
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XrML

ContentGuard hasde ned XrML as"a languagein XML for describingspeci cations
of rights, feesand conditions for using digital cortents, together with messagen-
tegrity and ertity authertication within thesespeci cations" [Con03. Historically,
XrML is an extensionof the Xerox "Digital Property Rights Languageversion 2.0
(DPRL)" and hasbeendeweloped as an open speci cation licensedon a royalty-free
basisby ContentGuard. ContentGuard claims the purposeof XrML, for the com-
mercial sector,is to support commercein digital cortents (i.e. e-book, digital movie,
games,software, etc.) and for Intelligence Community, the purposeis to support
speci cation of accessand usecortrols for securedigital documerts. However, XrML

still lacks well-de ned enforcemen of accesscortrol policies.

We can build a licensein the form of XML by using XrML speci cation. The license
can be usedas a "description part" of XrML solutions. XrML de nesdigital license
and use"certi cate" elemen under "aPrincipal" ertity which is usedfor identi ca-

tion of principal. This certi cate is di®eren from the licensebecauseit is usedfor
authertication just like an identity certi cate. They alsoinclude digital ticket con-
cept using "tic ket" elemen. Howewer, this ticket elemen is one of two sub-elemets
of a "fee" elemen and is usedonly for the evidenceof paymert, just like a ticket at
a movie theater. By consideringthis ORCON in UCON approadies, | beliewe that

XrML languagespeci cations and solutions can be improved.

ODRM

ODRM standsfor Open Digital Rights Managemen It is dewveloped by IPR Systems
Pty Ltd. and has been submitted as a position paper for the W3C DRM work-
shop[lan0Z. ODRM is basedmainly on a DRM model and DRM language(ODRL).

Like XrML, ODRL usesXML for model expression.SinceODRM is still preliminary
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and focusedon the semarnics of expressingrights languages,it has not yet ewlved
any medanismsor expressionsfor delegation of disseminationor re-dissemination

privileges.

6.2.5 Summary for ORCON in UCON

In this section, | reviewed UCON and ORCON in generaland introducedtwo most
important elemerts: licenseand ticket. Then, | discussedthe di®erencedetween
traditional ORCON solutions and ORCON in UCON solutions to demonstrate ex-
tended cortrol on the usageof disseminateddigital information and proposedseen
approatesthat implemerts licenseand ticket conceptsin variousways. Then | com-
pared some characteristics of ead approad. Finally, | brie°y discussedcurrertly

available DRM solutionsin terms of UCON solutionsand provided somesuggestions.

The study performed in this sectionis the rst systematic study of this topic. In
particular, the solutions | have proposedhave not been previously de ned in this
mannerin the literature. Also | am rst to suggestlicenseand ticket conceptsto en-
force ORCON policiesin UCON solutions. Newverthelessthis sectiondoesnot provide
comprehensie solutions. It provides the basisfor future researtr and dewelopmernt
for usagecortrol solutionsthat enforceaccesscortrol policiesfor disseminationand
re-disseminationof digital information objects. Many aspects should be considered
for better understanding of this subject. One crucial aspect is how to revoke the
authorized usagerights. Although revocation is not discussedn this section, since
ORCON in UCON dealswith delegationsof usagerights, careful studieson revocation
of theserights should be performedin further researt. In addition, a solid under-
standing of the models and languagesis essehal for the dewelopmen of practical
usagecortrol solutions. Further researt on theseaspectswill leadto comprehensie

and more practical solutions for digital information disseminationcortrols.
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CONCLUSION

The following sectionssummarizecortributions of this dissertation and discusssome
future researt directions that have to be further studied to enrich the are of usage

cortrol.

7.1 Contributions

It hasbeenmy explicit goalto accommalate all the ideaswe have seenin the access
cortrol literature in the past decadein a single uni ed framework. In particular |
have looked to the Digital Rights Managemeh comnunity for inspiration to take me
beyond the usual bounds of accesscortrol. Over the last 30 plus years, traditional
acces<ortrol policiesand models have dealt with authorization only. Modern infor-
mation systemsrequire more than authorization processto protect digital resources

from unwanted usages.

As aresult, | have de ned a new areaof usagecortrol and deweloped a novel frame-
work for information and systemsprotection. Usagecortrol explicitly de nesobliga-
tions and conditions as well as traditional authorizations within the framework for
“ner andricher cortrols on usageof digital resources.Usagecortrol uni es traditional
accesgcortrol, trust managemety and digital rights managemety and goes beyond
in its scope.

Speci cally, | have deweloped a family of ABC coremodelsfor UCON and have shovn
132
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how ABC models can be utilized for MAC, DAC, RBAC, trust managemeh and
DRM. ABC modelsnot only unify thesediversedisciplinesbut alsocover many other
important issuessud as cortinuity (ongoing cortrol) and mutability (attribute up-
dates) properties systematically and comprehensiely. Ongoingcortrol and attribute
updates are two important aspects that must be resolhed in modern information

systemssecurity.

In architectural perspective, | have de ned the structure of a new referencemonitor
that is crucial for usagecorirol and have shavn three di®eren variations of it. By
utilizing a client-side referencemonitor, | have iderti ed eight di®eren dissemination
architectures for usagecortrol in a systematic manner and further discussedhow
commercialproducts can t into the architecturesto shov commercialavailability of

the architectures.

Also, as an application of the ABC models, UCON administration issueshave been
discussecand DRM and Healthcareexamplesin UCON administration are shavn. In
addition, originator cortrol policy hasbeendiscussedo shav how it canberecaptured

to support usagecortrol.

There is increasing realization that traditional accesscortrol is not adequate for
modern application needs. Many researbters have published possibleextensionsto
the basic accesscortrol concepts. This researt is the rst e®ortto overhaul the
underlying foundation of accesscortrol itself. It provides a robust and integrated
framework for accesscontrol modelsand systemsof the future. | believe this UCON
approad will cortribute to re-unify a discipline that is starting to get fragmerted at

a time whenthe importance of acces<ortrol is beingincreasinglyappreciated.
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7.2 Future Research

| believe usagecortrol adieves the desired uni cation at an appropriate level of
abstraction and provides a solid foundation for further researti. There are se\eral

areasthat must be cortinued for more comprehensie solutionsin usagecortrol.

In this dissertation, ABC models leave certain administration issuesincomplete, in-
cluding cortrols on provider and iderti ee subjects parties. Although ABC core
models can be also applicable to the parties other than consumersubjects, UCON
requires more than a simple combination of cortrols on the usageof eath subject
parties. Administrativ e issuesof usagecortrol deal with administration or manage-
ment of the relationshipsamongthesedi®eren parties. | believe further studieson

administrative UCON will provide signi cant enhancemets to usagecortrol.

Within the ABC model, a detailed model for update procedurehas not beendewel-
oped for simplicity in taking the rst step. Regardingthat there is no systematic
treatment for attribute updatesin previousliterature, and that current rights expres-
sionlanguagessud as XrML and XACML lack update concept,further dewelopmert
of update procedure will be a promising ewlution for ABC model and UCON in

general.

Throughout the researt), delegationof usagerights has not beendiscussed.Further
researtr on delegation of usagerights will enrich usagecortrol framework. This is

oneof the important challengesas we look ahead.

In architectural point of view, only CRM basedarchitectures for paymert-free type
dissemination have been discussedin this dissertation. In future, this should be
extendedto cover paymert-baseddisseminationarchitectures mainly for commercial
B2C applications. Also, studieson architectures for both CRM and SRM along with

details of referencemonitor itself have to be done. In addition, studieson security
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architectures for B2B systemswhere multiple organizations are involved will also

enrich UCON architectures.

After all, the main purposeof usagecortrol is to provide a foundational framework
that can be referencedfor analysis of existing systemsand for dewelopmert of new
systems. To make usagecortrol more useful in real world applications, studies on
usagecortrol engineeringhave to be done. Speci cally, analysis of usagedecision
policy hasto be conductedfor well-designeddecisionrules and attributes. With a
well-engineeredusagecortrol system,the usability of usagecorrol canbe increased.
Therefore, further studieson UCON engineeringis one of the succesdactor of usage

cortrol.

| believe further studies on these issueswill provide more comprehensie solution

approatesfor the areaof usagecortrol.
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