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ABSTRA CT

USA GE CONTR OL: A UNIFIED FRAMEW ORK FOR
NEXT GENERA TION A CCESS CONTR OL

Jaehong Park, Ph.D.

George Mason Univ ersit y, 2003

Dissertation Director: Dr. Ravi S. Sandhu

In this dissertationI developthe conceptof UsageControl (UCON) that encompasses

traditional accesscontrol, trust management, and digital rights management and goes

beyond them in its de¯nition and scope. While usagecontrol conceptshave been

mentioned o® and on in the security literature for some time, there has been no

clear de¯nition nor systematic treatment. By unifying thesediversedisciplines in a

singleframework, UCON o®ersa promisingapproach for the next generationof access

control.

Traditional accesscontrol has focusedon a closedsystemwhereall usersare known

and primarily utilizes a server-sidereferencemonitor within the system. Trust man-

agement has been introduced to cover authorization for strangers in an open en-

vironment such as the Internet. Digital rights management has mainly dealt with

client-side control of digital information usagefocusingon intellectual property rights

protection. Each of theseareasis motivated by its own speci¯c target problem. In-

novations in information technology and businessmodels are creating new security

and privacy issueswhich require elements of all three areas. To deal with these in

a systematic uni¯ed manner I proposethe new conceptof usagecontrol or UCON.



By including obligations, conditions, ongoingcontrols, and mutabilit y as well as au-

thorizations, and by relaxing closedsystemlimits, usagecontrol lays the foundation

for the next generationaccesscontrol that is required for today's highly distributed

and network-connecteddigital environment. UCON enables̄ ner-grained control over

usageof digital resourcesthan that of traditional accesscontrol policiesand models;

for example,print onceas opposedto unlimited printing. Unlike traditional access

control or trust management, it coversboth a centrally controllable environment and

onewherecentral control authority is not available.

In this dissertation, I develop a uni¯ed framework for usagecontrol mainly focusing

on models and architectures. A family of ABC models is developed as a coremodel

for usagecontrol. ABC models integrate obligations, conditions aswell asauthoriza-

tions for usagedecisionmaking. They also cover continuity and mutabilit y issues

which have not beendiscussedclearly nor comprehensively in previous studies. By

covering continuity and mutabilit y properties, ABC provides ¯ner and richer control

capabilities. I further develop security architectures for usagecontrol that utilize

a client-side referencemonitor (CRM) which is an important concept that enables

client-side usagecontrol. As part of usagecontrol applications, UCON management

and originator control policies in UCON are discussedbasedon UCON models and

architectures. I also present somepotential approaches that can provide valuable

directions for future extensions.



Chapter 1

INTR ODUCTION

Technological innovations in computersand networks have enabledpervasive avail-

abilit y and usability of digital information bringing us opportunities for new business

models and personallife styles. Becauseof theseinnovations, digital information no

longerstays in computersystemsonly. It is now available on many other devicessuch

as mobile devices(PDA, cell phone,MP3 player, etc), and Internet-integrated home

appliances(refrigerator, microwave machine, etc) utilizing various communication

methods such as CDs, DVDs, memory cards,mobile messaging,LANs, global Inter-

net networks (either wired or wireless),etc. This pervasive computing phenomenon

hasraisedseveral newchallengingissuesfor reliable and trusted controls on the usage

of digital resourcesthroughout their life cycle.

Traditional accesscontrol disciplinessuch asMandatory AccessControl (MA C), Dis-

cretionary AccessControl (DAC) and Role-BasedAccessControl (RBAC) have dif-

¯cult y in covering today's digital environment. One reasonis that, sincetraditional

accesscontrol hasfocusedon controlling accessto digital resourceswithin closedsys-

tem environments, it fails to protect digital information persistently even after the

information has been accessedor disseminatedto other systems. In addition, tra-

ditional accesscontrol only dealswith previously known user's accesswhich is not

adequatein today's Internet world.

Trust management has relaxed this known user restriction and allowed controls on

1
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strangers' accessto digital objects basedon their credentials. However, trust man-

agement has failed to control usageson already disseminateddigital objects. Both

traditional accesscontrol and trust management have mainly focusedon sensitive

information protection while ignoring modern B2C systems. Modern accesscontrol

and digital rights management solutions have beenstudied extensively to overcome

theseshortcomingsand to generatenew businessmodels that can cover intellectual

property rights protection and even privacy issues. However, most of thesestudies

are motivated from speci¯c target problemsand lack comprehensive and systematic

treatment of fundamental issues.

This chapter discussesthese issuesarising in today's highly distributed computing

environment and presents overall contributions of this dissertation.

1.1 Problem Statemen t

One commonality of traditional accesscontrols and even trust management is its uti-

lization of subjects' attributes and objects' attributes for authorization process. In

other words, in traditional accesscontrol, authorization decision is made basedon

subject attributes, object attributes, and requestedrights. Attributes include iden-

tities, capabilities, or properties of subjects or objects. For example, in mandatory

accesscontrol, clearancelabels of subjects are consideredas subject attributes and

objects' classi¯cation labels as object attributes. Authorization process,then, eval-

uates the dominanceof these labels along with requestedaccessrights (e.g., read,

write) to return either `allowed' or `not-allowed'. Similarly, in discretionary access

control, accesscontrol list (ACL) can be viewed as object attributes and capability

list as subject attributes. Figure 1.1 shows this `attribute-based' traditional access

control.

Although this `attributed-based'approach of traditional accesscontrol cancover many



3

Rights

(R)


Usage

Decision


Authoriza-

tions (A)


Subjects

(S)


Objects

(O)


Subject Attributes

(ATT(S))
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Figure 1.1: Traditional AccessControl

applications, today's digital information systemsrequire more than classicalautho-

rizations. For example,supposeAlice has to click `yes' button for licenseagreement

or has to ¯ll out a certain form to download a company's whitepaper. In this case,

subject's certain actionshave to be performedfor the allowanceof a requestedusage.

In other words,usagedecisionis madebasedon ful¯llmen t of requiredactions,not by

existenceof subject attributes and object attributes. This decisionfactor is called as

\obligation" and required in addition to authorization to cover modern accesscontrol

applications.

In addition to authorization and obligation, there are certain situations whereaccess

or usageneedsto be limited in certain environmental or systemstatus. For example,

usageson certain digital resourcescan be allowed only during businesshours or at

certain locations. A systemwith heavy tra±c loads may allow only premium users

to be accessed.For this requirement, a systemneedto check current environmental

or systemstatus for usagedecision.This decisionfactor is called as \condition" and

required together with authorization and obligation for modern accesscontrol.
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Figure 1.2: Continuity and Mutabilit y Properties

In addition to thesethree decisionfactors, modern information systemrequirestwo

other important propertiescalledcontinuity and mutabilit y asshown in Figure 1.2. In

traditional accesscontrol, authorization is assumedto bedonebeforeaccessis allowed

(pre). However, it is quite reasonableto extend this for continuous enforcement by

evaluating usagerequirements throughout usages(ongoing). This property is called

\continuity" and has to be captured in modern accesscontrol for the control of

relatively long-lived usageor for immediate revocation of usage.

In traditional accesscontrol, attributes aremodi¯able only by administrative actions.

However, in many of modern applications such as DRM systems,these attributes

have to be updated as side-e®ectsof subjects' actions. For example, a subject's

e-cashbalancehas to be decreasedby the value of a digital object as the subject

usesor accessesthe object. This \m utabilit y" property of attributes hasbeenrarely

discussedin traditional accesscontrol literature. In caseattributes are mutable,

updates can be done either before (pre), during (ongoing) or after (post) usagesas

shown in Figure 1.2. Having a mutabilit y property allows better enforcement on

various classicalpolicies that require history-basedauthorizations such as dynamic

SeparationOf Duty or ChineseWall policy.

Although someof theseissueshavebeendiscussedin accesscontrol literature, because

their focusesare limited on speci¯c target problems,they lack comprehensivenessin
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their discussion.In this dissertation,the notion of usagecontrol (UCON) is developed

to cover thesediverseissuesin a singleframework to overcometheseshortcomings.In

UCON, traditional accesscontrol can be extendedto include modern accesscontrol

and digital rights management by integrating obligations and conditions as well as

authorizations and by including continuity and mutabilit y properties.

1.2 Summary of Con tributions

The following list summarizesthe contributions this research achieves.

² To develop a uni¯ed framework called usagecontrol

{ that encompassestraditional accesscontrol, trust management and digital

rights management for modern information and systemsprotection,

{ that enablescontrols on usageof digital information for con¯dential in-

formation protection, intellectual property rights protection, and privacy

protection in a systematicmanner,

{ that enablescontrolling usageof digital information regardlessof system

(computer or network) environments, and

{ that enablescontrolling usageof digital information even after digital in-

formation is disseminated.

² To develop a family of core models called ABC for usagecontrol in a formal

and systematicway

{ that integratesobligationsand conditionsaswell asauthorizationsfor ¯ner

and richer controls, and

{ that providesongoingcontrols and mutabilit y for modern information and

systemsprotection.
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² To develop comprehensive disseminationarchitectures for usagecontrol

{ that utilize client-side referencemonitor, and

{ that can support both controlling and tracking of digital information dis-

semination.

² To demonstrateusagecontrol applications

{ that are basedon UCON modelsand architectures, and

{ that are applicable to real world examples.

1.3 Organization of the dissertation

Chapter 2 reviewsrelated work and its perspectivesand discussesgeneralapproaches

of this research. Chapter 3 identi¯es the scope of usagecontrol and its relation-

ships among other disciplines. Then, chapter 4 introducesa family model of ABC

(Authorizations, oBligations, and Conditions) core models for usagecontrol. ABC

models are essenceof usagecontrol and do not cover other important issuessuch as

administration and delegationissueshencewecall theseascoremodels. Examplesfor

MAC, DAC, RBAC, trust management and digital rights management are presented

in terms of ABC models to show how they can encompassthesediversedisciplines.

Chapter 5 discussesUCON security architectures that utilize only a client-side refer-

encemonitor. Traditionally server-sidereferencemonitor hasbeenassumedfor access

control architecture. Client-side referencemonitor is an essential factor for modern

distributed system environment. Chapter 5 provides a comprehensive architectural

description in this arena. Here,I alsosurvey COTS (CommercialO®The Shelf) solu-

tions to map them to UCON architectures for commercialavailabilit y. This provides

an opportunit y to reviewsolution approachescurrently available in the market and to
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identify any potential and uncoveredsolution approach. Chapter 6 further discusses

two applications of usagecontrol. First, management or administration issuesof us-

age control are discussed. Also issuesof re-disseminationcontrols on disseminated

digital objects are discussedby using originator control policy. Finally the contri-

butions of this dissertation are summarizedand somefuture research directions are

presented in chapter 7.



Chapter 2

RELA TED W ORK AND APPR OA CHES

The issueof usagecontrol on digital resourcescan be approached from several view-

points. This chapter examineseach of theseapproachesand their characteristicsby

reviewing prior work related to usagecontrol to motivate the approach of this dis-

sertation. First I explore theseissuesfrom traditional accesscontrol viewpoint, then

from modern accesscontrol and digital rights management point of view. Following

this I discussthe approach of this dissertation to usagecontrol.

2.1 Traditional Access Con trol Perspectiv es

In computer and information security history, there have been many attempts to

achieve trusted controls on digital resourceusage. The earliest approach was tradi-

tional accesscontrols such as mandatory accesscontrol (MA C), discretionary access

control (DAC), and role-basedaccesscontrol (RBAC). Accesscontrol remainsa ma-

jor challengefor computer and information security in modern cyberspace.Providers

of services,resourcesand digital content needto determineselectively who canaccess

these and exactly what accessis provided. This is the central objective of access

control.

Over the past thirt y plus yearsthere has beenmuch progressin accesscontrol, but

at its core the academicperspective has largely remained unchangedand centered

around the accessmatrix model [Lam71, Lan97]. The essential conceptof the access

8
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matrix is that a right is explicitly granted to a subject to accessan object in a speci¯c

mode, such asread or write. This right existswhether or not the subject is currently

accessingthe object. Moreover, the presumption is that the right enablesrepeated

accessuntil it is explicitly revoked. In practice the accessmatrix is never explicitly

represented. Instead accesscontrol lists (ACLs), capabilities or accessrelations are

used. Groupsand roles,possibly in partially orderedseniority relationships,are used

to further simplify the actual representation of rights. A variety of discretionary,

mandatory and role-basedaccesscontrol models have emergedto accommodate a

diverserange of real-world accesscontrol policies. In a sensethe practice of access

control hasgrown further and further away from the accessmatrix abstraction. But

the core idea that accessis driven by rights granted to a subject to accessan object

remains. On the theoretical side the seminal work of [HRU76] establishedTuring

completenessof the accessmatrix. While this is a negative result for purposesof

safety analysis,it formally establishesthe open-endedexpressive power of the access

matrix.

In recent yearsseveral researchers have proposedextensionsto the basic accessma-

trix notion of subjects, rights and objects. Thesehave typically comefrom speci¯c

perspectives and the extensionshave tended to emphasizethe particular systemor

application focus of the authors. In distributed system the notion of a principal's

identit y and the meaning of an accesscontrol list entry granting particular access

to a principal was no longer as simple as in earlier timesharing systems[ABL93].

Traditionally, accesscontrol has focusedon the protection of computer and informa-

tion resourcesin a closedsystemenvironment. The enforcement of control has been

primarily basedon identities and attributes of known usersby usinga referencemon-

itor and speci¯ed authorization rules [SS94]. In today's network-connected,highly

dynamic and distributed computing environments, digital information is likely to be
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usedand stored at various locations, hencehas to be protected regardlessof user lo-

cation and information location. Relaxing closedsystemrequirement introducesthe

needto control accessby previously unknown users.B2C massdistributions such as

e-book systemsor music ¯le distributions are alsoexamplesof stranger'susages.

2.2 Mo dern Access Con trol and Digital Righ ts Managemen t
Perspectiv es

With the advent of public-key infrastructure recent research in authorizations for

strangers' usageshave beenpursuedunder the name of trust management [BFL96,

HMM + 00, WSJ00, Wee01]. In many cases,trust management utilizes a user's ca-

pabilities or properties for authorization in the form of digital credentials or cer-

ti¯cates. However, both traditional accesscontrols and trust management have fo-

cused on protecting digital resourceswithin server systemsand do not deal with

client-side controls for locally stored digital information. More recently by utiliz-

ing someforms of client-side reference monitor, and by focusing on controlling us-

age of already disseminateddigital objects, the arena of Digital Rights Manage-

ment (DRM) has brought out a signi¯cant new perspective on accesscontrol prob-

lems[SBW95, Kap96, RTM02, WLD + 02]. The DRM requirement for persistent access

control [Sch99]and the di±cult y of achieving this on a mass-scaleis a signi¯cant com-

plication. To enabletrusted client-side computing there havebeenindustry initiativ es

such asMicrosoft's Palladium and Intel-driven Trusted Computing Platform Alliance

(TCPA) [tcp02] which were partly originated from AEGIS [Arb97]. Palladium and

TCPA have gainedseriousattentions and concernsbecauseof their potential impacts

on security and privacy issuesas well as DRM [And02]. DRM is likely to utilize this

kind of trusted computing baseas a critical enabling technology.

DRM technologieshave emergedin mid 90's and gainednotable public attention re-
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cently. In Jan/Feb. 2001issueof MIT TechnologyReview,DRM hasbeenrecognized

as one of the top 10 emergingtechnologiesthat will changethe world [mit01]. Be-

causeof DRM's potential opportunit y for commercialsector,current DRM solutions

havebeenlargely drivenby commercialentities and aremainly focusedon intellectual

property rights protection which is basedon payment functions. For example,DRM

hashardly recognizedcommercialB2B transactionsin their solutions though its un-

derlying technologiescan be used for controls on this kind of sensitive information

usage.For last several years,many companieshave developed various technical solu-

tions for DRM implementations. Many underlying technologiessuch aswatermarking

technologies,use-control technologies(including client-side software, server-sideen-

capsulationsoftware,etc.) have beenstudied. Somerights expressionlanguages(e.g.,

XrML, ODRL, etc.) alsohavebeendeveloped[Con02, Ian02]. While theseDRM tech-

niquesand mechanismshave dominated recent DRM studies,many researchers now

believe that there is a fundamental unity betweenDRM and accesscontrol. That is

DRM is not just a collectionsof enabling technologiesbut also about businessand

security-related policiesand modelsfor usagedecisionsand controls [LaM02]. Studies

on well-de¯ned, comprehensive models and policies for accesscontrol and DRM will

provide a foundation for more trusted and securecomputing environment.

On a di®erent front several authors have realizedthat classicaccesscontrol is inade-

quatefor modernapplications. The notion of provisionalauthorization [KH00, JKS01]

statesthat authorization is not completeuntil the subject carriesout someaction to

makethe authorization e®ective. The notion of task-basedauthorization [TS97] treats

all rights asconsumableand brought into being just-in-time. In this view a right is a

one-time(or k-time) permissionobtained in context of enterprise activit y. Exerciseof

a consumableright can enableother rights for di®erent subjects and objects. Access

control policy can be seenasonepolicy amongstmany that needto be managedand
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enforcedin distributed system. The Ponder system [DDLS01] is a state-of-the-art

exampleof work on policy languagesthat include but also transcendaccesscontrol

issues.A policy framework directly oriented towardsaccesscontrol but with a number

of very useful extensionssuch as conditions and side-e®ectshas beenrecently pub-

lished [RN01, RN02]. Theseauthors alsoseekto develop an API and extendedACL

basedimplementation of a portion of their model. From an application perspective

the healthcaredomain continuesto provide signi¯cant challengefor traditional access

control becauseof the complexity of its policies and the number of di®erent parties

with di®erent interests[BBB97, hhs02].

2.3 Usage Con trol Approac h

The research cited aboveencompassesmany signi¯cant achievements in speci¯c target

problems. At the sametime the speci¯c focushasresulted in lack of comprehensive-

nessand systematic treatment of fundamental issues. Studies on accesscontrols,

trust management, and DRM have followed their own tracks and have rarely in°u-

encedeach other. Although traditional accesscontrols have shown limitations to

cover modern digital environments, there hasbeennoteworthy work on security poli-

ciesand models for controlling digital resources.Similarly though DRM has opened

up closedsystemrestrictions, the discipline still lacks well-de¯ned policiesand mod-

els. Also, current rights expressionlanguagescannotexpresstransaction-level controls

including mutabilit y and continuity aspects. Today's DRM technology requireswell-

de¯ned policies and models that can expressusagedecisionsmore comprehensively

and can cover sensitive information protection as well as intellectual property rights

protection. Accesscontrol and trust management require enlargement of their scope

to enable richer, ¯ner and persistent controls on digital objects regardlessof their

locations. Furthermore, noneof theseapproachesadequatelyaddressprivacy issues.
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UsageControl is a conceptualframework that coverstheseareasin a systematicman-

ner to provide a general-purpose,uni¯ed framework for protecting digital resources.

UCON is not a substitute for traditional accesscontrol, trust management, or digital

rights management. Rather, UCON encompassesthesethree areasand goesbeyond

in its de¯nition and scope. Also, UCON achieves ¯ne-grained control on digital re-

sourceseven after the objects have beendisseminated.

2.4 OM-AM Layered Approac h

Throughout the dissertation,UCON is discussedbasedon layeredapproach. Layered

approaches have been used for a long time in computer science. This dissertation

will follow the OM-AM framework [San00]. OM-AM framework has been used in

role-basedaccesscontrol to describe its models, architectures, etc. OM-AM stands

for Objective, Model, Architecture, and Mechanism, respectively (seeFigure 2.1).

Objective and Model layers articulate what the security objectives are and what

shouldbe achieved, while Architecture and Mechanismdescribe how to achieve these

objectives and requirements. The OM-AM framework is analogousto OSI 7 layer

network protocol stack. Like OSI 7 layers,each OM-AM framework layer's mapping

to adjacent layers is many-to-many. In other words, a model can be supported by

multiple architectures, while an architecture can support multiple models. Also, the

OM-AM framework is neither a top-down nor a waterfall-style software engineering

process.Each layer dealswith distinct and independent functions, and at the same

time thesefunctions are tightly related to other layers in somedegree.The functions

in each layer require di®erent notions and abstractions to articulate their distinct

concerns.My research is performedin context of this OM-AM layeredapproach.

Basedon this OM-AM four-layeredframework, the engineeringapproachesand scopes

of UCON can be divided into di®erent layers and separatelyaddressed.This does
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Figure 2.1: OM-AM LayeredApproach

not meanthat each layer is unrelated to others. Rather, they are tightly related, and

instancesof each layer have many-to-many relations with instancesin other layers.

By dividing engineeringfocus into several layers, the dissertation can scrutinize the

unique requirements and elements of each layer. Later, the aggregatedframework

of each layer can be referencedand each layer's instancescan be implemented as

needed.



Chapter 3

USA GE CONTR OL (UCON)

In previous chapter 2, I has reviewed somerelated work and their perspectives on

usagecontrol. This chapter discussesthe main objectives of usagecontrol and its

scope in information security.

3.1 Usage Con trol Scope

Researchershavestudiedareasof information security with variousapproaches. They

have had their own speci¯c objectives and di®erent targets to secure. Figure 3.1

shows the scope of usagecontrol in information security discipline. First criteria

can be objectives. The objectives of information security research can be divided

into prevention, detection, and response. Traditional accesscontrol (TAC), trust

management (TM), and digital rights management (DRM) solutions mainly focus

on prevention.1 Usagecontrol alsomainly focuson prevention though detection and

responsemechanisms (e.g., watermarking technologies)can be also utilized within

UCON framework.

Another criteria can be target resources.There can be three target resources:infor-

mation resources,computer systemsresourcesand network resources.In traditional

accesscontrol, computer systemsresourcesand information resourceshave beenre-

1SomeDRM solutions may include detection or responsemechanisms. However these are not
their primary goals to achieve.

15
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Figure 3.1: UCON Scope in Information Security

gardedas target objects and only closedsystemenvironment is considered.Because

of this, traditional accesscontrol hashad di±cult y dealing with controls on usageof

network resources.This is probably one of the reasonthat accesscontrol has been

largely ignored from network security studies(e.g., intrusion detection and response

system(IDRS), ¯rewalls, etc.). Likewise,becauseof the samereason,there have been

di±culties in controlling information resourcesin distributed and heterogeneousen-

vironments. In distributed and networked environments, one of major shortcomings

of traditional accesscontrol is there is no control available on already disseminated

digital information.

In usagecontrol only digital information resourceis consideredas a target object.

This will enable continuous protection on digital information regardlessof its sys-

tem environments, accessmethods or locations. Furthermore, unlike other resources,

information resourcesinvolve unique problemssuch as privacy issues.Healthcarein-

formation, genetic information, usagelog information, and payment information are

someexamplesof privacy related information. Becauseof this, treating only informa-
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tion resourcesas target object provides a better opportunit y to resolve the security

and privacy issueson digital information resources. However, this does not mean

computer and network resourcescannot be controlled. Usageof computer systems

and network resourcescan be alsocontrolled while controlling information resources

by utilizing them within usagedecisionrules. Therefore, in this research, I separate

information resourcesfrom other two target resourcesand consideronly information

resourcesasa target object. This separationenablescontrol of digital resourcesper-

sistently regardlesswhether the information is in host systemsor distributed network

systems.In Figure 3.1, gray area indicates the scope of UCON.

3.2 Usage Con trol Ob jectiv es and Coverage

The goal of usagecontrol is to provide a new intellectual foundation for accesscon-

trol. As discussedearlier, the thirt y yearold framework of the accessmatrix hasbeen

extendedin various di®erent directions as researchershave found it to be inadequate

for their needs.The net result is a plethora of seeminglyad hoc extensionswithout

underlying intellectual unity. In this dissertation I proposea fresh look at the fun-

damental nature of accesscontrol itself. Hence,the term usage control to convey

the broader perspective I am taking. The conceptof usagecontrol is comprehensive

enoughto encompasstraditional accesscontrol, trust management, and digital rights

management. Usagecontrol uni¯es theseareassystematically in a single framework

and goesbeyond in its scope. Figure 3.2showsUCON's coverageand its relationships

to other research areas. 2 3

2In architectural point of view, Java Virtual Machine can be consideredas ReferenceMonitor.
However, the main purposeof Java Virtual Machine is to protect a user's system from malicious
code while UCON's ReferenceMonitor focus on protecting digital information from unauthorized
usagesof users. Although it's functional aspects may be similar to UCON referencemonitor, since
it's purposeis quite opposite to UCON, I excludeJava Virtual Machine from the scope of .

3Pleasenote that Figure 3.2 covers only the gray area of 3.1.
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In terms of objectives,sensitive information protection hasbeenoneof the most im-

portant goals of traditional accesscontrol. Recent studies on controlling usagesof

digital resourceshave focusedon other goals as well, such as Intellectual Property

Rights (IPR) protection, and privacy protection. Controlling usageof sensitive in-

formation requiresprotection of digital information that may be critical to nations

or organizations. Intelligence community and B2B transaction are good examples

for this purpose. IPR protection or digital copyrights protection is relatively a new

goal. Content providers' interest largely belongshere so they can realize maximum

revenue. Privacy hasbeenrarely studied in the context of controlling usageof digital

information but is beginningto get morepublic attention. W3C's recent P3P project

is one examplefor privacy support in Web services[p3p02]. Healthcare information

system is another good example that should considerprivacy as a major concern.

UCON is objective-neutral and covers all thesepurposesin a systematicway.

In architectural perspective, there can be three possibilities basedon the location

of referencemonitor. Referencemonitor is the most crucial component of UCON

architecture that facilitates control decisionsand enforcements. Traditional access

controls have focusedon server-sidecontrols only, with little considerationof client-

sidecontrols, which give an abilit y to control usagespersistently evenafter the digital

resourcesare distributed. Usagecontrol can utilize both server-sideand client-side

control architectures though somefunctional details are likely to be di®erent. Client-

side control requires existenceof client-side trusted computing baseand reference

monitor. The detail of referencemonitor and its architectural description are pre-

sented in Chapter 5. Issueson trustworthiness of client-side referencemonitor are

largely dependent on requirements of businessmodels and are not discussedin this

dissertation.

The term usagecontrol hasa coupleof connotations. In the DRM context it conveys
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the sensethat digital content is provided for useon the end-user'ssystem, but the

provider would like to retain somecontrol over what the user doeswith the bits. In

the privacy context the situation is reversed. It is the end-userwho often provides

personalinformation to a serviceprovider, and would like to control how the service

provider can usethat information. Sometimesthe personalinformation is provided

by a third-part y originator, say a health-care provider, but the individual, called

`identi¯ee', to whom it pertains would neverthelesslike to exercisesomecontrol over

its use. Usagealsohasa connotation of duration, sothe accessmay continue for some

time. In classicaccesscontrol the usual viewpoint is that accessis enforcedbefore

accessis granted and then accesspersists for some duration without any further

checks. This is appropriate for traditional accesscontrol systemsbut doesnot re°ect

many modern e-businesscases.

In usagecontrol, target objects have relationshipswith consumer,provider, and iden-

ti¯ee subjects. The consumersubject seeksaccessto a target object provided by a

provider subject. The target object itself may contain privacy-relatedinformation of
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subjects. Thesesubjects are called identi¯ee subjects and hold certain rights on the

object. Usagedecisionis basedon relationshipsamongthesedi®erent subject parties

on target resources. Ideally, these relationships may no longer be one-way control

decisionswhich is the usual casetoday whereprovider determinesconsumer'saccess.

Having multi-way control requiresactive involvement of each of thesethree parties in

decision-makingprocess.While this may be an ideal approach of usagecontrol, this

dissertation is a ¯rst step in this arenaand only covers coreaspectsof usagecontrol

without consideringrelationshipsamongdi®erent parties or multi-way controls. The

core part of usagecontrol deals with decision-makingaspects of consumersubject

usages. In next chapter the ABC models are introduced as a core model of usage

control. The ABC model mainly discussesbasiccontrol issuesof consumersubjects'

usageon target objects and doesnot cover any issuesof the relationshipsamongdif-

ferent subject parties nor related administrative issues.However, in Chapter 6, some

basicaspectsof theserelationshipsare discussedas part of administrative UCON.

Traditionally, accesscontrol hasdealt with authorizationsasthe basisfor its decision-

making process.In the ABC model, the authorization-baseddecisionprocessutilizes

subject attributes and object attributes. Attributes can be identities, security labels,

properties, capabilities, etc. The ABC model includesobligations and conditions as

well as authorizations as part of usagedecisionprocessto provide a richer and ¯ner

decisioncapability. The necessity of obligationsand conditionshasbeenrecognizedin

modern businesssystemssuch asB2C massdistribution systemsaswell asB2B trans-

actionsand interactionsbetweenbusinesspartners. Obligationsarerequirements that

have to be ful¯lled for usageallowance. Conditions are environmental requirements

that are independent from individual subjects and objects. Thesedecisionpredicates

can be evaluated beforeor during exerciseof a request. In addition, usageof target

object may require certain updateson subject or object attributes before,during or
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after a usageexercise(e.g., reducing a requester'saccount balanceby the value of

an e-book). UCON covers these issueswithin its ABC core model in a systematic

manner.



Chapter 4

UCON ABC MODELS

In this chapter, I introduce the family of ABC (Authorizations, oBligations, and

Conditions) models for usagecontrol (UCON). I call thesecoremodelsbecausethey

addressthe essenceof usagecontrol, leaving administration, delegation and other

important but second-orderissuesfor later work. The term usagecontrol is a gener-

alization of accesscontrol to cover obligations, conditions, continuity (ongoing con-

trols) and mutabilit y. Traditionally, accesscontrol hasdealt only with authorization

decisionson users'accessto target resources.Obligations are requirements that have

to be ful¯lled by obligation subjects for allowing access.Conditions are subject and

object-independent environmental requirements that have to be satis¯ed for access.

In today's highly dynamic, distributed environment, obligations and conditions are

alsocrucial decision factors for richer and ¯ner controls on usageof digital resources.

Although they have been discussedoccasionally in recent literature, most authors

have beenmotivated from speci¯c target problemsand thereby limited in their ap-

proaches. The ABC model integratesthesediverseconceptsin a uni¯ed framework.

Traditional authorization decisionsare generally made at the time of requestsbut

hardly recognizeongoing controls for relatively long-lived accessor for immediate

revocation. Moreover, mutability issuesthat deal with updateson related subject or

object attributes as a consequenceof accesshave not beensystematically studied.

Unlikeother studiesthat have targetedon speci¯c problemsor issues,the ABC model

22
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seeksto enrich and re¯ne the accesscontrol discipline in its de¯nition and scope.

The ABC model covers traditional accesscontrols such as mandatory, discretionary

and role-basedaccesscontrol. Digital rights management and other modern access

controls are alsocoveredwithin the model. I believe the ABC coremodel for UCON

lays the foundation for next generation accesscontrols that are required for real

world information and systemssecurity. This chapter articulates the core of UCON

and developsseveral detailed models.

I ¯rst identify core components of the ABC model and develop a family of detailed

models. Then, I show how traditional accesscontrol, trust management, and digital

rights management canbe achieved in the ABC model. I further discusssomerelated

work and summarizethis chapter.

4.1 ABC Mo del Comp onents

The ABC models consist of eight core components (seeFigure 4.1). They are sub-

jects,subject attributes, objects,object attributes, rights, authorizations,obligations,

and conditions. Authorizations, obligations and conditions are functional predicates

that have to be evaluated for usagedecision. Each predicate can be divided into

detailed predicates.Subjects, objects and rights can be divided into several detailed

components with di®erent perspectives. Traditional accesscontrols utilize only au-

thorizations for decisionprocess. Obligations and conditions are new conceptsthat

have beendiscussedrecently to resolve certain shortcomingsshown in traditional ac-

cesscontrols. Thesethree decisionfactors will be usedfor the development of various

detailed models.

A signi¯cant innovation in ABC is that subject and object attributes canbe mutable.

Mutable attributes arechangedasa consequenceof access,whereasimmutable at-

tributes can be changedonly by administrative action. Policies requiring limits on
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the number of accessesby a subject or reduction of account balancebasedon access

canbe easilyspeci¯ed usingmutable attributes. More generally, variouskinds of con-

sumableauthorizations can be modelled in this manner. High watermark policieson

subject clearanceand ChineseWalls can alsobe enforcedin this way. The introduc-

tion of mutable attributes is a critical di®erentiator of ABC relative to most proposals

for enhancedmodels for accesscontrol. Mutable attributes add further complication

to the requirement for obtaining timely values of attributes from a trusted source,

sincenow the attributes must alsobe modi¯able in a trusted way.

4.1.1 Sub jects (S) and Sub ject A ttributes (A TT(S))

A subject is an entit y associated with attributes, and holdsor exercisescertain rights

on objects. For simplicity, a subject in usagecontrol can be regardedasrepresenting

an individual human being. A subject is de¯ned and represented by its attributes.
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Subject attributes are properties or capabilities of a subject that can be used for

the usagedecisionprocess. A subject may or may not have a unique identit y. If

authorization is donewith a user'sunique identit y, accountabilit y canbe provided. If

not, anonymity can be supported. Someattributes such aspre-paid credits, or usage

capabilities can be usedwithout unique identit y for anonymous usagesor transfer-

able rights. Examples of subject attributes include identities, group names, roles,

memberships, security clearance,etc. A group is a set of users who holds same

rights as a group. A role is a named collection of usersand relevant permissions

[SCFY96]. Groups and roles may have hierarchical relationships. The generalcon-

cept of attribute-based accesscontrol is commonplacein the accesscontrol literature

and as such this aspect of ABC builds upon familiar concepts.1

If an attribute is immutable, it cannot be changedby the user'sactivit y. Only admin-

istrativ eactionscanchangesuch an attribute. A mutableattribute canbemodi¯ed as

a sidee®ectof subjects' accessto objects. Many examplesof trust management and

DRM are likely to utilize mutable attributes. Someexamplesof mutable attributes

arecredits/capabilities (eg.,$10worth usage,̄ v e times per day, print twice), security

clearancewith relaxed (weak) or no tranquilit y, usagelog (eg., already read portion

cannot be read again), etc.

In usagecontrol, the subjects can be consumersubjects (CS), provider subjects (PS),

or identi¯ee subjects (IS) . Consumersubjects are entities who exercisethe rights to

accessthe objects. An e-book reader,MP3 music listener and even a distributor of

1Using attributes for accessdecisionsrequiresa trusted sourcefor the valuesand their timeliness.
There are many challengesto achieving this. The details of how this would be accomplishedis
an important implementation and architectural issue. Nonetheless,in OM-AM point of view it is
important to keepthe model separatefrom theseimplementation concerns,however important they
may be. Keeping the model separate from implementation is critical to separating concernsand
reaching fundamental understanding of disparate issues[San00]. This viewpoint will be sustained
throughout the dissertation.
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digital objects can be a consumersubject. Provider subjects are entities who provide

an object and hold certain rights on it. Examples of provider subjects include an

author of an e-book, a distributor of the book, a primary physician,etc. The identi¯ee

subjects are entities who are identi¯ed in digital objects that include their privacy-

sensitive information. A patient in health caresystemis an exampleof an identi¯ee

subject. Although the conceptof identi¯ee subjects always exists in caseof privacy-

sensitive information, identi¯ee subjects may or may not be included within UCON

systemsbasedon the systemrequirements or policies.

4.1.2 Ob jects (O) and Ob ject A ttributes (A TT(O))

Objects area setof entities that subjects hold rights on, whereby the subjects canac-

cessor useobjects. Objects are alsoassociated with attributes, either by themselves

or together with rights. As for subjects, object attributes include certain properties

that can be usedfor accessdecisions.Examplesof object attributes that are associ-

ated with objects are security labels, ownerships,classes,etc. Object classescan be

usedto categorizeobjects soauthorization can be donebasednot only on individual

objects but also sets of objects that belong to sameclass[SS94]. Examples of at-

tributes for objects with rights are values,role permissions,etc. The valuesmay be

usedto de¯ne how many credits are required to obtain a certain right on a speci¯c

object. For example,\Harry Potter" e-book together with a `read' right may require

$10 or the book with an additional `print' right may require $15. Object attributes

alsocan be mutable (eg., the number of play time on each item of music).

In UCON, objects canbe either privacy sensitive or privacy non-sensitive. A privacy-

sensitive object includesindividually identi¯able information that can causeprivacy

problemsif not usedproperly. An UCON object can be either original or derivative.

The derivativeobject in UCON is di®erent from that of other DRM literature. DRM's
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derivative objects are more like \reused" or \reproduced" objects. In DRM, the term

\derivative" meansderived (cited, quoted, or copied) from an original work to create

another digital work that includesparts of the original work. In UCON, however, the

derivative object is an object that is createdin consequenceof obtaining or exercising

rights on an original object. For example,playing MP3 music ¯le can create usage

log information. This log data ¯le is called a derivative object in UCON. To provide

mutual protection on the rights of all involved subjects (consumer,provider and/or

identi¯ee subjects), just like the original object, thesederivative objects alsohave to

be consideredas target objects and must hold UCON properties and relations with

other components. Basedon their format, objects can be documents (e.g., .doc, .pdf,

.ps), audio (e.g., .mp3, .wav), video(e.g.,JPEG, DVD, MPEG), executablē les (e.g.,

games),etc. Each may require its own application tools to be used.

4.1.3 Righ ts (R)

Rights areprivilegesthat a subject canhold and exerciseon an object. Rights consist

of a set of usagefunctions that enablesa subject's accessto objects. Rights may or

may not have a hierarchy. Like subjects and objects, rights can also be divided into

consumerrights (CR), provider rights (PR), and identi¯ee rights (IR). In an access

control viewpoint, rights enableaccessof a subject to an object in a particular mode,

such as read or write. In this sensethe ABC concept of right is essentially similar

to the familiar concept of a right in accesscontrol. However there is a subtle dif-

ferencein the ABC viewpoint in that ABC doesnot visualize a right as existing in

someaccessmatrix independent of the activit y of the subject. Rather the existence

of the right is determinedwhen the accessis attempted by the subject.2 The usage

2One could argue that the accessmatrix is a conceptual entit y and does not exist as such.
Nonetheless,the traditional position has been that the accessmatrix is what we are enforcing.
The embodiment of the accessmatrix by AccessControl Lists (ACLs), Capabilities or a Access
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decision functions indicated in ¯gure 4.1make this determination basedon subject

attributes, object attributes, authorizations, obligations and conditions. In general,

rights include rights for direct useof objects (such as read), delegationof rights and

rights for administering access(such as modify subject and object attributes that

in turn determine accessrights). This chapter does not considerdelegation rights

and administrative rights. Rights can be divided into many functional categories.

The two most fundamental rights categoriesmight be view and modify, possiblyaug-

mented with creation and deletion. We can alsodistinguish direct accessrights that

are usedby a subject to accessan object from administrative rights that are usedto

administer accessas well managethe object. The Digital Rights Management com-

munity has published several studies on functional rights [Con02, GWW01, Ian02],

categorizingthem asrender rights, transport rights, derivative works rights and util-

it y rights [RTM02]. More generally, rights canbede¯ned by speci¯c applicationssuch

as credit and debit in an accounting application.

4.1.4 Authorizations (A)

Authorizations are functional predicates that have to be evaluated for usagedeci-

sion and return whether the subject (requester) is allowed to perform the requested

rights on the object. Authorizations evaluate subject attributes, object attributes,

and requestedrights togetherwith a setof authorization rules for usagedecision.Au-

thorizations canbeeither pre-authorizations(preA) or ongoing-authorizations(onA).

Relation is a meansof representing a sparsedata structure e±ciently . In actual practice the rights
of a subject to an object are often determined when the accessis attempted, e.g., the ACL may
authorize a group to read an object and the subject's membership in the group is determined by
subject's attributes at accesstime. So the ABC viewpoint is more accurate with respect to actual
practice. The ABC viewpoint has consequencesfor accessreview. Predicting which rights will be
available when accessis attempted becomesa problem more akin to safety analysis with respect to
leakageof rights [HRU76], than a simple lookup of relevant data structures. The ABC view is more
accurate with respect to real-world accesscontrol systemswhere the actual representation of rights
is rarely as straightforward as in the accessmatrix.
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preA is performedbeforea requestedright is exercisedand onA is performedwhile the

right is exercised.onA may beperformedcontinuouslyor periodically during the time

span of access.In general,most traditional accesscontrol policies including MAC,

DAC, RBAC and Trust Management (TM) utilize someform of pre-authorization for

their decisions.Also, someDRM decisionprocessesarepre-authorizations. Although

rarely implemented, an example of ongoing authorization would be the continued

checking of revocation status during the exerciseof usage. Thereby usagecan be

immediately terminated to enforceimmediate revocation.

Certain authorizations may require updates on subject attributes and/or object at-

tributes. Theseupdatescan be either pre, ongoing,or post. Security clearancewith

high watermark property requires updates before usageis performed. Metered us-

age payment requires updates after the usageis ended to calculate current usage

time. Using pre-paid credits for usagetime basedmeteredpayment requiresperiodic

updatesof the credits during the accessto prevent overuse.

4.1.5 oBligations (B)

Obligations are functional predicatesthat verify mandatory requirements a subject

has to perform before or during a usageexercise. Obligations can be either pre-

obligations (preB) or ongoing-obligations(onB). preB is a predicate that utilizes

some kind of history functions to check if certain activities have been ful¯lled or

not and returns either `true' or `false'. A user may have to ¯ll out somepersonal

information before reading a company's white paper. Similarly, a user may have

to agreeto provide usagelog information before listening to music ¯les. onB is a

predicatethat hasto be satis¯ed continuouslyor periodically while the allowed rights

are in use. A user may have to keepwatching certain advertisements while he has

loggedin. Obligations may or may not utilize subject or object attributes. Attributes
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can be usedto determine what kind of obligations are required for usageapproval.

Obligations may require certain updates on subject attributes. These updates are

likely to a®ecteither current or future usagedecisions.Note that attributes are not

used for decision making with respect to obligations, but only for choosing what

obligations apply.

One of the basic assumptionsin the ABC model is that its decision-makingprocess

is transaction-based. This meansthat decisionpredicatesare evaluated upon each

usagerequest and the decision in°uences usagesof that request. A pre decision

predicatedecidesapproval or denial of the request. An ongoing predicatemay revoke

or continue to allow current exerciseof the requestedusage.3

Obligations in UCON are di®erent from duties in that duties are assignedto subjects

regardlessof the subjects' requests,and essential for an organization,whereasUCON

obligations are requirements that have to be ful¯lled and checked before or during

the usageof certain rights. Traditional accesscontrol has hardly recognizedthe

obligation concept. SomeDRM solutions include obligation functions though many

of them implement the obligation functions only partially or implicitly . The ABC

model does not include duties. I feel that including duties within the models will

distract my original purposeand causeunnecessarycomplexity.

4.1.6 Conditions (C)

Conditions are environmental or system-oriented decision factors. Condition pred-

icates evaluate current environmental or system status to check whether relevant

3Unlike authorizations or conditions, there can be transaction-independent, global obligations
where the obligations in°uence only future requestsand have no a®ectson the current requestdeci-
sion. For example,a usermay have to ¯ll out monthly evaluation reports for continuoussubscription
of a digital library , or a user may have to provide usagelog information to a provider. Theseglobal
obligations have to be ful¯lled for future usagesin timely manner (either time-basedor event-based).
Such global obligations are outside the scope of ABC core models.
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requirements are satis¯ed or not and return either `true' or `false'. Subject attributes

or object attributes can be used to selectwhich condition requirements have to be

usedfor a request. However no attribute is included within the requirements them-

selves. Unlike authorizations or obligations, condition variables cannot be mutable

since conditions are not under direct control of individual subjects. Evaluation of

conditions cannot update any subject or object attributes. Someexamplesof condi-

tion requirements include current local time for accessibletime period (e.g., business

hours), current location for accessiblelocation checking (e.g.,areacode,device,CPU-

ID), security statusof the system(e.g.,normal, high alert, underattack), systemload,

etc.

In the ABC model, one may separatea devicefrom conditions and considerit as a

di®erent component of the model just likeother components such assubjects,objects,

and rights. Intuitiv ely, sincemajorit y of current computing systemsare quite mobile

and network-connected,and digital information is virtually available anywhere,usage

rules can specify allowed devicesexplicitly along with subjects, objects, and rights.

While this may be true, I prefer to include devicecomponent within conditions since

there are other subject and object independent factors such as time periods, and

systemload.

Conditions are di®erent from authorizations in that conditions mainly focuson eval-

uations of environmental, system-relatedrestrictions that have no direct relationship

with subject and object attributes for usagedecision (that is, subject and object

attributes are not included within condition requirements hencenot required for us-

agedecisionprocess)whereasauthorizations evaluate attributes that are related to

subjects (requesters)or requestedobjects for usagedecision. 4

4It should be noted there are someambiguities as to how speci¯c items should be treated. The
IP addressof a client can be viewed as a subject attribute, but can also be viewed as a condition
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4.2 The ABC Family of Core Mo dels

All of thesecomponents makes for a fairly complex model. Nonetheless,I believe,

the recognition of three distinct factors, authorizations, obligations and conditions,

along with mutabilit y of attributes and continuity of enforcement is critical to sup-

porting modern accesscontrol requirements. The resulting complexity is appropriate

for modern cyberspace. Basedon the eight components discussedabove I develop

a framework for classifying ABC models. I say these are core models because,as

discussedearlier, they focus on the enforcement processfor consumer-sideonly and

do not includeadministrative constructs. Also they will needto be further elaborated

for speci¯c applications, as will be discussedlater.

The model classi¯cation is basedon the following three criteria: decision factors that

consist of authorizations, obligations, and conditions, continuity of decision being

either pre or ongoingwith respect to the accessin question,and mutability that can

allow updateson subject or object attributes at di®erent times. If all attributes are

immutable, no updatesarepossibleasa consequenceof the decisionprocess.This case

is denotedas `0'. With mutable attributes, updatesare possiblebefore(pre), during

(ongoing), or after (post) the right is exercised,denotedas `1; 2; and 3', respectively.

Basedon thesecriteria, I enumerate the model spaceshown in Table 4.1.

Casesthat are not likely to be useful in practice are marked as `N'. If decisionfactor

is `pre', updates can occur before or after the right is exercisedbut there is little

reasonto have ongoingupdates. Without ongoingdecision,ongoing-update can only

in°uencedecisionson future requestsand thereforethe updatescanbe doneafter the

indicating the location of the client. Whether the IP addressis viewed as a subject attribute or a
condition element is a choice that the system architect has to make. Rather than trying to provide
air-tigh t boundariesbetweentheseconcepts,I recognizethem assomewhatfuzzy. It is generally true
that a rich model will accommodate multiple ways of specifying a given policy. This is no di®erent
in the caseof ABC.
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Table 4.1: The 16 Basic ABC Models

0 (immutable) 1 (pre-update) 2 (ongoing-update) 3 (post-update)
preA Y Y N Y
onA Y Y Y Y
preB Y Y N Y
onB Y Y Y Y
preC Y N N N
onC Y N N N

usageis ended. For example,supposeAlice is a member of a digital music library.

Suppose she has to pay $1/hour of music play. This example can be handled as

a pre-authorization with post update case. Her usagetime is accumulated on her

usagelog ¯le as each play ends. This casedoesnot require any updates during the

playing of a music track. However, if decisionfactor is `ongoing',updatescanhappen

before,during or after the right is exercised.Theseupdatesareusedfor current usage

decision. This explains the top four rows of Table 4.1. For the bottom two rows the

only decisionfactor is conditions. Evaluation of conditions cannot update attributes

by de¯nition. The resulting 16 Y's in Table4.1 de¯ne the 16 basicABC models. The

A and B models have 7 Y's each whereasthe C model has only 2 Y's. In practice,

many real-world systemswill usesomecombination of thesemodels.

Figure 4.2(a) shows possiblecombinations of ABC modelsand their relationships. It

is regardedthat each of A, B or C is on equal footing, hencethe three basemodels

at the bottom. At the next level up combinations of two of theseexist, and further

combination of all three. In this way we can succinctly represent which combination

of A, B and C is being used in a given context. Each of the A, B and C models

is divided into several casesas respectively shown in Figures 4.2 (b), (c) and (d).

In totalit y these comprisethe 16 Y's of Table 4.1. The pre and ongoing casesare

regardedasbeingon equalfooting. The caseof mutable attributes (1, 2 and 3) always
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dominatesimmutable attributes (0), but there is no ordering betweenthe 1, 2 and 3

cases.Figure 4.2 graphically demonstratesthe richnessof the model spaceavailable

in the ABC family.

The ABC modelde¯nitions do not expressthe mechanistic detailssuch ashow updates

can be enforced. Actual pre-updates may have to be performed either before the

requestedrights are exercised(e.g., obtaining a lock for mutual exclusion) or right

after the rights are started (e.g., e-cashdecrease)[RN01, RN02]. However ABC

Model doesnot include such implementation issuesfollowing my practice of keeping

the model and architecture-mechanism distinct.

In this dissertation I am not trying to develop a logical expressionlanguagefor the

ABC model. Rather, while therecanbenumerousways of expressingthe ABC model,

my focus is to develop comprehensive models for usagecontrol that can support

modern accesscontrol requirements aswell asDRM in a singleframework and discuss

the detailed characteristics of these in a systematic manner. Many current DRM

solutionsutilize obligations and conditions for decisionprocessthough they may not

de¯ne thesefactors explicitly.

4.2.1 UCONpr eA - pre-Authorizations Mo dels

Authorizations have beenconsideredasthe coreof accesscontrol and extensively dis-

cussedsincethe beginning of accesscontrol discipline. Traditionally, accesscontrol

research has focusedon pre-authorizations in which a usagedecisionis madebefore

a requestedright is exercised. UCONpr eA models utilize these pre-authorizations

for their usagedecisionprocesses.In UCONpr eA models, an authorization decision

processis donebeforeusageis allowed. There are three detailedmodelsbasedon mu-

tabilit y variations. UCONpr eA0 is immutable pre-authorization model that requires

no update. UCONpr eA1 is pre-authorization model with an optional pre-update pro-



35

UCON
A

(Authorizations)


UCON
B

(oBligations)


UCON
C

(Conditions)


UCON
AB


UCON
AC
 UCON
BC


UCON
ABC


(a)


preA
0


preA
1
 preA
3


onA
0


onA
2
 onA
3


(b)


preB
0


preB
1
 preB
3


onB
0


onB
2
 onB
3


(c)


preC
0
 onC
0


(d)


onA
1


onB
1


Figure 4.2: The ABC Family of Core models

cedure. A pre-update includesupdate functions that modify attributes beforeusage

is started. UCONpr eA3 is pre-authorization model with an optional post-update pro-

cedure. A post-update utilizes update functions to modify certain attributes after

usageis terminated.

The following de¯nitions formalize the UCONpr eA models. Although somede¯ni-

tions are quite similar and the expressionscan be reduced to a certain degree,I

explicitly expresseach of the detail models for completenessof the models. This is

donethroughout the model de¯nitions in this chapter.

De¯nition 1 The UCONpr eA0 model has the following components:

² S; O; R; AT T(S); AT T(O) andpreA (subjects,objects, rights, subject attributes,

object attributes, and pre-authorizationsrespectively);
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² allowed(s;o;r ) ) preA(AT T(s); AT T(o); r ).

De¯nition 2 The UCONpr eA1 model is identical to UCONpr eA0 except it adds fol-

lowing pre-update processes:

² preUpdate(AT T(s)); preUpdate(AT T(o)), an optional procedure to perform

update operations on AT T(s) and AT T(o), respectively. Note that preUpdate

can include non-deterministic operations.

De¯nition 3 The UCONpr eA3 model is identical to UCONpr eA0 except it adds fol-

lowing post-update processes:

² postUpdate(AT T(s)); postUpdate(AT T(o)), an optional procedureto perform

update operationson AT T(s) and AT T(o), respectively. Note that postUpdate

can include non-deterministic operations.

UCONpr eA0 consistsof subjects(S), objects(O), rights (R), subject attributes (AT T(S)),

object attributes (AT T(O)), and pre-authorizations (preA). preA is a functional

predicate that utilizes AT T(S), AT T(O), and R for usagedecisionmaking. preA

examinesusagerequestsusing AT T(S), AT T(O), and R then decideswhether the

requestis allowed or not. I write allowed(s;o;r ) to indicate that subject s is allowed

right r to object o. Note that the ABC model formulates `implies' connectivesrather

than `if '. This meansthat righthand-side of the connective is not su±cient to allow

usagesbut is necessary. A similar approach can be found in Bell LaPadula (BLP)

model. In BLP, mandatory accesscontrol is formulated as `necessarycondition' and

usedtogether with discretionaryaccesscontrol to enforceadditional information °ow

policies [BL73, San93]. Throughout the models, I formulate `necessarycondition'
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rather than `su±cient condition' so decision processcan include other rules that

might be necessaryfor ¯ner and richer controls.

The meaningof preUpdate(AT T(s)) is that subject attributes are updated. Exactly

what valuescan be used in computing the update is left unspeci¯ed in the model.

Thesecould be subject, object attributes and other variables. Similarly for the other

update processesin De¯nition 2 and 3. Traditional accesscontrols such as MAC,

DAC, and RBAC are likely to belong to UCONpr eA0 . Following Examples1 and 2

respectively show how traditional MAC and DAC canbe realizedwithin UCONpr eA0 .

Example 1 MAC policies,UCONpr eA0 :

L is a lattice of security labels with dominancerelation ¸

clearance: S ! L

classif ication : O ! L

AT T(S) = f clearanceg

AT T(O) = f classif icationg

allowed(s;o;read) ) clearance(s) ¸ classif ication(o)

allowed(s;o;wr ite) ) clearance(s) · classif ication(o)

Example 2 DAC closedpoliciesusing ACL with an individual ID, UCONpr eA0 :

N is a set of identit y names

id : S ! N , one to onemapping
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ACL : O ! 2N £ R

AT T(S) = f idg

AT T(O) = f ACLg

allowed(s;o;r ) ) (id(s); r ) 2 ACL(o)

In caseof MAC, security labels (clearanceand classi¯cation) are usedas a subject

attribute (AT T(S)) and an object attribute (AT T(O)), and Bell-LaPadula's security

properties(simpleand star property) [BL73, San93]areutilized for pre-authorizations

(preA). Here, if the clearanceof subject s dominates the classi¯cation of object o,

`read' requestsare allowed. Similarly, `write' is allowed if clearance(s)is dominated

by classi¯cation(o). In caseof DAC example, individual (or group) identities and

accesscontrol lists (ACL) are subject attributes and object attributes, respectively.

ACL is a functional mapping of object to multiple ids and rights. If the subject's

identit y nametogether with the requestedright exists in ACL, the requestis allowed.

Although it has been understood that ACL and capability list are used to achieve

similar control functionalities, they can actually provide quite di®erent results when

they are usedwith mutable attributes. This is discussedin next section. In RBAC,

a user-roleand a permission-rolecan be consideredas a AT T(S) and a AT T(O) re-

spectively and comparedfor authorizations beforeallowing access.Details of MAC,

DAC, RBAC, and other related areasto ABC model are discussedin next section.

Also, certain authorization processesof DRM (e.g.,membership-baseddigital library)

can be expressedwithin UCONpr eA0 as follows. We illustrate two examplesof DRM

with pre-updatesand post-updatesrespectively.



39

Example 3 DRM pay-per-usewith a pre-paid credit, UCONpr eA1 :

M is a set of moneyamount

credit : S ! M

value : O £ R ! M

AT T(s) : f creditg

AT T(o;r ) : f valueg

allowed(s;o;r ) ) credit(s) ¸ value(o;r )

preUpdate(credit(s)) : credit(s) = credit(s) ¡ value(o;r )

Example 4 DRM membership-basedmeteredpayment, UCONpr eA3 :

M is a set of moneyamounts

I D is a set of membership identi¯cation numbers

TI M E is a current usageminute

member : S ! I D

expense: S ! M

usageT : S ! TI M E

value : O £ R ! M (a cost per minute of r on o)

AT T(s) : f member; expense;usageTg

AT T(o;r ) : f valuePerM inuteg
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allowed(s;o;r ) ) member(s) 6= Á

postUpdate(expense(s)) : expense(s) = expense(s) + (value(o;r ) £ usageT(s))

In Example 3, if the credit of a subject s is not lessthan the value of the requested

usage,the request is allowed. Once the request is allowed, the subject's credit is

reducedby the valueof the usage.Example4 showsmembership-basedusagecontrols

with meteredpayment. In this case,a requestis allowed if the subject is a member.

However, a total expensehasto be updated at the endof each usageby usingcurrent

usagetime and value of the usageso it can be paid periodically. 5

UCONpr eA1 and UCONpr eA3 are unchangedfrom UCONpr eA0 except the additional

updateprocedures.UCONpr eA1 andUCONpr eA3 introduce`preUpdate' and`postUpdate'

proceduresto modify subject attributes and object attributes. Many B2B and B2C

applicationsrequiresomeform of update functionalities. Recent DRM solutionshave

alsodealt with these. For example,pre-paid credits have to be reducedat the time a

user is allowed to exerciserequestedrights on an object (UCONpr eA1 ).

4.2.2 UCONonA - ongoing-Authorizations Mo dels

In UCONonA model, usagerequestsare allowed without any `pre' decision-making.

However, authorization decisionsare made continuously or repeatedly while usage

rights are exercised. If certain requirements becomedissatis¯ed, the currently al-

lowed usageright is revoked and its exerciseis stopped. Ongoingauthorizations have

been seldomdiscussedin accesscontrol literature. By utilizing ongoing authoriza-

tions, monitoring is actively involved in usagedecisionswhile a requestedright is

exercised.This kind of continuouscontrol is especially useful for relatively long-lived

5Enforcement of periodic payment of accumulated expenseis not consideredas part of the core
ABC model sinceit is not related to a request-baseddecisionprocessbut is part of larger work°ow.



41

usagerights. In UCONonA , there are four detailed models. UCONonA 0 is immutable

ongoing-authorizationmodel that has no update procedureincluded. UCONonA 1 is

ongoing-authorizationmodel with pre-updates. UCONonA 2 and UCONonA 3 include

ongoingupdatesand post updates,respectively.

The following de¯nitions formalize the UCONonA models.

De¯nition 4 The UCONonA 0 model has the following components:

² S; O; R; AT T(S); andATT(O) are not changedfrom UCONpr eA ;

² onA (ongoing-authorizations);

² allowed(s;o;r ) ) tr ue;

² stopped(s;o;r ) ( : onA(AT T(s); AT T(o); r ).

De¯nition 5 The UCONonA 1 model is identical to UCONonA 0 exceptit addsfollow-

ing pre-update processes:

² preUpdate(AT T(s)); preUpdate(AT T(o)), an optional procedure to perform

update operations on AT T(s) and AT T(o), respectively.

De¯nition 6 The UCONonA 2 model is identical to UCONonA 0 exceptit addsfollow-

ing ongoing-update processes:

² onUpdate(AT T(s)); onUpdate(AT T(o)), an optional procedureto perform up-

date operations on AT T(s) and AT T(o), respectively.

De¯nition 7 The UCONonA 3 model is identical to UCONonA 0 exceptit addsfollow-

ing post-update processes:
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² postUpdate(AT T(s)); postUpdate(AT T(o)), an optional procedureto perform

update operations on AT T(s) and AT T(o), respectively.

UCONonA 0 model introducesonA predicate instead of preA . Sincethere is no pre-

authorization, the requestedaccessis alwaysallowed. However, ongoing-authorizations

are active throughout the usageof the requestedright, and certain requirements are

repeatedly checked for continuous access.Semantically these requirements have to

be true all the time while the right is exercised.Technically, thesechecking processes

are likely to be performed periodically basedon time or event. ABC model does

not specify thesetechnical and implementation details. In casecertain attributes are

changedand requirements are no longersatis¯ed, `stopped' procedureis performed. I

write `stopped(s;o;r )' to indicate rights r of subject s to object o is revoked. In many

cases,ongoingauthorizationsare likely to occur only togetherwith pre-authorizations

though ABC model doesnot require this. For example,supposeonA screenscertain

certi¯cate revocation lists periodically to check whether the user'sidentit y certi¯cate

is revoked or not. While this is a caseof ongoing authorizations, this makes sense

only when the certi¯cate hasalready beenevaluated at the time of the request. This

canbe an exampleof UCONonA 0 model. UCONonA 1 , UCONonA 2 and UCONonA 3 are

unchangedfrom UCONonA 0 but add pre-updates, ongoing-update and post-update

proceduresrespectively. Someexamplesof UCONonA modelsare given below.

Example 5 A limited number of simultaneoususages,revocation using usagestart

time, UCONonA 13 :

T is an orderedset of current usagestart times

UN is a set of concurrent usagenumbers
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N is a set of identi¯cation names

id : S ! N

usageNum : O ! UN

star tT : O ! 2N £ T

AT T(s) : f idg

AT T(o) : f star tT ; usageNumg

allowed(s;o;r ) ) tr ue

stopped(s;o;r ) ( (usageNum(o) > 10)̂

(id(s); t) 2 star tT (o) wheret = minf t0j9s0; (id(s0); t0) 2 star tT (o)g

preUpdate(star tT (o)) : star tT (o) = star tT (o) [ f (id(s); t)g where s is currently

requestingsubject of usage

preUpdate(usageNum(o)) : usageNum(o) = usageNum(o) + 1

postUpdate(star tT (o)) : star tT (o) = star tT (o) ¡ f (id(s); t)g wheres is a subject of

stopped usage

postUpdate(usageNum(o)) : usageNum(o) = usageNum(o) ¡ 1

Example 6 A limited number of simultaneoususages,revocation using longest idle

time, UCONonA 123 :

T is an orderedset of last activit y times

UN is a set of concurrent usagenumbers

N is a set of identi¯cation names



44

id : S ! N

usageNum : O ! UN

lastActiv eT : O ! 2N £ T

AT T(s) : f idg

AT T(o) : f lastActiv eT; usageNumg

allowed(s;o;r ) ) tr ue

stopped(s;o;r ) ( (usageNum(o) > 10)̂

(id(s); t) 2 lastActiv eT(o) wheret = minf t0j9s0; (id(s0); t0) 2 lastActiv eT(o)g

preUpdate(usageNum(o)) : usageNum(o) = usageNum(o) + 1

onUpdate(lastActiv eT(o)), repeatedupdateson lastActiv eT(o)

postUpdate(usageNum(o)) : usageNum(o) = usageNum(o) ¡ 1.

Example 7 A limited number of simultaneoususages,revocation using total usage

time, UCONonA 13 :

T is an orderedset of current usagetimes

TT is an orderedset of total usagetimes

UN is a set of concurrent usagenumbers

N is a set of identi¯cation names

id : S ! N

totalT : O ! 2N £ T T , A functional mapping of object to a set of total usagetimes of

active subjects
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usageNum : O ! UN

AT T(s) : f idg

AT T(o) : f usageT; totalT; usageNumg

allowed(s;o;r ) ) tr ue

stopped(s;o;r ) ( (usageNum(o) > 10)̂

(id(s); tt ) 2 totalT(o) wherett = maxf tt 0j9s0; (id(s0); tt 0) 2 totalT(o)g

preUpdate(usageNum(o)) : usageNum(o) = usageNum(o) + 1

postUpdate(usageNum(o)) : usageNum(o) = usageNum(o) ¡ 1

postUpdate(totalT(o)) : (id(s); tt ) = (id(s); tt + t); where s is a subject of stopped

usageand t is current usagetime of the s

In Example 5, supposeonly 10 userscan accessan object o1 simultaneously. If a

11th user requestsaccess,the userwith the earliest time is terminated. In this case,

the 11th user is allowed without any pre-authorization decisionprocess. However,

onA monitors the number of current usageson o1 (AT T(o1)), determineswhich was

the earliest to start, and terminates it. Here, starting time of each request has to

be addedbeforethe beginning of the requestedusageand has to be taken out after

the usageis stopped. Also current usagenumber of o1 is increasedby 1 at the time

of accessand decreasedby 1 at the end of the access,hencea UCONonA 13 model.

Supposethe extra user in the above exampleis revoked basedon longest idle time.

Monitoring idle time requiresongoingupdatesof a last activit y attribute asshown in

Example 6. Further supposethat revocation of the extra useris basedon total usage

time in completedsessionssincethe start of the ¯scal year. Post-updates would be

neededto accumulate current usagetime as shown in Example 7.
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4.2.3 UCONpr eB - pre-oBligations Mo dels

UCONpr eB introducespre-obligationsthat have to be ful¯lled at the time of a request

and beforeaccessis allowed. preB is a kind of history function that checks whether

certain obligations have been ful¯lled or not and return true or false for the usage

decision. Supposea user has to provide his name and email addressto download a

company's white papers or supposea user has to click `O.K' on a licenseagreement

to accessa web portal. Here, the userhasto ful¯ll the required actionsbeforeaccess

is allowed. UCONpr eB models consist of 2 steps. First step is to select required

obligation elements for the requestedusage.This selectionmay utilize subject and/or

object attributes. Secondstep is to evaluate whether the selectedobligation elements

have beenful¯lled without any error (e.g., invalid e-mail addresses).In UCONpr eB

models, a requestmay require multiple pre-obligation elements to be ful¯lled. The

preB predicate evaluates if all the required pre-obligation elements (preOBL) are

ful¯lled by using preFulf il led and returns either true or false.

The following de¯nitions formalize the UCONpr eB models.

De¯nition 8 The UCONpr eB0 model has the following components:

² S; O; R; AT T(S); and AT T(O) are not changedfrom UCONpr eA ;

² OBS; OBO; and OB, (obligation subjects, obligation objects, and obligation

actions, respectively);

² preB; and preOBL, (pre-obligation predicatesand pre-obligation elements, re-

spectively);

² preOBL µ OBS £ OBO £ OB;

² preFulf il led : OBS £ OBO £ OB ! f tr ue;f alseg;
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² getPreOBL : S £ O £ R ! 2pr eOB L , a function to selectpre-obligationsfor a

requestedusage;

² preB(s;o;r ) =
V

(obsi ;oboi ;obi )2 getP r eOB L (s;o;r ) preFulf il led(obsi ; oboi ; obi );

preB(s;o;r ) = tr ue by de¯nition if getPreOBL(s;o;r ) = Á;

² allowed(s;o;r ) ) preB(s;o;r ).

De¯nition 9 The UCONpr eB1 model is identical to UCONpr eB0 except it adds fol-

lowing pre-update processes:

² preUpdate(AT T(s)); preUpdate(AT T(o)): an optional procedureto changecer-

tain attributes as a consequenceof pre-obligations.

De¯nition 10 The UCONpr eB3 model is identical to UCONpr eB0 except it adds

following post-update processes:

² postUpdate(AT T(s)); postUpdate(AT T(o)): an optional procedure to change

certain attributes as a consequenceof pre-obligations.

Decisionson what kind of obligations are required for requests(getPreOBL) are

rather complicated and have various patterns. Subject or object attributes may or

may not beusedfor the decisions.If no attribute is used,a useris likely to berequired

to ful¯ll sameobligations at each request. For example,without a subject attribute,

we cannot recognizeprevious userswho have previously provided name and email

address. We therefore have to ask for sameobligations again. Selectionof required
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obligation elements can be basedon subject attributes only, object attributes only,

both subject andobject attributes, rights only, or all threeof subject attributes, object

attributes and rights. Supposea subject has to read a licenseagreement and click

`OK' button beforehe exercisesany rights on Web Services,or supposea subject has

to provide his personalinformation (age,gender,organization,e-mail address,etc) to

download a company's white paper. The ¯rst obligation casecan be decidedbased

on target objects regardlessof subject attributes or rights. The secondone can be

basedon object attributes and rights. In Web Servicesexample,supposemembers

have to report a monthly usagehistory, and guestshave to provide their namesand

e-mail addresses.Theseobligations are decidedbasedon subject attributes. Again

with the Web Serviceexample,supposeguestswho only want to surf (read) contents

have to provide name and e-mail address,and who want to participate and write

somemessageson discussionboard have to provide their unique ID number such as

a Social Security Number for accountabilit y. Theseobligations are determinedbased

on rights.

Obligation elements consist of OBS; OBO; and OB. The entit y (obs) who has to

perform obligation may or may not be the samesubject as the requester(s). For ex-

ample, to be a member of a Web community, children may needparents' agreements.

In this case,the parents (obs) are di®erent entities from the child (s) who wants to

be a member. The entit y (obo) on which the obligation has to be performedcan be

either a constant or a function of the subject attributes, object attributes and/or

rights. Supposewhoever wants to accessa digital library has to provide name and

address.Here,nameand address(obo) is a constant regardlessof subject attributes,

object attributes and rights. If a non-member has to provide something di®erent

from what a member has to provide, we can say obois di®erent for di®erent subject

attributes. Similarly, what has to be performed (ob) can be either a constant or a
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function of obo. For example,supposeAlice hasto readand agreea licenseagreement

for certain servicesby clicking `yes' button. Here, the ob is always the `click' action

becausethe obois the licenseagreement.

The ABC model doesnot specify thesedetails. Rather, an abstract function called

`getPreOBL' is used to obtain required obligations leaving the detail and internal

decisionfunctions as an implementation decision. After all, it can be said that obli-

gations are decidedbasedon requeststhat consistof s;o; and r . Someexamplesare

given below.

Example 8 A licenseagreement obligation, every time (without attribute), UCONpr eB0 :

OBS = S

OBO = f l icense agreementg

OB = f agreeg

getPreOBL(s;o;r ) = f (s; l icense agreement;agree)g

allowed(s;o;r ) ) preFulf il led(s; l icense agreement;agree)

Example 9 High or low licenseagreements for high/low objects (with object at-

tributes), UCONpr eB0 :

OBS = S

OBO = f high l icense agreement;low license agreementg

OB = f agreeg

level : O ! f high; lowg
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AT T(o) = f levelg

getPreOBL(s;o;r ) =

(
(s;high l icense agreement;agree); if level(o) = `high';
(s; low license agreement;agree); if level(o) = `low'.

allowed(s;o;r ) ) preFulf il led(getPreOBL(s;o;r ))

Example 10 Selective licenseagreements for ¯rst time usersonly, UCONpr eB1 :

OBS = S

OBO = f l icense agreementg

OB = f agreeg

register ed : S ! f yes;nog

AT T(s) = f register edg

getPreOBL(s;o;r ) =

(
(s; l icense agreement;agree); if r egister ed(s) = `no';
Á; if r egister ed(s) = `yes'.

allowed(s;o;r ) ) preFulf il led(getPreOBL(s;o;r ))

preUpdate(register ed(s)) : r egister ed(s) = yes

In Example 8, a licenseagreement is required from every request regardlessof the

user's previous agreements. This exampledoes not require any subject and object

attributes. Supposea Web servicerequiresa licenseagreement. In this case,obsis

sameass and oboand obareconstants. This casecanbe extendedto requiredi®erent

obligations for di®erent object attributes or di®erent subject attributes. Example 9

shows a casethat requirestwo di®erent licenseagreements for high and low objects.

Note that theseattributes are usedfor obtaining required obligations not for making

usagedecisions. Example 10 requiresa licenseagreement only once. To do this, a
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subject attribute called r̀ egister ed' is used. Once a user has agreedon a license

agreement, the useris registered(preUpdate) for future requests.Still, this attribute

is not directly usedfor authorizations. To be an authorization model, this attribute

has to in°uence usagedecision results. No UCONpr eB3 example is shown in this

paper. However we can easily modify Example 10 to include post updates. If a user

has to agreeon a licenceagreement at every 5 hours of accumulated usage,the total

usagetime has to be updated at the end of each usagefor future requests.

4.2.4 UCONonB - ongoing-oBligations Mo dels

UCONonB models are similar to UCONpr eB models except that obligations have to

be ful¯lled while rights are exercised. Ongoing-obligationsmay have to be ful¯lled

periodically or continuously. For this, a time parameter T is introduced as part

of obligation elements onOBL. Here, T is likely to de¯ne certain time intervals

that are either time-basedor event-based. For example,a usermay have to click an

advertisement within every 30minute interval or within every 20Webpagesaccessed,

or a usermay haveto keepan advertisement window activeall the time. Note that our

concernis about when usershave to ful¯ll obligations, not when a systemactually

checks the ful¯llmen ts. The model assumesthat onB has to be true all the time

though actual obligation veri¯cation intervals can vary. In UCONonB models, there

are four detailed models basedon mutabilit y issues. UCONonB 0 includes ongoing-

obligations predicate instead of pre-obligations predicate. UCONonB 1 , UCONonB 2

and UCONonB 3 are sameas UCONonB 0 except that they add pre-updates,ongoing-

updatesand post-updates,respectively.

The following de¯nitions formalize the UCONonB models.

De¯nition 11 The UCONonB 0 model has the following components:
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² S; O; R; AT T(S); AT T(O); OBS; OBO; andOB arenot changedfrom UCONpr eB ;

² T, a set of time or event elements;

² onB and onOBL, (ongoing-obligationspredicatesand ongoing-obligationele-

ments, respectively);

² onOBL µ OBS £ OBO £ OB £ T;

² getOnOBL : S £ O £ R ! 2onOB L , a function to selectongoing-obligationsfor

a requestedusage;

² onFulf il led : OBS £ OBO £ OB £ T ! f tr ue;f alseg;

² onB(s;o;r ) =
V

(obsi ;oboi ;obi ;t i )2 getOnO B L (s;o;r ) onFulf il led(obsi ; oboi ; obi ; t i );

² onB(s;o;r ) = tr ue by de¯nition if getOnOBL(s;o;r ) = Á;

² allowed(s;o;r ) ) tr ue;

² stopped(s;o;r ) ( : onB(s;o;r ).

De¯nition 12 The UCONonB 1 model is identical to UCONonB 0 except it adds fol-

lowing pre-update processes:

² preUpdate(AT T(s)); preUpdate(AT T(o)): an optional procedureto changecer-

tain attributes as a consequenceof pre-obligations.

De¯nition 13 The UCONonB 2 model is identical to UCONonB 0 except it adds fol-

lowing ongoing-update processes:
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² onUpdate(AT T(s)); onUpdate(AT T(o)): an optional procedureto changecer-

tain attributes as a consequenceof pre-obligations.

De¯nition 14 The UCONonB 3 model is identical to UCONonB 0 except it adds fol-

lowing post-update processes:

² postUpdate(AT T(s)); postUpdate(AT T(o)): an optional procedure to change

certain attributes as a consequenceof pre-obligations.

The following Example 11 shows a simple examplefor UCONonB 0 .

Example 11 Watch advertisement windows while s exerciser, UCONonB 0 :

OBS = S

OBO = f ad windowg

OB = f keepactiveg

T = f alwaysg

getOnOBL(s;o;r ) = f (s;ad window; keepactive;always)g

allowed(s;o;r ) ) tr ue

stopped(s;o;r ) ( : onFulf il led(s;ad window; keepactive;always)

Here, there is only oneongoingobligation is required. Supposea freeInternet service

provider requires usersto watch an advertisement while they are connectedto the
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server. In this case,there is no requirement that has to be completedbefore using

the service. As long as the advertisement window is active, the usageis allowed.

Again how frequently the system checks the status of the advertisement window is

not considered.Although examplesfor UCONonB 1 , UCONonB 2 and UCONonB 3 are

not shown here, they can be developed without much e®ort. For example,consider

free Internet Services. Supposeevery user has to watch ad for ¯rst 10 minutes of

connection to Internet, but every 10th user has to watch ad for 20 minutes. Here

every time a userconnectInternet, usagenumber hasto be increasedor resetto 0 at

the beginningof accessto decidewhich ongoingobligation hasto be ful¯lled. This is

an exampleof UCONonB 1 . Supposea userhasto click an advertisement within every

30 minute window. Here a last click time has to be updated throughout usage.This

is an exampleof UCONonB 2 . Further supposea userhasto watch advertisement after

¯rst 10 hours every month. Here, current connectiontime has to be accumulated at

the end of each connection. This is an exampleof UCONonB 3 .

4.2.5 UCONpr eC - pre-Conditions Mo del

As described earlier, conditionsde¯ne certain environmental restrictions that have to

be satis¯ed for usages.In general,preCON includes certain environmental restric-

tions that are not directly related to subjects and objects. Current environmental or

system-oriented status is retrieved each time a condition is evaluated. By utilizing

conditions in usagedecisionprocess,UCONC can provide ¯ner-grained controls on

usages.Unlike authorization and obligation models,condition modelscannot be mu-

table. Note that this is di®erent from the fact that the value of conditional status

can be changedas the environmental situation is being changed(e.g., current time is

changedas time goes, or a wirelessaccesspoint is changedas a user movesaround
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a building). Although subject or object attributes are not used for usagedecision

process,they can be usedto decidewhat kind of condition elements (preCON ) have

to be usedfor usagedecision. UCONpr eC introducespre-conditions(preC) that has

to be satis¯ed beforerequestedrights are exercised.

The following de¯nitions formalize the UCONpr eC model.

De¯nition 15 The UCONpr eC0 model has the following components:

² S; O; R; AT T(S); and AT T(O) are not changedfrom UCONpr eA ;

² preCON (a set of pre-conditionselements);

² getPreCON : S £ O £ R ! 2pr eCON ;

² preConChecked : preCON ! f tr ue;f alseg;

² preC(s;o;r ) =
V

pr eConi 2 getP r eCON (s;o;r ) preConChecked(preConi )

² allowed(s;o;r ) ) preC(s;o;r ).

In UCONpr eC0 , preCis utilized in usagedecisionprocessalongwith S; O and R. A set

of relevant condition elements preCON is selectedbasedon a requestpossiblyusing

subject or object attributes. To allow a request,all of the selectedcondition restric-

tions have to be evaluated (preC). For example,supposethere are requirements to

restrict locationswhereusagescanbe exercised.Checking a CPU-id or an IP address

beforea usageallowanceis an exampleof UCONpr eC0 . Example12checks the current

location of a userat the time of a request. Allowed locations for student and faculty
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can be di®erent and have to be selectedaccordingly. This exampleassumeseither

there is no location changewhile the requestis exercisedor there is no restriction of

location changesduring the usagesoncethe original location hasbeenapproved.

Example 12 Location limitation, UCONpr eC0 :

studentAREA; f acultyAREA (allowed areacodesfor student and faculty)

curAr ea is a current renderingdevice'sareacode

AT T(s) = f memberg

preCON = f (curAr ea2 studentAREA); (curAr ea2 f acultyAREA)g

getPreCON (s;o;r ) =

(
(curAr ea2 studentAREA); if member(s) = `student';
(curAr ea2 f acultyAREA); if member(s) = `faculty'.

allowed(s;o;r ) ) preConChecked(getPreCON (s;o;r ))

4.2.6 UCONonC - ongoing-Conditions Mo del

In many cases,environmental restrictions have to be satis¯ed while rights are in

active use. This could be supported within UCONonC model. In UCONonC , usages

are allowed without any decision processat the time of requests. However, there

is an ongoingconditions predicate to check certain environmental status repeatedly

throughout the usages.As mentioned earlier, the UCONonC0 model is intrinsically

immutable.

The following de¯nitions formalize the UCONonC model.
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De¯nition 16 The UCONonC0 model has the following components:

² S; O; R; AT T(S); and AT T(O) are not changedfrom UCONpr eA ;

² onCON (a set of ongoing-conditionselements);

² getOnCON : S £ O £ R ! 2onC ON ;

² onConChecked : onCON ! f tr ue;f alseg;

² onC(s;o;r ) =
V

onC oni 2 getOnC ON (s;o;r ) onConChecked(onConi )

² allowed(s;o;r ) ) tr ue;

² stopped(s;o;r ) ( : onC(s;o;r ).

The UCONonC0 model introducesan ongoingconditionspredicate(onC) for monitor-

ing selectedcondition elements (getOnCON (s;o;r )). If any current environmental

status violates any of the restrictions, the allowed right is revoked and the exerciseis

stopped. In Example13 below, allowed time period limitation is required throughout

usageexercises.For example,supposea day-time usercan accessobjects during day

time (say 8am to 4pm), and a night-shift user can accessobjects during night time

(say 4pm to 12pm). Note that, currentT is a current status (time) of local time,

not an attribute of subject or object. Here, currentT is evaluated throughout the

usageand if its value is no longer within the allowed period, the usageis stopped.

This exampleis likely to useboth pre-condition and ongoing-conditionsincecurrent

time is also likely to be checked at the time of request, hencea combined model

UCONpr eC0onC0 .
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Example 13 Time limitation, UCONpr eC0onC0 :

dayH; nightH (day-shift and night-shift o±ce hours, mutually exclusive)

currentT is current time

preCON : f (currentT 2 dayH ); (currentT 2 nightH )g

onCON : f (currentT 2 dayH ); (currentT 2 nightH )g

getPreCON (s;o;r ) =

(
(currentT 2 dayH ); if shif t(s) = `day';
(currentT 2 nightH ); if shif t(s) = `night'.

getOnCON (s;o;r ) =

(
(currentT 2 dayH ); if shif t(s) = `day';
(currentT 2 nightH ); if shif t(s) = `night'.

allowed(s;o;r ) ) preConChecked(getPreCON (s;o;r ))

stopped(s;o;r ) ( : onConChecked(getOnCON (s;o;r ))

4.2.7 Global Obligations

In ABC model, obligations are usedfor usagedecisionof current request. However,

there are other caseswherethe evaluation of obligations' ful¯llmen t is postponedfor

sometime and usedfor future usagedecisionrather than usagedecisionof current

request. Supposea member has to pay monthly metered payment for continuous

music services.Though total usagetime hasto be updated at each service,this does

not in°uence usagedecisionof servicerequestsuntil the payment due.

This kind of obligation is calledglobal obligation and doesnot ¯t into the ABC model

structure though it is also an important aspect in usagecontrol. UCON considers
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theseglobal obligations as an exceptionalcaseof UCON obligation models. Global

obligations are unique in their characteristics. Like other obligations, they have to

be ful¯lled by obligation subjects. However, they do not a®ectany usagedecisions

on the originated requests.Rather, what they can do is to in°uence future requests.

Although certain updates can be required for global obligations, these updates do

not in°uence any decisionfor current usages.Sincethere is no in°uence on decision-

making for current usages,this feature can't belongto UCONB 0 , hencecan't belong

to UCONB 1 ; UCONB 2 ; or UCONB 3 . Note that the actual updatesstill can happen

either before, during, or after the usages. In caseof an update after usage,unlike

post-update, it doesnot have to be done right after the end of usage.For example,

a user may have to ful¯ll usagelog report at the end of each usage,each day, or

each month. Monthly meteredpayment, or monthly subscription payment are also

examplesof global obligations. The actual in°uenceon decisionmaking is postponed

to certain point. Theseglobal obligations are independent from the originated usage

transactionsand have impact only on future decisions.

4.3 Applications in ABC Mo del

Usagecontrol encompassestraditional accesscontrols, trust management, and digi-

tal rights management and goesfurther in its de¯nition and the scope. This section

presents how MAC, DAC, RBAC, trust management, andDRM canberealizedwithin

the ABC model. It further discussessomepossibleextensionsof thesepoliciesfor bet-

ter understandingof their characteristicsand richer controls. Most traditional access

controls and trust management can be realized by using UCONpr eA0 model. Some

extensionsmay require UCONpr eA1 model. Ongoingdecisionsare rarely discussedin

literature. Mutabilit y issuesare not commonin previouswork. Most of the research

that dealswith continuity or mutabilit y issuesstill lack systematic perspective and
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comprehensiveness,beingnarrowly focused.Discussionson someof this prior work in

terms of the ABC model providessolid evidenceof comprehensivenessand richnessof

the model. We alsoshow somehealthcaresystemexamplesthat require obligations,

conditions as well as authorizations.

4.3.1 Mandatory Access Con trol

In mandatory accesscontrol, security labels are usedfor usagedecisions. In UCON

point of view, clearanceis a subject attribute and classi¯cation is an object attribute.

Thesesecurity labelsof subjects and objects are comparedto enforcesimplesecurity

property (no read up) and star property (no write down). Example 1 in previous

sectionshows this MAC policy using the UCONpr eA0 model.

Traditional accesscontrols haverarely supported an updateproperty. In MAC, strong

tranquilit y property which belongsto immutable authorizations is normally assumed.

In other words, security labels of subjects and objects cannot be changedby users'

actions. Only administrative actions can changethe labels. With a weak tranquil-

it y property, security labels can be changedby users' autonomousactions but only

without violating de¯ned security policies. This hasbeenknown asa high watermark

property. Example 14 shows this high watermark property of BLP as an exampleof

UCONpr eA1 . Here, a subject always start with the lowest possibleclearancelabel.

The clearanceof the subject is raised to higher labels until it reaches its maximum

label as the subject accesseshigher objects. LU B denotesleast upper bound.

Example 14 MAC policieswith high watermark property, UCONpr eA1 :

L is a lattice of security labels with dominancerelation ¸

clearance: S ! L
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maxClearance: S ! L

classif ication : O ! L

AT T(S) = f clearance;maxClearanceg

AT T(O) = f classif icationg

allowed(s;o;read) ) maxClearance(s) ¸ classif ication(o)

preUpdate(clearance(s)) : clearance(s) = LU B(clearance(s); classif ication(o))

4.3.2 Role-based Access Con trol

The UCONpr eA0 model also can support RBAC in its authorization process. In

RBAC96 model [SCFY96], a role is a collection of usersand a collection of permis-

sions. The permissionis a collection of object-right pairs. In UCONpr eA0 , user-role

assignment can be viewed as subject attributes and permission-roleassignment as

attributes of object and rights. Example 15 shows how RBAC1 can be viewed in our

ABC models. RBAC1 includes hierarchy in its de¯nition. Only activated roles are

usedfor authorization decision. Here, if there exists an active role (actRole(s)) that

dominatesany of the permissionroles(Prole(o;r )), a requestis allowed. Example16

and 17 shows examplesthat include high watermark property. Example 16 doesnot

have a role hierarchy while Example 17 does. In both cases,active rolesare updated

if other than currently active rolesare required for a request. Sincethe role hierarchy

is not a lattice (so LU B is not always de¯ned), Example17 alsohasa selectionissue.

Having an automated high watermark property in RBAC eliminates the least privi-

legeprinciple that is supported in original models.6 It alsocausesa selectionproblem

in casethere are multiple rolesavailable for a request. In Example 17, `UB ' denotes

6Least Privilege can be supported if role activation is done manually by users.
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upper bounds.

Example 15 RBAC1 with activation, UCONpr eA0 :

P = f (o;r )g

ROLE is a partially orderedset of roleswith dominancerelation ¸

actRole : S ! 2ROLE

Prole : P ! 2ROLE

AT T(S) = f actRoleg

AT T(O) = f Proleg

allowed(s;o;r ) ) 9role 2 actRole(s); 9role0 2 Prole(o;r ); r ole ¸ role0

Example 16 RBAC0 with high watermark property, UCONpr eA1 :

P = f (o;r )g

ROLE is an unorderedset of roles

srole : S ! 2ROLE

prole : P ! 2ROLE

actRole : S ! 2ROLE

AT T(S) = f srole;actRoleg

AT T(O) = f proleg
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allowed(s;o;r ) ) srole(s) \ prole(o;r ) 6= Á

preUpdate(actRole(s)) : actRole(s) =
(

actRole(s); if actRole(s) \ Prole(o;r ) 6= Á;
actRole(s) [ ¸ (srole(s) \ prole(o;r )) ; if actRole(s) \ Prole(o;r ) = Á,

where¸ is a nondeterministic selectionfunction of an element from a set.

Example 17 RBAC1 with high watermark property, UCONpr eA1 :

P = f (o;r )g

ROLE is a partially orderedset of roleswith dominancerelation ¸

srole : S ! 2ROLE

prole : P ! 2ROLE

actRole : S ! 2ROLE

AT T(S) = f srole;actRoleg

AT T(O) = f proleg

ROLE = f role j 9role0 2 srole(s); 9role002 prole(o;r ); r ole0 ¸ r ole ¸ role00g

gROLE = f role j 9role0 2 actRole(s); 9role002 prole(o;r ); r ole0 ¸ r ole ¸ role00g

dROLE = f role j 9role0 2 actRole(s); 9role002 prole(o;r ); r ole 2 ROLE ;

role 2 UB(role0; r ole00)g

allowed(s;o;r ) ) ROLE 6= Á

preUpdate(actRole(s)) :

actRole(s) =

(
actRole(s); if gROLE 6= Á;
actRole(s) [ ¸ ( dROLE ); if gROLE = Á,

where¸ is a nondeterministic selectionfunction of an element from a set.
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4.3.3 Discretionary Access Con trol

Discretionaryaccesscontrol alsocanbesupported in UCONpr eA . DAC policiesgovern

the accessof usersto an object basedon individual or group identities of usersand

objects. The accessmodes such as read, write, or executeare granted to a user if

the userhasprivilege to usea speci¯c accessmode on an object. Traditionally access

matrix has beenrealizedby using either accesscontrol list (ACL), or capability list.

In UCONpr eA , DAC can be expressedby using either ACLs or capability lists as

shown below. In many examples,ACLs and capability lists can be usedto achieve

samecontrol functions. However in certain casessuch as group-basedusagenumber

restrictions, ACLs and capability lists have di®erent control functionalities. This

distinction hasbeenrarely discussedin previous literature.

Following Examples18and19utilize ACL andcapability list respectively. In Example

18, if any of the subject's group namesis listed in a requestedobject's ACL, the

requestis allowed. On the other hand, in Example 19, capability list is usedto check

whether a subject holds any dominant group ID for the requestedright. Although

thesetwo casesseemto accomplishsimilar functionality, the functional distinction is

much clearerwhenan update procedureis required. Supposeeach group of a subject

hasa limited number of usagetimes. In this case,the available number of a subject's

usagehas to be reduced. To do this we have to selectone (or some)of the subject's

group(s) and update the current usagenumber(s) of the selectedsubject group(s).

Here, the number of allowed usagecount is assignedto each group of subjects sothat

the usagecanbe controlled on a subject group basis. On the other hand, if capability

lists are used, the allowed usagecount number is assignedto each group of objects

and the update of the number is controlled on an object group basis.

Example 18 utilizes ACL and allows multiple group IDs of a subject (assumingno

group hierarchy). If one of the subject's group IDs exists in ACL(o), the request is
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allowed. Example 19 utilizes capability lists and includesa hierarchy of object group

IDs. Here, if there exists a object group IDs that is lower than or equal to a group

ID of CL(s), the requestis allowed. Example 20 utilizes capability lists and includes

usagecount k to limit the number of usagesfor each object group. Here, for the sake

of simplicity, we assumethere is only onek for each (g; r ). In this example,sincean

object can have multiple group IDs, an update requiresa selectionof one group ID

amongthe object's group IDs.

Example 18 DAC using ACL w/ multiple group ID, UCONpr eA0 :

G is a set of groupsof subject s

groupId : S ! 2G, many to many mapping

ACL : O ! 2G£ R ; g is authorized to do r to o

AT T(S) : f groupIdg

AT T(O) : f ACLg

allowed(s;o;r ) ) f (g; r ) j g 2 groupId(s)g \ ACL(o) 6= Á

Example 19 DAC using Capability List w/ group hierarchy, UCONpr eA0 :

G is a partially orderedset of groupsof o

groupId : O ! 2G

CL : S ! 2G£ R ; s is authorized to do r to g or lower g's

AT T(S) = f CLg
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AT T(O) = f groupIdg

allowed(s;o;r ) ) 9g 2 groupId(o); 9(g0; r ) 2 CL(s); g · g0

Example 20 DAC using Capability List w/ multiple group IDs and usagecount,

UCONpr eA1 :

G is a set of group names

groupId : O ! 2G, many to many mapping

CL : S ! 2G£ R£ K ; s is authorized to do r to g for k times

AT T(S) = f CLg

AT T(O) = f groupIdg

allowed(s;o;r ) ) GR 6= Á;

GR = f (g; r ) j g 2 groupId(o)g \ f (g0; r ) j (g0; r; k) 2 CL(s); k ¸ 1g

¸ : GR ! G, a functional mapping to selecta group for update

preUpdate(CL(s)) : k = k ¡ 1; (¸ (GR); r; k) 2 CL(s)

4.3.4 Trust Managemen t

Trust management hasmainly focusedon authorization decisionsof previouslyknown

users.Most of the relatedresearch hasdiscussedarchitectural andmechanistic aspects

of authorizations. Although the ABC modelalsocoversauthorizationsof strangers,its
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focus is not how to get a credential to authorize a stranger'susagerequest. Rather,

it focuseson usagedecisionpolicies and models. In Example 21, a doctor can be

mapped to multiple specialities. If a requesterholds any speciality, then he can read

the object. However if a requesterwant to write on an object, oneof his specialities

should be sameas the object's speciality.

Example 21 Hospital information usagesof doctor by specialty, UCONpr eA0 :

SPECI ALI TY is a set of medical specialty names

cert : S ! 2SP E CI ALI T Y

groupID : O ! SPECI ALI TY

AT T(s) : f certg

AT T(o) : f groupIDg

allowed(s;o;read) ) (cert(s) 6= Á)

allowed(s;o;wr ite) ) (cert(s) 6= Á) ^ groupID(o) 2 cert(s)

4.3.5 Digital Righ ts Managemen t

Usagedecisionsin commercialDRM solutionsusuallyutilize user-de¯ned,application-

level, payment-basedsecurity policies, and do not include traditional accesscontrol

policies. Typical examplesinclude pay-per-view, metered payment, membership-

basedmonthly subscriptions,etc. TheseDRM examplescan be realizedwithin our

ABC model. In Example 22, a usagerequest is allowed if a subject holds enough

pre-paid credits to use certain rights on speci¯c objects. In this case,the credit is



68

consideredasa subject attribute and the valueof the requestedusageasan attribute

of the object and right.

Example 22 DRM pay-per-use,UCONpr eA1 :

M is a set of moneyamount

credit : S ! M

value : O £ R ! M

AT T(s) : f creditg

AT T(o;r ) : f valueg

allowed(s;o;r ) ) credit(s) ¸ value(o;r )

preUpdate(credit(s)) : credit(s) = credit(s) ¡ value(o;r )

In general, payment basedauthorization requires certain update proceduresto re-

solve usageexpenses.In Example22, a user'scredit hasbeenreducedby the valueof

usagesat the time of a requestapproval. In caseof meteredpayment, post-updates

are likely to be required. In Example 23, sincea usageon an object holds more than

onevalue, a systemhas to selecta value for update. The systemmay have to select

a value basedon subject's membership ranks, saleperiod, or multiple purchases.Be-

causethe selectionpoliciescan vary, Example 23 simply utilizes a non-deterministic

selectionfunction to describe this functionality.

Example 23 DRM pay-per-use,onecredit, multiple values,UCONpr eA1 :
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M is an orderedset of moneyamount

credit : S ! M

value : O £ R ! 2M

AT T(s) : f creditg

AT T(o;r ) : f valueg

M = f m j m 2 value(o;r ); m · credit(s)g, a set of available valuesfor selection.

allowed(s;o;r ) ) 9m 2 value(o;r ); m · credit(s)

preUpdate(credit(s)) : credit(s) = credit(s) ¡ ¸ (M );

where¸ is a selectionfunction to selecta value for update.

In casea userholds more than onecredit account, if the sum of credits is more than

a value, the request is allowed. Here, someor all of the credit accounts have to be

reducedin total by the usagevalue (Example 24).

Example 24 DRM pay-per-use,multiple credits, onevalue, UCONpr eA1 :

M is an orderedset of moneyamount

credit : S ! 2M

value : O £ R ! M

AT T(s) : f creditg

AT T(o;r ) : f valueg
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M = f m j m 2 credit(s)g

cM = f cm j
P

cm = value(o)g

¸ : M ! cM ; m ¸ cm

allowed(s;o;r ) )
P

credit(s) ¸ value(o;r )

preUpdate(credit(s)) : 8m; m = m ¡ ¸ (m)

Many DRM solutions and studies have included someform of obligations and con-

ditions becauseof DRM's distributed and payment-basednature. Someobjects can

only be used at certain locations or time durations. A user may have to provide

certain personal information or usagelog information for further use. SomeDRM

related examplesfor obligations and conditions are presented in previoussections.

4.3.6 Mo dern Access Con trol (Healthcare Examples)

Generally, modern accesscontrol requiresmore than authorizations for usagedeci-

sion. In this section, we show several healthcare information systemexamplesthat

require authorizations, obligations and conditions. We also show how one example

can be expressedin various ways using di®erent decision predicates. Example 25

shows an examplethat requiresan authorization for usagedecision. Here, the num-

ber of doctor's previousoperations is consideredasa subject's attribute and usedfor

authorization.

Example 25 A medical doctor (s) can perform (r) an operation (o) only if he has

performedoperations more than 3 times, UCONpr eA1 :
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ROLE is an unorderedset of roles

SPECI ALI TY is a set of medical speciality names

N is a set of subject's total operation numbers

exp : S ! N

sRole : S ! 2ROLE

sAr ea : S ! 2SP E CI ALI T Y

oArea : O ! 2SP E CI ALI T Y

AT T(s) : f sRole;sAr ea;expg

AT T(o) : f oAreag

allowed(s;o;operate) ) `doc' 2 sRole(s); sAr ea(s) \ oArea(o) 6= Á;exp(s) ¸ 3

preUpdate(exp(s)) : exp(s) = exp(s) + 1

In Example 26, supposemedical operations can be allowed only when patients agree

on a consent form. This requiresadditional obligation predicate. obsis selectedbased

on an object' attribute, opid. In this example,obligation actions (ob) have to be per-

formed by patient of the requestedoperation. Authorization is alsousedfor medical

speciality veri¯cation.

Example 26 A medical doctor can perform an operation only if patients agreeon

consent form, UCONpr eA0pr eB0 :
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ROLE is an unorderedset of roles

SPECI ALI TY is a set of medical speciality names

PAT I EN Tid is a set of patients' identi¯cation numbers

sRole : S ! 2ROLE

sAr ea : S ! 2SP E CI ALI T Y

oArea : O ! 2SP E CI ALI T Y

spid : S ! PAT I EN Tid

opid : O ! PAT I EN Tid

AT T(s) : f sAr ea;spidg

AT T(o) : f oArea;opidg

OBS = f s0j`PATIENT' 2 sRole(s0)g

OBO = f consentg

OB = f agreeg

getPreOBL(s;o;operate)

= f (s0; consent;agree)g wheres0 2 OBS; spid(s0) = opid(o)

allowed(s;o;operate) ) `doctor' 2 sRole(s); sAr ea(s) \ oArea(o) 6= Á

allowed(s;o;operate) ) preFulf il led(getPreOBL(s;o;operate))

Supposetherearejunior doctorsandseniordoctors (sRole(o)). In casea junior doctor

wants to perform operations, the operation is allowed only with the presenceof any

of his seniordoctors. This can be realizedby using either authorization, obligation,

or condition predicates. Example 27 utilizes condition predicate that checks current
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local time and decideswhether any of the senior doctors is on-duty at the time of

operation request. Authorization is usedtogether with condition predicate to check

doctor's speciality. In Example 28, obligation predicate is usedto check whether any

of senior doctor has agreedto be available. Alternativ ely, as shown in Example 29,

sameexample can be also realized by using authorization predicate. Here, senior

doctor's presenceis treated as an attribute of the subject. In Example 27, 28, and

29, `sDoc' and `jDoc' are labels for seniordoctor and junior doctor, respectively.

Example 27 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCONpr eA0pr eC0 :

ROLE is an unorderedset of roles

SPECI ALI TY is a set of medical speciality names

DOCid is a set of doctors' identi¯cation numbers

curT is a current local time, T is a set of time

sRole : S ! 2ROLE

sAr ea : S ! 2SP E CI ALI T Y

dI d : S ! DOCid, a functional mapping of subject to a doctor's ID number

sdI d : S ! 2D OCid , a functional mapping of subject to a set of seniordoctors

dutyS : S ! T, a functional mapping of subject to duty start time

dutyE : S ! T, a functional mapping of subject to duty end time

oArea : O ! 2SP E CI ALI T Y

AT T(s) : f sRole;sAr ea;dI d;sdI d;dutyS; dutyEg



74

AT T(o) : f oAreag

getPreCON (s;o;operate)

=

(
(9s0; dI d(s0) 2 sdI d(s); dutyS(s0) · curT · dutyE(s0)) ; if sRole(s) =`jDo c';
Á; if sRole(s) =`sDoc'.

allowed(s;o;operate) ) `doctor' 2 sRole(s); sAr ea(s) \ oArea(o) 6= Á

allowed(s;o;operate) ) preCondChecked(getPreCON (s;o;operate))

Example 28 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCONpr eA0pr eB0 :

ROLE is an unorderedset of roles

SPECI ALI TY is a set of medical speciality names

DOCid is a set of doctors' identi¯cation numbers

sRole : S ! 2ROLE

sAr ea : S ! 2SP E CI ALI T Y

dI d : S ! DOCid, a functional mapping of subject to a doctor's ID number

sdI d : S ! 2D OCid , a functional mapping of subject to a set of seniordoctors

oArea : O ! 2SP E CI ALI T Y

AT T(s) : f sRole;sAr ea;dI d;sdI dg

AT T(o) : f oAreag

OBS = f s0j`sDoc' 2 sRole(s0)g

OBO = f presenceg

OB = f agreeg
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getPreOBL(s;o;operate)

=

(
((s0; presence;agree) wheres0 2 OBS; dI d(s0) 2 sdI d(s)); if sRole(s) =`jDo c';
Á; if sRole(s) =`sDoc'.

allowed(s;o;operate) ) `doctor' 2 sRole(s); sAr ea(s) \ oArea(o) 6= Á

allowed(s;o;operate) ) preFulf il led(getPreOBL(s;o;operate))

Example 29 A junior medical doctor can perform an operation only with the pres-

enceof a seniordoctor, UCONpr eA0 :

ROLE is an unorderedset of roles

SPECI ALI TY is a set of medical speciality names

DOCid is a set of doctors' identi¯cation numbers

sRole : S ! 2ROLE

sAr ea : S ! 2SP E CI ALI T Y

sdI d : S ! 2D OCid , a mapping of subject to a set of on-dut y seniordoctors.

oArea : O ! 2SP E CI ALI T Y

AT T(s) : f sRole;sAr ea;sdI dg

AT T(o) : f oAreag

allowed(s;o;operate) ) `jDoc' 2 sRole(s); sAr ea(s) \ oArea(o) 6= Á;sdI d(s) 6= Á

ABC model is comprehensive enough to include various accesscontrol policies in

a single framework. The goal of ABC family model is not to make an air-tight

distinction amongthe detailedmodels. In ABC model, policiesor requirements canbe
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resolved in multiple ways. Although we haveshown many examples,how oneactually

implements access(or usage)control policiesand requirements is not the issueof ABC

model. Theseissuesare to be consideredat the architecture and mechanism layers,

not at the model layer. ABC model providespossibleways to realizeor expressvarious

policiesand requirements in a formal framework. It is this richnessand robustnessof

the expressive power that makesABC model signi¯cant.

4.4 Related Work

Several lines of related research were discussedin the introduction chapter. Of

thesethe policy-basedauthorization representation and enforcement model of [RN01,

RN02] is possibly the closestto the ABC models. This model builds authorizations

from objects, rights and conditions. A possibleimplementation by meansof extended

accesscontrol lists (EACLs) is outlined. Subjects are not explicitly recognizedin

EACLs but are rather embeddedinto conditions. Similar to ABC, this model also

recognizepre- and mid-conditions. I feel that ABC pre and ongoing decisionsare

more preciselyand systematically de¯ned. In addition to pre- and mid-conditions,

the model also identi¯es \p ost-conditions" which may have \side-e®ects"as part of

the model to resolve update timing issue. However its de¯nition of post-condition is

closer to an implementation level aspect. In ABC model point of view, it may be

viewedasa specialcaseof pre-authorizationwith pre-update model (UCONpr eA1 ) im-

plementation. This is largely becauseof its lack of systematictreatment on mutabilit y

issue.At this point the ABC model is more mature and comprehensive.

The term `obligation' hasbeenusedwith di®erent meaningsin the literature. Dami-

anou et al. introduced the Ponder policy speci¯cation language[DDLS01]. Ponder

policiesconsistsof authorization, obligation, refrain, and delegationpolicies. Schaad

and Mo®ett have discussedfurther on the obligation part of Ponder [SM02]. In both
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case,obligations are duties that have to be done independently from users' access

requests.For example,softwaredeveloper of a project A in an organizationmay have

duties to provide weekly progressreport to project manager. Theseduties are given

to him not becausehe hasrequestedcertain accesses,but becausehe hasassignedto

a software developer role in the organization. Schaad and Mo®ett arguethat obliga-

tions require authorizations so the required actions can be performed. By de¯nition,

UCON obligation is di®erent from Ponder obligations (or duties). In ABC model,

obligations are what subjects have to perform beforeor during (or even after in case

of global obligation) obtaining or exercisingusages. If an obligation is required, it

just hasto be doneand doesnot require any authorization processfor obligation ful-

¯llmen t. Fundamentally, obligations in ABC model are di®erent from duties. Also,

ABC model doesnot include any conceptof duties in its model.

The notion of `provisional authorization' has been introduced in recent literature

[KH00, JKS01]. In a narrow de¯nition, provision is what has to be performedprior

to the authorization of usagerequests.Provision is similar to UCON pre-obligations.

Bettini et al. have discussedthe notion of `obligation' [BJWW02]. Here, obligation

is what has to be performedafter authorization decisions.This is similar to UCON

global obligations. Neither hasde¯ned a notion for ongoing-obligationswhich have to

be ful¯lled continuously or regularly while the requestedaction is being performed.

In the ABC model, obligations are de¯ned and discussedin systematic manner so

that they can be usedfor various situations with ¯ner-grained controls. What really

setsABC apart from other research e®ortsis its systematicand comprehensive e®ort

to provide a new intellectual foundation for accesscontrol. No prior e®ort has this

reach and scope.

In termsof industry trendstwo ongoinge®ortsareworth mentioning. ContentGuard's

eXtensible rights Markup Language(XrML), evolved from Xerox PARC's DPRL,
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has emergedas an OASIS basedstandard for rights expressionlanguages[Con02,

WLD + 02]. As de¯ned in its XML schema-basedspeci¯cation version2, `grant' con-

sistsof four entities calledprincipal, rights, resource,andcondition [Con02, WLD + 02].

XrML conditions include terms, conditions and obligations. However their de¯nition

of terms, conditions and obligations are di®erent from our conditions and obligations

and not as preciseas ours. Furthermore, while XrML may expressvarious rules and

policiesfor rights, it fails to resolve a transaction-baseddecision-makingprocess.For

example,XrML can express̀ student can play a MP3 ¯le 5 times' but assumesusage

history of `play' rights is supported by applications. Hence,it fails to resolve mutable

casessuch as`after beingplayed 2 times, now the MP3 ¯le can be played only 3 more

times'. Also there is no attempt to expressongoingdecision-making.Similar short-

comingscan be found also in OASIS eXtensible AccessControl Markup Language

(XA CML) [GM02]. Although authorization in XACML is basedon transaction or

request,it fails to cover mutable casesand ongoingcases.

4.5 Summary

In this chapter I have introducedthe ABC model as a coremodel for usagecontrol.

Usagecontrol encompassestraditional accesscontrol, trust management, and digital

rights management and goes beyond them in its scope. By unifying these diverse

areasin a systematic manner, the ABC model o®ersa promising approach for the

next generationof accesscontrol.

I have givena descriptionof the ABC family of modelsfor usagecontrol. The models,

and their relationships,are summarizedin Figure 4.2. I emphasizethat I have only

described the \pure" models corresponding to individual points in these¯gures. In

practiceI would expect real systemsto usecompositemodelswhich combine several of

thesetogether. Spacedoesnot permit us to explorethe expressive power of combined
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models. Nonetheless,I have shown by examplethat a wide rangeof policiescan be

easily expressedin thesemodels.



Chapter 5

UCON AR CHITECTURES

There canbe numerousarchitectural variations for usagecontrol. Oneway of viewing

these variations is basedon the location of referencemonitor. Referencemonitor

is one of the most crucial components for usagecontrol architecture that enables

decision and enforcement functions. Another way can be based on the existence

of payment function. Becauseof its commercial potential, most commercial DRM

solutionsmainly focuson payment-basedarchitecture while ignoring situations where

payment is not required. Rather than covering all of thesevariations, this chapter

narrows down its scope on usagecontrol architectures for payment-free, client-side

referencemonitor environment. However this doesnot meanthat every detail of the

architectures developed here can be covered by ABC model. In other words, ABC

model is the very coreof usagecontrol and leavesuncoveredmany other important and

practical aspectssuch asa compositeobject that consistsof multiple sub-objects. For

example,supposea subject tries to accessa composite object that requiresdi®erent

usagerules. If only parts of the requestedobject are allowed, there should be a

customizationprocedurethat generatesa `view' ¯le. This is accommodated in UCON

referencemonitor though not covered in ABC model.

This chapter starts with detailed discussionsof thesearchitectural variations to nar-

row down the scope. First, payment-basedand payment-free type environments are

discussed. Next, discussionson referencemonitor and its variations are presented.

80
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Then three major factors for usagecontrol architecture are discussed.Basedon these

three factors I develop eight security architectures for usagecontrol. I also discuss

somerelated mechanisms. In addition, somecurrent COTS solutionsare discussedin

terms of UCON security architectures to show the commercialavailabilit y of UCON

security solution architectures.

5.1 Paymen t-F ree vs. Paymen t-Based

Controlling usageof digital resourcescanbe divided into two typesbasedon payment

function: Payment-Based Type (PBT) and Payment-Free Type (PFT). In PBT, a

payment function is required in order to accessdigital information. In PFT, dis-

semination of digital information doesnot require payment, but must be controlled

nonethelessto satisfy con¯dentialit y or other security requirements. This chapter

mainly focuseson security architectures for PFT dissemination. Thesearchitectures

for PFT disseminationdo not necessarilyexcludesupport of payment functions. It

may be possibleto overlap payment functions onto PFT security solution architec-

tures.

Unlike the Commercialmass-distribution environment, there are situations in which

payment function is not required and higher distribution security is the primary

concern. For example, in the Intelligence community digital information is often

disseminatedto organizations in various countries. The White Housemay wish to

distribute a document in digital form to the South Korean government in such a

manner that the received digital information is not revealedeither intentionally or

accidentally, to the North Korean government. Similar situations can exist in the

commercialsector. In recent business-to-business(B2B) e-commerce,it is commonfor

a hub organization to distribute information digitally to its several smaller partners.

The challengeis to prevent further distribution of the digital information by the small
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partners to others. For instance,GeneralMotors could disseminateseveral di®erent

technical descriptions in digital form to di®erent suppliers who provide the speci¯c

parts of GM motor vehicles.However, GM would like to prevent the leakageof digital

information amongstsuppliersregardlessof their intention or possessionof the digital

information.

The characteristicsof digital information of the PFT environment di®ersigni¯cantly

from characteristics of digital information of the PBT environment. In the latter

environment, a small amount of information leakage is acceptable and even de-

sired [Cox96], while this may not be acceptablefor the PFT environment. The

number of legitimate copiesof a singledigital item in PBT is typically greater than

that of PFT copies. In general, the objective in the PBT environment is to dis-

tribute as many copiesas possibleand to extract payment for each copy. In the

PFT environment, it is the distribution itself which needsto be limited. Therefore,

solutions and research for Payment-Based massdistribution purposesmay not be

directly applicable to the PFT environment, i.e. in Intelligencecommunity or B2B

Transactions.

In PBT, security breaches of digital assetsresult directly in ¯nancial loss. Re-

distribution of illegally obtained digital information does not reduce its quality or

worth to the consumer. Consequently, digital content providers have put much ef-

fort into protecting digital information from unauthorized distribution. However, no

systematicstudy hasbeendonefor controlling usageof digital information.

Hence, studies for more generalizedsecurity architectures that can provide secure

environments for payment-free typeusageof digital information shouldbeconsidered.

Identifying generalizedsecurity architectures for controlling usageof digital resources

is important in order to provide a cornerstonefor developing proper usagecontrol

solutions that satisfy an organization's requirements for secureand controlled usage
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of digital resource,as well as for better understanding the current DRM solutions.

Therefore,this chapter focuseson UCON architectures for payment-free type usages.

5.2 Reference Monitor

In architectural point of view, one of the most critical issuesin enforcing UCON is

the referencemonitor. The referencemonitor hasbeendiscussedextensively in access

control community and is a coreconceptthat providescontrol mechanismson access

to or usageof digital information. Referencemonitor associatesdecisionpoliciesand

rules for control of accessto digital objects. It is always running and tamper resis-

tant. Subjects can accessdigital objects only through the referencemonitor. In this

section, I discussa conceptualstructure of UCON's referencemonitor and compare

the di®erencesfrom traditional referencemonitor. Also, I discusssomearchitectural

variations of UCON systemsbasedon the utilization of referencemonitors.

5.2.1 Structure of Reference Monitor

ISO has published a standard for accesscontrol framework [ISO/IEC 10181-3]that

de¯nes referencemonitor and trusted computing base[iso96]. According to the stan-

dard, referencemonitor consistsof two facilities; accesscontrol enforcement facility

(AEF) and accesscontrol decision facility (ADF). Every request is intercepted by

AEF that asksan ADF for a decisionof the requestapproval. ADF returns either

`yes' or `no' as appropriate. Referencemonitor is a part of trusted computing base,

always running, temper-resistant, and cannot be bypassed.

UCON referencemonitor is similar but di®erent in detail from traditional reference

monitor of ISO's accesscontrol framework. Figure 5.1shows the conceptualstructure

of UCON referencemonitors. UCON referencemonitor consistsof UsageDecision

Facility (UDF) and UsageEnforcementFacility (UEF) . Each facility includesseveral
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Figure 5.1: ConceptualStructure for UCON ReferenceMonitor

functional modules. UDF includes conditions and obligations decisionmodules as

well as authorization module. Authorization module takes care of a processsimi-

lar to traditional authorization process. It utilizes subject and object information

(attributes) and usagerules to check whether the request is allowed or not. It may

return yes or no. It may return metadata information of authorized portion of re-

questeddigital objects along with allowed rights. Then, this metadata information

is used for customization of requesteddigital objects by customization module of

UEF. Condition module decideswhether the conditional requirements for the autho-

rized requestsare satis¯ed or not by using usagerules and contextual information

(e.g., current time, IP address,etc). It may limit rendering devices(e.g., CPU-ID,

IP address),rendering time (e.g., businesshour, on-duty), etc. Obligation module

decideswhether certain obligations have to be performedor not beforeor during the

requestedusagehas been performed. If there exists any obligation that has to be

performed, this must be monitored by monitoring module and the result has to be
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resolved by update module in UEF. Note that usagedecisionrules may or may not

be hardwired into decisionfacility. Those rules can comealong with related digital

information or independently [PSS00]. Utilization of thesemodules largely rely on

the target application systems'requirements.

5.2.2 Arc hitectural Classi¯cation

Basedon the location of referencemonitor, there can be Server-sideReference Moni-

tor (SRM), and Client-side Reference Monitor (CRM) . Here,server is an entit y that

provides a digital object and client is an entit y that receives and usesthe digital

object. Like a traditional referencemonitor, a SRM resideswithin server system

environment and mediatesall accessto digital objects. On the other hand, a CRM

residesin the client systemenvironment and controls accessto and usageof digital

objects on behalf of a server system. SRM and CRM can coexist within a system.

The trustworthinessof CRM is consideredrelatively lower than that of SRM. There-

fore, the main concernhere is how reliable and trustworthy the CRM is. In fact,

if the client-side computing device is fully functional and general-purpose,CRM is

likely to be manipulated with relatively lesse®ort. Therefore,CRM is more suitable

to applications with lessassurancerequirements. This may be improved by using

tamper-resistant add-on hardware devicessuch as dongles,smartcards,etc. On the

other hand, if the client device is limited in its functionality and dedicated to spe-

ci¯c purposessuch as e-book reader or DVD player, CRM is relatively securefrom

unauthorized manipulations so applications with relatively high assurancerequire-

ments are more suitable. After all, the implementation of referencemonitors largely

dependson businessmodelsand their application requirements. For real world imple-

mentations, the chancesare that both CRM and SRM are likely to be usedfor better

functionality and security. In the following subsectionstheseSRM-only, CRM-only,
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and SRM & CRM architectures are brie°y discussed.

SRM-Only Architecture

A systemwith SRM-only facilitates a central meansto control subjects' accessto and

usageof digital information objects. A subject can be either within sameorganiza-

tion/net work area or outside this area. In this environment a digital object may or

may not be storedin client-side non-volatile storage. If the digital object is allowed to

residein client-side non-volatile storage,it meansthe saved client copy of the digital

object is no longerUCON's target object and doesn't have to be controlled. It canbe

usedand changedfreely at client-side. For example,an on-line bank statement can

be saved at a customer'slocal machine for his recordsand the server system(bank)

doesn't careabout customer'scopy as long as the bank keepsoriginal account infor-

mation safe. However if the content of digital information itself has to be protected

and controlled centrally , the digital information must remain at server-sidestorage

and never be allowed to be stored in cleartext on client-side non-volatile storage.

Traditional accesscontrol and trust management mainly utilize this kind of system.

CRM-Only Architecture

In a systemwith CRM-only environment, no referencemonitor exists on server-side

system. Rather, a referencemonitor exists at the client systemfor controlling usage

of disseminateddigital information. In this environment digital objects can be stored

either centrally or locally. The usageof digital objects saved at the client-side is still

under the control of CRM in lieu of the server. Sincethere exists no SRM, a digital

object cannot be customizedfor speci¯c usersfor distribution. Hence,this systemis

likely to be suitable for B2C massdistribution environments such asa e-book systems

or MP3 music ¯le distributions. However this doesn't meanthat every userwill have

sameusagerights. Distributed digital objects are associated with certain usagerules
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and usershave to prove they have su±cient credentials to exercisecertain rights on

the objects. At this point usersmay be limited to perform certain rights on the object

under certain conditions such as a speci¯c deviceidentit y.

Digital rights management solutions mainly utilize CRM in their systems. In real

world implementation, CRM is likely to be embedded within application software

wheredigital objects can be rendered. One exampleis Acrobat Readerwith \W eb-

buy" plug-in. Webbuy functions as a CRM. Digitally encapsulatedPDF ¯les can

be viewed through Acrobat Reader with Webbuy. Webbuy controls accessto the

contents basedon a valid licensecalled Voucher. A Voucher may include a speci¯c

CPU-ID to restrict renderingdevices.

SRM & CRM Architecture

By having SRM in addition to CRM, this architecture can provide two-tier control.

SRM may be usedfor distribution related control while CRM can be usedfor a ¯ner-

grainedcontrol on usages.For instance,in SRM, digital objectscanbepre-customized

for distribution and the distributed, pre-customizeddigital objects can be further

controlled and customizedfor clients' usagesby CRM. As a result, server can reduce

or eliminateunnecessaryexposureof digital objectsthat do not haveto bedistributed.

Supposewe have an intelligencesystemwith this architecture. If an unclassi¯eduser

requestscertain digital information that includes somesecret information as well,

SRM can pre-customizethe requestedobjects beforedistribution so the distributed

versionof the objects don't include any secretinformation. Any ¯ner-control on the

distributed objects can be done by CRM at client side. In real world applications,

functional speci¯cations of UCON referencemonitor can be divided into SRM and

CRM in various ways basedon the system'sfunctional and security requirements.
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Figure 5.2: Architectural Scope

5.2.3 Arc hitectural Scope

In this chapter, I narrow down my focus on CRM only architectures so I can ar-

ticulate in detail how CRM-basedUCON architectures can be realized. CRM only

architecture is chosensince it is one of the most signi¯cant architectural aspects of

today's DRM system. Figure 5.2 shows this areaof coverageas diagonally shaded.

Next, three major factors that are crucial for CRM-basedarchitecturesare discussed.

Then several security architectures are identi¯ed basedon those factors. I further

discussdetailed characteristicsand show how COTS solutions can be viewed in this

context.

5.3 Three factors of CRM securit y architectures

There are three major factors that distinguish CRM security architectures. They are

virtual machine (VM), control set (CS), and distribution style. The combination of

useof each factor results in di®erent security architectures. For better understanding

of thesearchitectures, ¯rst we have to understandthesethree factors.
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The virtual machine is softwarethat runs on top of vulnerablecomputingenvironment

and utilizes referencemonitor to provide the meansto control and manageaccess

and usageof digital information. For instance, Adobe Acrobat Reader and Web

Buy plug-in can be consideredas a virtual machine though Acrobat Reader alone

hasvery limited control functions to control accessto digital content. The existence

of a virtual machine on the client side is one of the most signi¯cant factors of the

architecture, and it providesthe foundation for client-side control. It alsoimplies the

needfor specializedclient software.

The control set is a list of accessrights and usagerules that is usedby the virtual

machine to control a recipient's accessand usageof a digital object. There can be

three styles of control sets. A ¯xed control set is hardwired into the virtual machine

and applies uniformly to all digital objects and all users. An embedded control

set is inextricably bound to each digital object and is carried along with it. An

external control set is separateand independent from the digital object (and can be

transported separatelyor together with the object). Embeddedand external control

setscan apply di®erent controls to each object and each user.

Messagepush(MP) and external repository (ER) are two possibledistribution styles.

In messagepushstyle, digital information is sent to each recipient. In external repos-

itory style, each recipient obtains the digital information from a disseminationserver

on the network.

5.4 Arc hitecture Taxonom y

In this sectioneight di®erent security architectures for PFT usagecontrol are identi-

¯ed, basedon previously identi¯ed three factors. Each architecture has di®erent se-

curity implications. The classi¯cation of thesearchitectures hasbeendonesomewhat

exhaustively to cover all possibilities. Each architecture providesdi®erent advantages
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Figure 5.3: Security Architecture Taxonomy

and disadvantages. This sectionde¯nesthesearchitecturesbasedon the three factors

and discussestheir merits and demerits.

Figure 5.3illustrates the taxonomy of theseeight architectures. The term \no control"

is usedto mean the lack of a virtual machine. The term \¯xed control" meansthat

the only control is that which is ¯xed in the virtual machine. The terms \embedded"

and \external" control meanvariable control as discussedabove. Thesemay coexist

with ¯xed controls in the virtual machine.

Each of thesearchitecturesis describedin the following sub-sections.Non-Encapsulated

digital information disseminationarchitectures are described here as basic architec-

tures for comparisonpurpose.Encapsulateddigital information disseminationarchi-
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tectures are our main concern. Even though I have distinguishedand de¯ned these

architectures, there can be real world security solutions that combine more than one

security architecture. The diagrams for each of the architectures do not explicitly

show encryption mechanismsor watermarking mechanisms.

5.4.1 Non-Encapsulated Arc hitectures

No Control Architecture w/ MessagePush (NC1)

No control architecture with messagepush (NC1) is a classicarchitecture for digital

information dissemination. In this architecture, the distributor of digital information

directly sendsa copy of the digital content to each recipient. Each recipient stores

the copy at his/or her storagedevice.

After distribution is done, the distributor has no direct meansto control the dis-

tributed digital information, so the likelihood of deliberate re-disseminationor theft

is increased. The recipient can either keepthe digital information or delete it from

his or her storagedevice. After the digital information is deleted, there is no way

for recipient to accessthe digital information. To accessthe saved information from

multiple computers,the recipient needsto transport the information.
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Figure 5.5: No Control Architecture with External Repository (NC2)

No Control Architecture w/ External Repository (NC2)

No control architecture with external repository (NC2) has similar featuresto NC1,

except that in NC2 digital information is sent to an external repository server for

distribution. A recipient must connectto the external repository to accessand retrieve

the digital information. Once a recipient has received the digital information, the

distributor has no meansto control or manageaccessrights or usagerights. Since

this architecture doesnot have a virtual machine, there is no control set.

5.4.2 Encapsulated Arc hitectures

Fixed Control Architecture w/ MessagePush (FC1)

In the ¯xed control architecture with message-push(FC1), the control set is included

in virtual machine. Since the control set is encoded into a virtual machine, the

control set cannot be changedafter the distribution of the virtual machine. Digital

information is encapsulatedin a digital container that does not allow the recipient

to accessdigital information without using the virtual machine. Accessis basedon

the control set encoded inside the virtual machine. This control set will contain

rules which the virtual machine enforces,such as preventing storageof the cleartext

digital information on the recipient's non-volatile storage. Re-disseminationof the

digital container in this casewould be accessibleonly by someonewho hasthe virtual
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Figure 5.6: Fixed Control Architecture with MessagePush (FC1)

machine and meetscontrol set rules.

This architecture hasthe message-pushdistribution style. Each recipient must main-

tain the received digital container on his or her storagedevice for further accessto

it.

Fixed Control Architecture w/ External Repository (FC2)

The Fixed control architecture with external repository (FC2) has basically same

characteristics as FC1 except for the distribution style. In this architecture, digital

information encapsulatedwithin a digital container is sent to external repository for

distribution. A recipient must connectto the external repository to accessor down-

load the digital container. The recipient can accessdigital information encapsulated

within the digital container through a virtual machine usingthe control setencodedin

the virtual machine. In general,architecturesbasedon external repositoriesfacilitate

accessto the information by a singlerecipient from multiple computers.
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Figure 5.7: Fixed Control Architecture with External Repository (FC2)

Embedded Control Architecture w/ MessagePush (EC1)

In the embedded control architecture with message-push(EC1), the control set is

embeddedin the digital information and always comeswith the digital information

within its digital container. The distributed digital information will be controlled

basedonly on the pre-set accessrights and usagerules on the digital information.

Becausethere is no external control center function, the distributor cannot change

the control set of the distributed digital information. In this and all subsequent

architectures, the control set applied to the digital container may be in addition to a

¯xed control set in the virtual machine.

After a recipient has received a digital container, he or she can accessthe digital

information without any network connection, if he or she has proper accessrights.

This meansthat there is no additional accesscontrol (i.e. changingaccessrights after

dissemination)for the distributed digital information. In addition, there can be only

pre-set revocation. In other words, there is no revocation function available, which

can be applied after distribution of the digital container.
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Figure 5.8: EmbeddedControl Architecture with MessagePush (EC1)

In this architecture the control setcanprevent storageof cleartext digital information

on the recipient's non-volatile storage.Storageof the digital container by the recipient

would be required for future access.However, the control set can prevent someone

elsefrom opening the digital container if it is re-disseminatedto them.

Embedded Control Architecture w/ External Repository (EC2)

The embeddedcontrol architecture with external repository (EC2) alsohasfundamen-

tally the samefeaturesas EC1, except for its distribution style. In this architecture,

digital information is encapsulatedwithin a digital container and sent to the external

repository server. In addition to the controls that canbe imposedin EC1, in this case

the control set can further prevent the recipient from storing the digital container on

the recipient's non-volatile storage. If the encapsulateddigital container cannot be

locally stored then this architecture enablesthe distributors to revoke a previously

granted access.
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Figure 5.9: EmbeddedControl Architecture with External Repository (EC2)

External Control Architecture w/ MessagePush (XC1)

In the external control architecture with messagepush (XC1), digital information is

freely available in the form of digital container, but only thosewho have valid access

rights can open the digital information in it. The recipient gets accessrights by

connectingto the control center. Theseaccessrights can be encapsulatedin a digital

container with or without the original digital information. This meansthat access

rights canbe distributed independently and that accessrights canbe encapsulatedin

a digital container with other digital contents that arenot related to the accessrights.

In this architecture, distributors can control and managerecipients' accessrights on

the digital information, including causingthe revocation of previouslygranted rights.

Both sendersand recipients must trust the control center.

There are two options basedon the usagerule information. In ¯rst case,every time

a recipient wants to open an item of distributed information, he or shemust access

the control center. In secondcase,the recipient doesnot have to accessthe control

center every time, but he or sheshouldaccessthe control center from time to time to
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Figure 5.10: External Control Architecture with MessagePush (XC1)

get the proper usagerights, basedon the usagerights policy. The recipient may have

to accessthe control center basedon the usagetime, the number of access,or ¯xed

time period. In latter case,there can be a one-time only connectionto the control

center if the recipient receivesan unlimited (no expiration) set of accessrights that

do not require any further connection. The distributors should decidevery carefully

beforedistributing any control set that doesnot require any further connection,lest

they forfeit their power to revoke access.

External Control Architecture w/ External Repository (XC2)

The external control architecture with external repository (XC2) has primarily the

samecharacteristics as XC1 except that it includes an external repository. Encap-

sulated digital information is stored at the external repository for distribution. The

information may or may not be freely available. This architecture can provide sepa-

ration of content and accessrights. This architecture may have four possibleoptions
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basedon the usagerule information. Note that there are two digital containers in this

architecture. In referenceto Figure 5.11, the digital container at the top carries the

digital information, whereasthe one at the bottom only carries a control set. Each

of thesedigital containers may or may not be storableby the recipient. This givesus

four combinations as follows.

In ¯rst case,both the encapsulateddigital information and the encapsulatedcontrol

set can be stored on a recipient's local storagedevice. In this case,a recipient does

not have to connect to either an external repository or a control center every time

he or shewants to accessthe digital information. The recipient may have to connect

to the control center from time to time to renew the control set (as explained in

XC1). Alternately, only a one-time connectionto the control center is required for

the recipient to accessthe digital information thereafter.

In the secondcase,a digital container that includesdigital information is freely avail-

able, but the control set digital container cannot be locally stored. In this case,a

recipient can save the encapsulateddigital information in local storageand doesnot

have to download it every time he or shewants to accessit. However, the recipient

must always connect to the control center to get the control set that is required to

accessthe information. This casecan be very useful when the size of the digital

information is large.

In the third case,the encapsulateddigital information cannot be locally stored, but

the encapsulatedcontrol set can be stored. Finally, in the fourth caseneither dig-

ital container is locally storable. These last two casesallow greater control over

information dissemination. For example, the digital information can be completely

withdrawn.
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Figure 5.11: External Control Architecture with External Repository (XC2)

5.5 Related Mec hanisms

Mechanismsare setsof technologiesthat support the solution architectures. Imple-

mentation of each of the architectures may require a di®erent mix of mechanisms. In

this sectionI present a list of mechanismsthat are potentially useful in achieving the

security objectivesand goals. Use-control mechanismscannot be applied to NC1 and

NC2 architectures. Cryptographic techniques for securetransmissionand integrity

protection are not included here,but would be usedas appropriate.

5.5.1 Watermarking Mec hanisms

Digital watermark, or ¯ngerprint is usedto mark the identit y of the objects (digital

information) with information such as the author's name, recipient's name, distri-

bution date, or usagerights. This is done to identify , rather than to protect the

digital information from unauthorizedaccess.Digital watermarking can thus provide

a tracking capability to illicit distribution of digital information [KK00, Zha97]. In
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usagecontrol, digital watermarking technologiesare required to enable tracking of

disseminateddigital information. The detailed description of the characteristics of

digital watermarking technologiesand linguistic techniques are out of the scope of

this thesis. Watermarking mechanismscan be implemented into all of the security

solution architectures presented in this chapter.

Digital information can be in several formats such as text, image, audio, and video

format. Watermarking technologiesare dependent mainly on the type of digital in-

formation where the watermarks are to be stored. Each of image,video, audio, and

text content needsdi®erent watermarking technologies.

The sizerangeof digital information can vary widely, but the sizeneedsto be large

enoughto facilitate watermarking. If this cannotbeguaranteed,paddingtechnologies

may be needed.This issueis important becauseif the typical sizeof a type of digital

information is too small (for example,small text email messages),there might not be

any meansto store watermarks in it, and then we cannot implement watermarking

technology in our security solutions. The sizeof digital information also in°uences

the security architectures. If the sizeof digital information is too big, downloading

may not be a good way to accessthe digital information.

For tracking purposeespecially, each copy of the originally disseminateddigital infor-

mation needsuniquewatermarking information (a \¯ngerprin t") soasto identify the

sender'sand receiver's identities. Embedding di®erent watermarking information in

each copy of the originally disseminateddigital content, however, is not yet realistic

for casesof massdissemination[Dwo99].

5.5.2 Use-Con trol Technologies

The Use-Control mechanism is originally based on the superdistribution concept.

Superdistribution is a conceptthat electronicinformation is availablefreely, but access
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to the information is controlled. In the use-control mechanism,digital information is

encapsulatedinto a cryptographically protected electronic container called a Digital

Container. This encapsulateddigital information is only accessibleby using special

application software called a Virtual Machine, with approved accessrights that are

stored in a Control Set. This mechanism can be applied to all architectures except

NC1, NC2.

Virtual Machineson recipients' computers

In the DVD industry, to prevent illicit copying and distributions, several security

features have been developed (e.g. regional restriction, copy control restriction).

Thesefeaturesare embeddedin DVD players. Each DVD title is burned with one

or more security con¯gurations basedon these features. Becauseof these security

features, a DVD title can only be played or copied within its allowed restriction

boundary.

Similarly, we can use a secureand tamper-resistant virtual machine on top of a

vulnerable computing environment such as PCs. So,digital information can be only

accessiblewithin the virtual machine. By usinga virtual machine, we can restrict the

accessprivileges. For instance,we can disablethe print function, save function, and

save-asfunction within the virtual machine. Virtual machine mechanismsthat reside

on recipient's computer can be implemented in all architectures exceptNC1, NC2.

Digital Container

The digital container [SBW95, Kap96] is a key feature of use-control technologies.

A digital container is a tamper resistant electronicenvelope that is designedto pro-

tect digital information and to control usageby wrapping it up with cryptographic

mechanisms. A digital container can contain digital information and control sets. A

control set is a collection of usagerules and rights information. Control setscan be
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encapsulatedin a digital container with or without digital information. When a re-

cipient tries to accessdigital information, a virtual machine in the recipient's system

will check the control set to verify that the recipient has the adequateusagerights.

Control Center

In general,a control center exists for controlling and managingthe accessrights, us-

age rules, and even usagehistory. A control center holds security policies (control

sets) that govern usageof digital information and a databaseof sendersand recipi-

ents. Generally, the purposeof the control center is to provide accessrights on digital

container to authorized users,souserscan accessthe digital information. To achieve

this, client application software (the virtual machine) will check the control set in a

digital container or virtual machine, and if necessary, it will communicate with the

control center for additional information such asgranting accessrights to certain dig-

ital information. In the commercialworld, the control center can be also responsible

for payment functions, accessto the digital information canbegranted/revokedbased

on payment.

5.6 Discussion

In this chapter I have identi¯ed several possiblesecurity architectures for controlling

the disseminationof digital information and tracking its re-dissemination,alongwith

somerequired or related mechanismsto enforcethe security architectures. In this

sectionI analyzethesearchitectures and give the ¯ndings of the study.

5.6.1 Solution Approac hes

This chapter hasfocusedon two major security objectives: controlling dissemination

of digital information and tracking its re-dissemination. The fundamental ideas of
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Figure 5.12: Security Attacks and Protections

thesesecurity objectivesare as follows.

In a security perspective, therecanbetwo typesof attacks: identi¯ed attacks (known)

and unidenti¯ed attacks (unknown). Figure 5.12shows a logical diagram for security

attacks and protections. By implementing use-control mechanisms in our security

architectures,UCON architecturescanprotect digital information from theseattacks.

thesesolution architectures with use-control mechanismscan protect known attacks

and someunknown attacks. However, asshown in Figure 5.12,there canstill be some

other unknown attacks. Theseattacks are likely to break through the architectures

and thus accessthe digital information. If this cannot be avoided, there should be

well-de¯ned methods to trace the attackers(and hencethe watermarking techniques).

Security architectureswith use-control mechanismsdo not have any tracking features

per se. However, in addition to use-control, by implementing watermarking mech-

anismsinto the security architectures, we can achieve reasonabletracking methods.

In Figure 5.12, the gray arrow shows tracking action using watermarking technolo-
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gies. However, current watermarking technologiesarestill prematureto guaranteethe

tracking of disseminationand re-disseminationof digital information. If the attack-

ers have tampered the watermarked digital documents, the likelihood of successful

tracking of watermarked information will be signi¯cantly reduced. The dashedline

in Figure 5.12shows thoseattacks that subvert watermark tracking.

In this chapter, I have de¯ned security architectures, which can include use-control

mechanismsfor protection of disseminateddigital information (security ¯lter 1), and

alsowhich canincludewatermarking mechanismsfor tracking methods (security ¯lter

2). Also, I have identi¯ed related mechanisms that can be implemented into the

security architectures.

5.6.2 Characteristics of Securit y Arc hitectures

I have proposedeight security architectures for UCON disseminationarchitecture.

Thesesecurity architectures have di®erent characteristics. Thesecharacteristicsare

important featuresfor choiceof a security solution in a particular context. Table 5.1

showssecurity and functional characteristicsof the security architectures. Thesechar-

acteristics can be merits, demerits, limitations, or requirements of the architectures,

depending on the environment in which the architectures are deployed.

5.6.3 Av ailable COTS Solutions for the Arc hitectures

Table 5.2 shows the currently available COTS solutions which belong to one of the

UCON security architectures.

For Example, Adobe PDF Merchant and Acrobat Reader (v4.05) with Web Buy

plug-in belongto the ¯rst caseof XC2. PDF Merchant generatesa cryptographically

encapsulatedPDF ¯le and a Voucher ¯le. The encapsulatedPDF only canbeaccessed

through WebBuy plug-in. Acrobat Readerwith WebBuy is Virtual Machine (VM) in
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Table 5.1: Characteristicsof Architectures

 


 
 Characteristics
 

N

C

1
 


N

C

2
 


F

C

1
 


F

C

2
 


E

C

1
 


E

C

2
 


X

C

1
 


X

C

2
 


C1
 
 Disseminator can control access and usage of 

disseminated digital information
 
  
  
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 


C2
 
 Disseminator can change recipients’ access rights 

after dissemination
 
  
  
  
  
  
 Y
 
 Y
 
 Y
 


C3
 

Re
-
disseminated digit
al information can be 

protected
 
  
  
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 


C4
 
 Special client software (virtual machine) is 

vulnerable to attacks
 
  
  
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 


C5
 
 Tracking re
-
disseminated digital information is 

possible
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 


C6
 
 Disseminated digital container is reusable f
or other 

recipients by re
-
dissemination 
 
  
  
  
  
  
  
 Y
 
 Y
 


C7
 
 Digital information does not have to be on 

recipient’s storage 
 
  
 Y
 
  
 Y
 
  
 Y
 
  
 Y
 


C8
 
 Digital information can be accessible from any 

machine if it is connected to network 
 
  
 Y
 
  
 Y
 
  
 Y
 
  
 Y
 


C9
 
 Recipient should ca
rry digital information to access 

it from multiple machines
 
 Y
 
  
 Y
 
  
 Y
 
  
 Y
 
  


C10
 
 Special client software (virtual machine) is required
 
  
  
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 
 Y
 


C11
 
 In case of large digital information, download time 

can be significantly costly
 


 
 Y
 
  
 Y
 
  
 Y
 
  
 Y
 


C12
 
 Every acc
ess to digital information requires 

network connection. 
 
  
  
  
  
  
  
  
  


C13
 
 The architecture can be supported without network 

connection
 
 Y
 
  
 Y
 
  
 Y
 
  
  
  


C14
 
 Control center trusted by both distributors and 

recipients is mandatory 
 
  
  
  
  
  
  
 Y
 
 Y
 


Note: C1 ~ C5: Security c
haracteristics, C6 ~ C14: Functional characteristics
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Table 5.2: Architecture of COTS Solutions

Solution
 
 Organization
 

N
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1
 


N

C

2
 


F

C

1
 


F

C

2
 


E

C

1
 


E

C

2
 


X

C

1
 


X

C

2
 


PDF Merchant 

& WebBuy
 


Adobe
 
  
  
  
  
  
  
  
 X
 


PageVault
 
 Authentica
 
  
  
  
  
  
  
 X
 
  

SoftSEAL
 
 Breaker Technologies
 
  
  
  
  
  
  
  
 X
 

Confidential 

Courier
 


Digital Delivery, Inc.
 
  
  
  
  
 X
 
  
  
  


DocSPACE
 
 DocSPACE Co.
 
  
 X
 
  
  
  
  
  
  


CIPRES
S
 
 Fraunhofer Institute for Computer 

Graphics & Mitsubishi Co.
 
  
  
  
  
  
  
  
 X
 


Cryptolope
 
 IBM
 
  
  
  
  
  
  
 X
 
  

InTether
 
 Infraworks Co.
 
  
  
  
  
 X
 
  
  
  

InterTrust
 
 InterTrust Technologies Co.
 
  
  
  
  
  
  
 X
 
  

RightMarket
 
 RightMarket.com Inc.
 
  
  
  
  
  
  
 X
 
  


 


UCON security architectures. Voucher ¯le is Control Set (CS) in the architectures. It

grants the right to accessthe PDF. Both ¯les canbestoredat local storage.Therefore

there is no network connectionrequired every time recipients want to accessdigital

content. It alsoprovidesan option for binding content to CPU ID, storagedeviceID,

network ID, e-mail address,or time, so the recipients only can accesswithin certain

environments such as a speci¯c hardware or time period.

Someof the architectures have not beenusedin any COTS solution becauseof their

di®erent security characteristicsand functional characteristics.

5.7 Summary

In this chapter, I have ¯rst identi¯ed the scope of UCON architectures that is cov-

eredhere. Then I have identi¯ed eight security architectures for usagecontrol. Each

architecture's main characteristics, merits, and demerits also have been discussed.
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I also described somerelated mechanisms such as watermarking technologies,and

use-control technologiesthat can be implemented in thesesecurity architectures. In

addition, I have related thesesecurity architectures to COTS solutions to show com-

mercial availabilit y of the security architectures.

The study performed in this chapter is the ¯rst systematic study of this topic. In

particular, the architectures I have identi¯ed have not been previously de¯ned in

this manner in the literature. Nevertheless,this architectural approach is fundamen-

tally a starting point for the study of UCON architectures. It provides the basisfor

future research and development for UCON architecture. Further research on the

architectures and mechanismswill lead to practical solutions for usagecontrol.



Chapter 6

UCON APPLICA TIONS

So far, I have discussedUCON coremodelsand security architectures. This chapter

discussestwo applications basedon these core models and architectures. However

the casestudiesdiscussedin this chapter would require further studies for practical

applications. This chapter only presents somepotential approachesthat are likely to

provide valuable directions for further extensions. One that will be crucial for the

successof usagecontrol is the management issueof UCON that dealswith adminis-

trativ e aspectsof provider and identi¯ee subject parties as well as consumersubject

and their relationships. Another important issueis how to control re-dissemination

of disseminateddigital objects. To addressthis issue, I borrow one of traditional

accesscontrol policy called originator control also known as ORCON and show how

ORCON can be usedin UCON for re-disseminationcontrol.

6.1 UCON Managemen t and Examples

This section consistsof three subsections. First administrative UCON is discussed

that includesprovider subject and identi¯ee subject parties aswell asconsumersub-

ject party. Then two examplesfor privacy sensitive and privacy non-sensitive cases

arepresented. Privacy sensitive exampleincludesall three subject sideswhile privacy

non-sensitive caseincludesonly provider and consumersubject parties.
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Figure 6.1: Administrativ e UCON Triangle

6.1.1 Administrativ e UCON

In the ABC model, I have mainly focusedon usagesof consumersubjects on objects

while ignoring provider and identi¯ee subjects. In this section I assumethat usage

rules such as authorization, obligation, and condition rules are already provided. As

mentioned earlier, in UCON, subjects can be either consumer,provider, or identi-

¯ee. Each subject party has closerelationships with other parties. One party may

in°uence other parties' usagedecisions.Each party holds its own rights on objects.

Exercising rights on an object may require certain obligations that have to be ful-

¯lled before,during or after the rights are exercised.Ful¯llmen t of theseobligations

may create other objects (called derivative objects) that have to be protected and

controlled from usages.This seriesof relationships has to be resolved seamlesslyin

UCON asan administrative issue.Here, I discusssomefundamental issuesof UCON

administration brie°y. I believe that the further work on administrative UCON is

crucial for the successof usagecontrol.
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Figure 6.1 shows an administrative triangle for usagecontrol decisions.Here, a con-

sumer subject is an end-userwho is the last bene¯ciary of an object content in a

supply chain. If allowed by a provider, a consumercan hand over the object to an-

other consumerand can control usageof the new consumer.In this case,the original

consumerbecomesa provider of the object to new consumer.Note that this is di®er-

ent from that a consumerpassesan object or a copy of an object to anotherconsumer

on behalf of the previousprovider of the object while the previousprovider controls

usageof the disseminatedobject. Normally, a consumer'susageon an object is likely

to be controlled by a singleprovider. Although there can be multiple providers who

actually provide sameobject copiesto a consumer,these copiesare consideredas

separateobjects and may have di®erent control policies. If a provider is not an origi-

nator of an object, the provider's abilit y to control consumers'susageson the object

is likely to be limited by another provider. If an object o1 includesother objects o2

and o3, a provider subject s1 of o1 is consideredasa consumerof the included objects

o2 and o3 and the o1 as a separateobject. In this case,s1's abilit y on usagesof o1 is

also limited by the providers of o2 and o3. In Figure 6.1, this chain of usagecontrols

is denotedas `serialusagecontrol'. Unlike provider subjects, there exists no control

chain of identi¯ee subjects. Identi¯ee subjects are subjects whoseindividually identi-

¯able information is includedwithin an object, thereforehold certain rights to control

usageson the object. Credit card information or DNA information aresomeof the ex-

amplesof individually identi¯able information. The usagesof an object that includes

theseprivacy-relatedinformation of multiple subjects are controlled by the identi¯ee

subjects. Such multiple controls on usagesare denoted as `parallel usagecontrol'.

In general, identi¯ee subjects are likely to limit provider's usageson the object to

control consumer'susages(dotted arrows) on their privacy-relatedinformation.

As a summary, UCON has to be viewed as a comprehensive approach to protecting
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and controlling usagesof three subject parties and their relationshipsand in°uences

on each other. In today's dynamic, distributed digital environment, traditional one-

way control no longerprovidesadequatetrustworthiness. Eventually, unlike previous

one-way (from provider to consumer)approaches,control decisionof UCON hasto be

multi-directional for mutual controls andprivacyprotections. I believetheseissuesare

no longer just technical matters. Businesscommitment and legal and social support

are alsocrucial for the successof usagecontrol.

6.1.2 DRM and Healthcare Applications in UCON Administration

By distinguishing subject parties, UCON emphasizesrelationshipsbetweensubjects

and objects and betweensubjects themselves. This distinction is shown in ¯gure 6.2

and 6.3. Figure 6.2 is a UCON diagram for privacy non-sensitive objects and Figure

6.3 is for privacy sensitive objects. The UCON model for privacy sensitive objects

includesan additional subject called identi¯ee and relevant rights. Figure 6.2 and 6.3

are basedon the following legend.

PNO: Privacy Non-sensitive Object

PSO: Privacy Sensitive Object

Cx: Consumerx

Px: Provider x

Ix: Identi¯ee x

yR: y Rights

yA: y Authorization

yC: y Condition

yB: y oBligation
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wherex = f xjR; A; C; Bg; y = f yjC; P; I g

I will use two examplesand demonstrate how UCON models can be applied for

privacy non-sensitive and privacy sensitive digital information. One simple example

is a popular MP3 music ¯le distribution. This examplecan be explainedwith Figure

6.2 that has provider and consumersubjects sides. Supposea music composer(say

Bob) wants to sell his new songthrough a distributor, and a buyer (say Alice) wants

to buy the songfrom the distributor. In caseof the relations betweenBob and the

distributor, Bob will bea provider subject (PS) and the distributor will bea consumer

subject (CS). Bob will have certain provider rights (PR) that are agreedat the time

of a contract with the distributor. The distributor will have rights (CR) to distribute

the MP3 song(PNO) and get certain pro¯ts from the sales.Likewise,in caseof Alice

and the distributor, Alice will be a consumersubject and the distributor will be a

provider subject. Then Alice hasrights (CR) such asplay right for the songand the

distributor will have rights (PR) such as copy and disseminaterights on the object.

In this case,Alice may be required to pay ahead(CA) to obtain a play right but only

on a speci¯c player (CC) which is selectedby her. In addition, shemay have to agree

on submissionof her usagelog report to the provider (CB). On the other hand, the

distributor can have rights to collect consumers'usagelog information. This shows

that in UCON system,a consumer'sobligation is likely to be a provider's right and

vice versa.

One good examplefor the control of privacy sensitive objects might be a healthcare

system. We considera healthcaresystemcalledPCASSOto demonstratethe UCON

model for privacy sensitive objects. The PCASSO project was developed by UC

San Diego and SAIC under the support of NIH [BBB97]. The main purpose of

the project is to develop a healthcaresystem that provides secureaccessto highly
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Figure 6.2: Two Sidesof UCON Model for Privacy Non-sensitive Objects

sensitivepatient information over Internet. Accesscontrol of PCASSOmainly utilizes

labels and roles. Patient recordsare labeled with one of 5 security levels including

Low, Standard, Deniable, Guardian Deniable, and Patient Deniable. As a provider

subject, the primary careprovider providespatient medicalrecord(PSO). In addition,

the primary careprovider decidessecurity level of patient medical information. Care

providers (primary, emergencyor others), guardians, researchers, and even patients

can be consumersubjects. In PCASSO, the patient role can be either a consumer

subject or an identi¯ee subject. As a consumersubject, a patient canreadhis medical

record if it is not patient deniable. As an identi¯ee subject, the patient can review

(IR) accesslog information on his record. Note that the patient doesn't have rights

to decideuseand disclosureof his medical information in PCASSO.

According to recent regulation called the Privacy Rule from the US Department of

Health and Human Services(HHS), healthcareproviders such as doctors and hospi-

tals are required to obtain a patient's written consent beforeusing or disclosingthe

patient's personalhealthcareinformation to carry out treatment, payment, or health-

careoperations (TPO) [hhs02]. To useor disclosethe patient's medical information

for other reasonsthan TPO, healthcareproviders are required to obtain written au-

thorization documents. In Privacy Rule, authorization is more detailed and speci¯c

than consent. In PCASSO,neither consent nor authorization is included in the sys-
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Figure 6.3: Three Sidesof UCON Model for Privacy Sensitive Objects

tem. Moreover, usageand disclosureof patient medical information is entirely up

to a primary care provider. For better control of all parties on patients' healthcare

information and for better privacy protection, theseconsent and authorization should

be part of identi¯ee rights in UCON model. Also, it shouldbe the patient who holds

those identi¯ee rights.

6.1.3 Reverse UCON

As mentioned above, obtaining or exercisingusagerights on a digital object may

createanotherdigital information object (derivative object) which alsoneedscontrols

for its accessand usage.Someexamplesarepayment information, usagelog, etc. The

usagecontrol on thesederivative objects is reversedin its control direction in such

a way that the provider subject becomesthe consumersubject and vice versa. This

reversedusagecontrol is calledreverseUCON and the rights arecalledreverserights.

Furthermore, obtaining or exercisingthe reverserights on these derivative objects
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Figure 6.4: An Example of ReverseUCON

may also create other derivative objects and reverse(more correctly inverse) rights

on it.

Figure 6.4 shows an exampleof reverseUCON. Somecomponents are omitted in this

diagram for the sake of simplicity. SupposeAlice wants to listen to a MP3 music

¯le. To obtain play rights, she as a consumersubject (CS) may have to agreeon

payment-per-play (OB: obligation) and provide credit card information. Upon her

exerciseof the play rights, shehas to report her usagelog on the MP3 ¯le (OB). In

UCON, this payment information and log information are alsoconsideredas objects

(derivative objects) and aspart of UCON model. Now Alice becomesboth a provider

subject (PS) and an identi¯ee subject (IS) of the log/payment information and may

hold certain rights (PR and IR) on them such as the right that she can delete her

ID from log information. The distributor may have rights to collect log information

either by putting an obligation on consumerrights or by giving consumerrights to

get somestorecredits on log reports. If Alice hasrights to get somestorecredit based

on her play time, then it is now distributor's obligation asa provider subject to issue
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certain credit to Alice.

Control and protection of rights and usageof rights on the derivative objects have

been hardly recognizedor discussedin information security literature. In UCON,

reverseUCON can be viewed as part of the UCON model and is not di®erent from

ordinary UCON in its model speci¯cations. In general,derivative objects are likely

to include privacy-related information. Adequate controls on derivative objects will

be crucial for better privacy treatment. By handling derivative objects in UCON

system,at least security and privacy issuescan be discussedsystematically within a

commonframework.

UCON systemsare likely to be implemented and managedunder the control of one

of three subject sides: consumer,provider or identi¯ee. This implies it's hard to

guarantee availabilit y of adequate control mechanisms implemented for the other

two sideson the rights and usageof rights. There can be also a third party who

develops/managesUCON systemon behalf of all of PS, CS and IS sides.Therefore,

to make a soundreverseUCON systemavailable, there should be either a voluntary

commitment from a development/management group or legal enforcement. In its

implementation, UCON systemmay have to include following mechanismsfor reverse

UCON.

² To provide abilit y to review detail of derivative objects which are going to be

created.

² To provide abilit y to refusecreation of derivative objects (the consumermay

have to give up or reduceexercisingoriginal rights).

² To provide abilit y to restrict reverseusageby blocking certain part of derivative

objects (i.e., identit y) or by allowing only aggregatedinformation of individual

objects.
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² To provide abilit y to monitor reverseusageon derivativeobjects (this may cause

another round of reverseUCON).

6.2 Originator Con trol in UCON

One of the key concernsof UCON is how to control re-disseminationof disseminated

digital objects. Originator Control (ORCON) is an accesscontrol policy that requires

recipients to gain originator's approval for re-disseminationof an originally dissemi-

nated digital object or a newdigital object that includesoriginally distributed digital

objects.

UCON is a relatively newapproach for next generationinformation security solutions,

while ORCON hasbeendiscussedfor morethan a decade.Nevertheless,ORCON and

UCON arealike in many aspects. In ORCON's perspective,by usingUCON technolo-

gies,ORCON policiescan be enforcedin more versatile and °exible ways compared

to the traditional ORCON solutions becauseblending ORCON with UCON enables

control of dissemination and re-disseminationoutside of a closed system environ-

ment where central control authority such as a referencemonitor is not available.

In UCON's perspective, ORCON is a \m ust have" policy becauseORCON policy

is one of the genericaccesscontrol policies that are applicable to UCON solutions.

Unlike other accesscontrol policieslike RBAC, MAC and DAC, ORCON is naturally

applicable for both payment-free and payment-baseddisseminationcontrol.

Regardlessof this tight relationship, ORCON has not been examined carefully in

current DRM solutionsbecauseof the lack of immediatecommercialinterest. I believe

investigating UCON with ORCON policy in mind can provide a promising way to

control and managedigital information disseminationnot only for non-commercial,

payment-free environment such asthe intelligencecommunity or the commercialB2B

environment, but also for commercial,payment-baseddissemination.
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Next two sectionsexplain UCON and ORCON technologiesbrie°y. Then, I de¯ne

licenseand ticket conceptswhich arekeyelements in the UCON solution to implement

ORCON policies. Then, I demonstratehow ORCON in UCON solutions can extend

traditional ORCON to control even outside of the local control domain area and

identify variations of ORCON policy enforcement in UCON solutionsby using license

and ticket. Finally, I relate somerecent DRM works of other authors to our ORCON

in UCON solutions.

6.2.1 Originator Con trol (OR CON)

In the spectrum of traditional accesscontrol policies, Mandatory Accesscontrol

(MA C) and Discretionary AccessControl (DAC) are at opposite extremes.Between

MAC and DAC endsof the spectrum, there are areaswhereneither MAC nor DAC

are applicable. ORCON is oneof the accesscontrol policiesthat belongto this mid-

dle ground. ORCON is similar to MAC in that accessrestrictions on original objects

are propagatedto derived objects. However, ORCON is di®erent from MAC in that

policiesare modi¯able on a subject/ob ject basis,while in MAC policiesare uniform

acrossall subjects and objects. Also, ORCON is similar to DAC in that policiesare

changeableby the original owner or originator of the object. However, ORCON is dif-

ferent from DAC in that control privilegeson an object canbe modi¯able only by the

originator of the object, while in DAC the owner (recipient) of a derived object can

often alsochangecontrol privilegeson the object or on copiesof the object. In some

sense,DAC can be viewed a special caseof ORCON where the originator delegates

all the rights to recipients.

In the paper world, ORCON is one of the control markings for restriction of docu-

ment distribution de¯ned by the Director of Central Intelligence Directive (DCID)

1/7 [dci81]. A document marked ORCON can only be distributed with the approval
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of the originator of the document. Traditional ORCON solutions [AHK + 91, Gra89,

MMN90, San92] try to automate the paper world's originator controlled dissemi-

nation policies. In the proposedsolutions, ORCON policies typically utilize some

form of non-discretionary accesscontrol list [Abr93]. The implementation of this

non-discretionaryaccesscontrol list, however, limits the abilit y to enforceORCON

policiesto a closedcontrol environment.

Traditional ORCON solutionsare focusedon the enforcement of ORCON accesscon-

trol policieswithin a control domain. A control domain implies a systemenvironment

that facilitates a central meansto control accessof any subject within the domain

to digital information objects. Thesesolutions have tried to enforceaccesscontrol

policiesin a centrally controlled manner. They normally set centrally controlled poli-

ciesfor a whole domain and all of the usershave to behave within the boundariesof

the policies. Thesesolutions may run on either mainframe systemsor client-server

systems.

Figure 6.5illustrates the structure of a traditional ORCON solution. In this schematic,

the originator createsa digital object marked with \OR CON" and makesit available

to subject A by setting appropriate accesscontrol policies that are tied to a subject

and object relationship. If subject A wants to allow subject B to accessthe received

digital object, the control authority (which is e®ectively a referencemonitor) must

check if subject B's accessto the object is allowed or not by the non-discretionary

accesscontrol lists. In this way, the originator can always control recipient accessto

the distributed digital object.

6.2.2 OR CON in UCON

UCON is di®erent from accesscontrol policies. The usagerights of UCON are more

versatileand ¯ner-grained than privilegesof traditional accesscontrol policies. UCON
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Figure 6.5: Traditional ORCON Solutions

can be viewed as a broader concept than accesscontrol. UCON solution includes

various kinds of accesscontrol policies. ORCON is one of the most tightly related

accesscontrol policies to UCON solutions. ORCON and UCON are similar in their

goals. Both focus on original distributor's controls on the usageof distributed digi-

tal objects. While UCON dealswith delegationof control privilege and controlling

re-disseminationof digital objects, ORCON considersonly re-disseminationof dis-

tributed digital information objects. In UCON, we can implement other accesscon-

trol policiessuch asMAC, DAC and RBAC. In practice, the re-disseminationcontrol

of ORCON policiescan be enforcedby allowing accessto the digital object with the

originator's direct or indirect approval. In UCON, ORCON policiescan be achieved

in di®erent ways by usinglicensesand tickets. In the next subsections,I de¯ne license

and ticket conceptsand demonstratehow ORCON in UCON can support control of

digital information re-disseminations.

Licenseand Ticket

License and ticket are used for propagation of usage rights such as read, print,

dissemination/re-disseminationrights, etc. They are key conceptsneededto im-
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plement ORCON policies in the UCON solution. Commercial DRM solutions also

usesomeform of licenseor even tickets. However, most of thesesolutions have used

them for payment-based disseminationand usage. There are few, if any, solutions

for payment-free disseminationwhere payment does not matter and accesscontrol

policies are resolved. In payment-free dissemination,authorization requirescertain

accesscontrol policiessuch as MAC, DAC, RBAC or ORCON. By using licenseand

ticket, we can enforceORCON policiesfor digital information dissemination.

A licenseis a digitally signedcerti¯cate that includesall the usagerights information

of quali¯ed recipients on speci¯ed digital objects and allows the user accessto the

digital objects through a Virtual Machine. Only userswith a quali¯ed licenseare

allowed to accessdigital objects. With ORCON in UCON, a licensehasto be issued

by either the originator of a digital object or third parties approved by the originator.

A licensemay or may not include a license-issuingprivilege (LIP). If LIP is included

in a licenseissuedby the originator, the recipient of this primary licensecan issuea

secondarylicenseto a licenserequesterwithout consulting the originator about the

request.

A ticket is a specializedlicensethat is usedeither to delegateLIP or to provide the

information from wherethe requestercanobtain a license.A ticket may be usedonly

for a limited number of times or for a limited time period and marked to be void after

use. In this section I de¯ne two di®erent kinds of tickets: License-Granting Ticket

(LGT) and License-RequestingTicket (LRT). The issuerof the LGT is the originator

of the requesteddigital object (or recipients who are quali¯ed as issuersof the LGT

by the originator), while the issuerof the LRT is the original requestee(that is, the

subject to whom the licenserequestormakesits original request). Both the LGT and

the LRT may include ticket issuer,ticket recipient, licenseissuerand licenserecipient

information.
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A LGT always include LIP. A LGT may also include usagerights information, so

it can be used when a licenseis issuedto original requesters. By issuing a LGT,

the issuer(including the originator) canallow third parties to issuelicensesto further

availabilit y of the digital object on behalf of the originator or the previousissuer. LIP

can optionally exist in a license.If a licenseincludesLIP, re-disseminationis possible

only to pre-de¯ned quali¯ers. However, with a LGT, approval can be reviewed case-

by-caseupon each licenserequestand the distribution can be monitored. A license

with LIP and a LGT can coexist, but cannot be usedfor the samerequestinstance

together.

LRT is a ticket that is issuedby an original requesteeother than originator and

is usedby the requesterto requesta licensefrom the originator to accessa digital

object. The original requesteeis the primary recipient from whom the requestergets

the digital object information and is the subject who is asked for the license.Suppose

the original requesteedoesnot have an appropriate LGT to ful¯ll the request. In this

casethe original requesteecan return a LRT to the requestor,and this LRT can be

usedto requesta licensefrom the originator. The originator will then decideto issue

the licenseby checking whether the licenserequesteris a quali¯ed user and has a

valid LRT.

Binding ORCON and UCON

While traditional ORCON solutions try to control accessto disseminateddigital ob-

jectscentrally , the solutionsof ORCON in UCON try to enforceaccesscontrol policies

for both centralized and de-centralized cases. As mentioned previously, traditional

ORCON solutionscanenforceaccesscontrol policieswithin the closedcontrol domain

environment. However, by using the conceptof licenseand ticket, ORCON in UCON

can go further and enforceaccesscontrol policiesoutside the control domain area.
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Figure 6.6: An Example of ORCON with UCON

Figure 6.6showsan exampleof ORCON in UCON and demonstrateshow ORCON in

UCON solutionscanenforceaccesscontrol policiesoutsideof the local control domain.

Here, each recipient belongsto di®erent control domains. The gray areas(origina-

tor's control domain and recipients' virtual machine) indicate the control areasof

an originator on disseminateddigital objects. Control mechanismsfor dissemination

and re-disseminationof the originator's digital object within the originator's control

domain are exactly the sameas thosefor the open control environment. In ORCON

in UCON solution (for both the closedand open control environments), accessto

the disseminateddigital objects can be done only through the virtual machine. In

Figure 6.6, the digital object is available to Subject A either directly or indirectly.

The key is that Subject A needsa licenseto accessthe received digital information

object. In this particular example,Subject A getsa LGT from the originator so she

can issuea licenseto Subject B.
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6.2.3 Variations of OR CON in UCON

In UCON, ORCON canbeaccomplishedin variousways. In the following subsections,

I identify di®erent kinds of architectural approaches by incorporating the concepts

of licenseand ticket in di®erent ways. However, I am not trying to analyze every

aspect of each variation. Rather, I am trying to demonstratedi®erent approaches

by introducing di®erent usesof licensesand tickets. The purposeor bene¯t of this

distinction is not to show which oneis better than othersbut to demonstratepossible

approachesbasedon message(e.g., usagerights requests,rights approval and rights

delegationinformation) °ows, sothat the approachescan be consideredand included

in UCON solutions to deal with various situations. In somecases,for example,an

originator may want to delegatelicense-issuingprivilege to other recipients sofurther

requestscanbehandledby authorizedrecipients without the originator's involvement.

In other cases,if requesterdoes not have originator's contact information, shemay

¯rst have to contact the provider of digital information object. Unlike traditional

ORCON solutions,possessionof both the digital information object and the relevant

licensewith quali¯ed usagerights is required to accessthe object.

In the following ¯gures, note that though the virtual machine is omitted for the

sake of convenience,it is required for every recipient and should be usedto handle

all license/ticket requestsof and license/ticket issuanceto subjects other than the

originator. In addition, the digital object is assumedavailable to requesters(the

digital object may or may not be received directly from the requestee)and is not

explicitly shown. Also, detailed con¯gurations of the originator site are omitted since

there canbe many possibilities. Although LRT canbe usedfor license/LGT requests,

weconsiderthis asa request.The Legendshown in Figure 6.7pertains to other ¯gures

in this section.



125

    1-x    :  Original dissemination steps


:  LC/Ticket Request


:  LGT/LRT issuing


:  License issuing


    S0     :  Originator


  S1/S2  :  Recipients


    2-x    :  Re-dissemination steps


Figure 6.7: Legendfor ORCON Variation

Re-disseminationwithout Ticket

The originator canapprove recipient re-disseminationof the distributed digital object

without implementing a ticket either by issuing a license directly to the original

requesteror by issuing a licensethat includesLIP. The originator receives requests

either directly or indirectly. In Figure 6.8(a), S0issuesa licensewith LIP to S1(1-2).

If S2requestsa licensefrom S1(2-1), S1issuesa licensewith tacit permissionfrom S0

(2-2) becauseS1hasLIP. This is the only approach in which a licenseshould include

LIP amongour ORCON in UCON solutions. This meansthat the originator delegates

license-issuingprivilege to primary recipients so the recipients can issuelicensesto

third parties without asking originator's authorizations. This may be useful when

the originator wants to distribute its licenseissuingtasks to increaseperformanceor

availabilit y.

In Figure 6.8(b), S1 requestsa license from the originator S0 (1-1) to accessthe

digital object that is originally releasedby S0 and S0 issuesa licensefor the digital

object (1-2). If S2gets the digital object from S1and wants to accessit, S2requests

a licensefrom S1 (2-1) and S1 requestsa licensefor S2 from S0 (2-2). If quali¯ed,

S0 issuesa licensedirectly to S2. This approach can be used in casethe requestee

cannot or doesn't want to issuea licenseor a ticket to the requester. Figure 6.8(c)
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Figure 6.8: Re-disseminationwithout Ticket

is the sameas Figure 6.8(b) except that the licenserequest is submitted directly to

the originator, rather than through S1. The originator responds to every request

directly without any involvement of requesters. In 6.8(b) and 6.8(c), there is no

authorization activit y of recipients. Rather the originator authorizes usagerights

by issuing the licensedirectly to the original requester. However, these latter two

casesprovide the samefunctional e®ectas in re-disseminationunder the originator's

control.
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Re-disseminationwith LGT

A license-granting ticket (LGT) canbeusedto delegatethe license-issuingprivilege to

recipients. In an indirect requestcon¯guration (Figure 6.9(a)), S2 requestsa license

from S1 and S1 requestsa LGT from S0. If quali¯ed, S0 issuesa LGT to S1 so S1

can issuea licenseto S2. The direct request approach (Figure 6.9(b)) is sameas

the indirect requestapproach except that S2 requestsa license(LGT) directly from

S0. As mentioned previously, LGT is di®erent from a licensewith LIP in that a

LGT is issuedupon requestsand can be customizedto each requestwhile a license

is pre-issuedfor future requests.

Re-disseminationwith LRT

Re-disseminationwith LRT, illustrated in Figure 6.10, is similar to re-dissemination

without a ticket with direct request (Figure 6.8(c)) except that it requires a LRT

from the previous recipient (2-1, 2-2) so the LRT can be submitted to S0 with a

direct request for a license from S0 (2-3). For simplicity, It is assumedthat the

original recipient doesnot have to present a LRT to the originator to receive a license
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Figure 6.10: Re-disseminationwith LRT

for his or her own usageon the digital object releasedby originator. Approaches

using the LRT (Figure 6.10,6.11) require two requestsfrom the requesterS2. In this

case,S2'srequestsfor a licenseinclude LRT so S0 may verify S1'sagreement on the

re-dissemination.

Re-disseminationwith LGT and LRT

Re-disseminationwith LGT andLRT, illustrated in Figure 6.11,is likere-dissemination

with LGT with a direct request(Figure 6.9(b)) except that it requiresLRT from the

previous recipient. Thus the LRT can be submitted directly to the originator for a

licenseissuing. Unlike other previous approaches, this approach requiresboth LGT

and LRT to implement ORCON policies. Note that in step 2-2, a LRT is issuedto

S2 and in step 2-4, a LGT is issuedto S1 so that S1 can issuea licenseto S2 (2-5).

In both Figure 6.10and 6.11,S0can verify S1'sagreement on re-disseminationto S2.

Also S2has to placetwo requeststo get a license.

6.2.4 Discussion and Related Work

Currently, literature available on modelsand languagesfor DRM or UCON is scarce.

Most of the work is done in the commercialsector. Somecommerciale®ortsintend
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Figure 6.11: Re-disseminationwith LGT and LRT

to be proprietary and others to be open standards. Thesemodels and languagesfor

DRM have mainly focusedon payment-enabled usagecontrol systems. None of the

solutions has carefully consideredaccesscontrol policies for the environment where

payment is irrelevant. In this section,I relate someof the publishedworksavailable to

the ORCON in UCON solutionsand to the licenseand ticket conceptsdemonstrated

above.

DRM languagesby InterT rust

Gunter et al have developed a very simple mathematical model and languageto

describe licensesfor DRM solutionsbasedon InterTrust's DRM solutions [GWW01].

This mathematical model was developed to de¯ne licenseprecisely in its semantic

meaning. In their modelsand languages,Gunter et al focusedon simpli¯ed payment-

based control. Their models and languagesfail to describe re-disseminationand

delegationcontrol functions. Speci¯cally they do not have any kind of ticket concept.

The only way to enforceORCON policiesis to includea license-issuingprivilegewithin

a license. This meansthat no instant and temporary delegationof re-dissemination

privilege is possibleupon requestfor recipients to re-disseminatethe received digital

information object but only pre-de¯ned(and delivered) re-disseminationrulescan be

used. I believe using the ticket conceptwill improve Gunter et al's model.
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XrML

ContentGuard hasde¯ned XrML as"a languagein XML for describingspeci¯cations

of rights, feesand conditions for using digital contents, together with messagein-

tegrity and entit y authentication within thesespeci¯cations" [Con02]. Historically,

XrML is an extensionof the Xerox "Digital Property Rights Languageversion 2.0

(DPRL)" and has beendeveloped as an open speci¯cation licensedon a royalty-free

basis by ContentGuard. ContentGuard claims the purposeof XrML, for the com-

mercial sector, is to support commercein digital contents (i.e. e-book, digital movie,

games,software, etc.) and for Intelligence Community, the purpose is to support

speci¯cation of accessand usecontrols for securedigital documents. However, XrML

still lacks well-de¯ned enforcement of accesscontrol policies.

We can build a licensein the form of XML by using XrML speci¯cation. The license

can be usedas a "description part" of XrML solutions. XrML de¯nes digital license

and use"certi¯cate" element under "aPrincipal" entit y which is usedfor identi¯ca-

tion of principal. This certi¯cate is di®erent from the licensebecauseit is usedfor

authentication just like an identit y certi¯cate. They also include digital ticket con-

cept using "tic ket" element. However, this ticket element is oneof two sub-elements

of a "fee" element and is usedonly for the evidenceof payment, just like a ticket at

a movie theater. By consideringthis ORCON in UCON approaches, I believe that

XrML languagespeci¯cations and solutions can be improved.

ODRM

ODRM standsfor Open Digital Rights Management. It is developed by IPR Systems

Pty Ltd. and has been submitted as a position paper for the W3C DRM work-

shop[Ian02]. ODRM is basedmainly on a DRM model and DRM language(ODRL).

Like XrML, ODRL usesXML for model expression.SinceODRM is still preliminary
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and focusedon the semantics of expressingrights languages,it has not yet evolved

any mechanisms or expressionsfor delegation of dissemination or re-dissemination

privileges.

6.2.5 Summary for OR CON in UCON

In this section, I reviewed UCON and ORCON in generaland introduced two most

important elements: licenseand ticket. Then, I discussedthe di®erencesbetween

traditional ORCON solutions and ORCON in UCON solutions to demonstrateex-

tended control on the usageof disseminateddigital information and proposedseven

approachesthat implements licenseand ticket conceptsin variousways. Then I com-

pared somecharacteristics of each approach. Finally, I brie°y discussedcurrently

available DRM solutionsin terms of UCON solutionsand provided somesuggestions.

The study performed in this section is the ¯rst systematic study of this topic. In

particular, the solutions I have proposedhave not been previously de¯ned in this

manner in the literature. Also I am ¯rst to suggestlicenseand ticket conceptsto en-

forceORCON policiesin UCON solutions. Nevertheless,this sectiondoesnot provide

comprehensive solutions. It provides the basis for future research and development

for usagecontrol solutions that enforceaccesscontrol policies for disseminationand

re-disseminationof digital information objects. Many aspects should be considered

for better understanding of this subject. One crucial aspect is how to revoke the

authorized usagerights. Although revocation is not discussedin this section, since

ORCON in UCON dealswith delegationsof usagerights, carefulstudieson revocation

of theserights should be performed in further research. In addition, a solid under-

standing of the models and languagesis essential for the development of practical

usagecontrol solutions. Further research on theseaspectswill lead to comprehensive

and more practical solutions for digital information disseminationcontrols.



Chapter 7

CONCLUSION

The following sectionssummarizecontributions of this dissertation and discusssome

future research directions that have to be further studied to enrich the are of usage

control.

7.1 Con tributions

It hasbeenmy explicit goal to accommodate all the ideaswe have seenin the access

control literature in the past decadein a single uni¯ed framework. In particular I

have looked to the Digital Rights Management community for inspiration to take me

beyond the usual bounds of accesscontrol. Over the last 30 plus years, traditional

accesscontrol policiesand modelshave dealt with authorization only. Modern infor-

mation systemsrequire more than authorization processto protect digital resources

from unwanted usages.

As a result, I have de¯ned a new areaof usagecontrol and developed a novel frame-

work for information and systemsprotection. Usagecontrol explicitly de¯nes obliga-

tions and conditions as well as traditional authorizations within the framework for

¯ner and richer controls on usageof digital resources.Usagecontrol uni¯es traditional

accesscontrol, trust management, and digital rights management, and goesbeyond

in its scope.

Speci¯cally, I havedevelopeda family of ABC coremodelsfor UCON and haveshown

132
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how ABC models can be utilized for MAC, DAC, RBAC, trust management, and

DRM. ABC modelsnot only unify thesediversedisciplinesbut alsocover many other

important issuessuch as continuity (ongoing control) and mutabilit y (attribute up-

dates)propertiessystematicallyand comprehensively. Ongoingcontrol and attribute

updates are two important aspects that must be resolved in modern information

systemssecurity.

In architectural perspective, I have de¯ned the structure of a new referencemonitor

that is crucial for usagecontrol and have shown three di®erent variations of it. By

utilizing a client-side referencemonitor, I have identi¯ed eight di®erent dissemination

architectures for usagecontrol in a systematic manner and further discussedhow

commercialproducts can ¯t into the architectures to show commercialavailabilit y of

the architectures.

Also, as an application of the ABC models, UCON administration issueshave been

discussedand DRM and Healthcareexamplesin UCON administration areshown. In

addition, originator control policy hasbeendiscussedto show how it canberecaptured

to support usagecontrol.

There is increasing realization that traditional accesscontrol is not adequate for

modern application needs. Many researchers have published possibleextensionsto

the basic accesscontrol concepts. This research is the ¯rst e®ort to overhaul the

underlying foundation of accesscontrol itself. It provides a robust and integrated

framework for accesscontrol modelsand systemsof the future. I believe this UCON

approach will contribute to re-unify a discipline that is starting to get fragmented at

a time when the importance of accesscontrol is being increasinglyappreciated.
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7.2 Future Research

I believe usagecontrol achieves the desired uni¯cation at an appropriate level of

abstraction and provides a solid foundation for further research. There are several

areasthat must be continued for more comprehensive solutions in usagecontrol.

In this dissertation, ABC models leave certain administration issuesincomplete, in-

cluding controls on provider and identi¯ee subjects parties. Although ABC core

models can be also applicable to the parties other than consumersubjects, UCON

requires more than a simple combination of controls on the usageof each subject

parties. Administrativ e issuesof usagecontrol deal with administration or manage-

ment of the relationships among thesedi®erent parties. I believe further studies on

administrative UCON will provide signi¯cant enhancements to usagecontrol.

Within the ABC model, a detailed model for update procedurehas not beendevel-

oped for simplicity in taking the ¯rst step. Regarding that there is no systematic

treatment for attribute updatesin previousliterature, and that current rights expres-

sion languagessuch asXrML and XACML lack update concept,further development

of update procedure will be a promising evolution for ABC model and UCON in

general.

Throughout the research, delegationof usagerights has not beendiscussed.Further

research on delegationof usagerights will enrich usagecontrol framework. This is

oneof the important challengesas we look ahead.

In architectural point of view, only CRM basedarchitectures for payment-free type

dissemination have been discussedin this dissertation. In future, this should be

extendedto cover payment-baseddisseminationarchitectures mainly for commercial

B2C applications. Also, studieson architectures for both CRM and SRM along with

details of referencemonitor itself have to be done. In addition, studies on security
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architectures for B2B systemswhere multiple organizations are involved will also

enrich UCON architectures.

After all, the main purposeof usagecontrol is to provide a foundational framework

that can be referencedfor analysisof existing systemsand for development of new

systems. To make usagecontrol more useful in real world applications, studies on

usagecontrol engineeringhave to be done. Speci¯cally, analysis of usagedecision

policy has to be conducted for well-designeddecisionrules and attributes. With a

well-engineeredusagecontrol system,the usability of usagecontrol can be increased.

Therefore,further studieson UCON engineeringis oneof the successfactor of usage

control.

I believe further studies on these issueswill provide more comprehensive solution

approachesfor the areaof usagecontrol.
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