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ABSTRACT OF THE THESIS

Dasign and Anslysis of Protwection Schemes
Based on the Send-Recaive Transport Mechaniam
by RAVINDERPAL SINGH SANDHU
Thasis Ditector: Professor Naftaly Minsky

in & protection mechanism based on authorization, the ability of a subject (e, a
user or a process) to operate on the system is determined by privileges in its
domain. A mechanism for trangport of privileges must accommodate a variety of
policies, while permitting analysis of the privieges which a given subject might
obtain.  The send-receive transport mechanism was desighed by Minsky with these
objectives in mind, In this mechanism, a transport operation is explicitty authorized
at both the source and destination, and the authorization is selective with respect 1o
which privileges can be transported.

Mere we study a rastricted version of this mechanism. Under our restrictions a
protected system is designed in two sgtages. Firstly, a protection schame is
defined by specifying the values of certain paramaters, which determine the static
component of every subjects domain. Secondly, the initial state is defined by
specifying the dynamic component of every subjects domain.  This state then
aevolves as perrnitted by the protection scheme.

We formulate the flow-analygis problem which is concerned with determining a
bound on the authorization for transport of privileges, given a protection scheme
and an initial state. We develop techniques for deriving and improving the dasirad
bound. The major complication in doing so is the create operation, which permits
the protection state to evolve in an unbounded manner, Wae invastigate conditions
which enable us to ighore the create operation. We also invastigate conditions
under which the initial authorization for transport of privileges remaing invariant in
every derived state.

We study additional analysis issues in the context of sub—classes of our design
framework. The gquestions raised in such detailed analysis depend onh the structure
of these sub—classaes.
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CHAPTER 1

THE PROBLEM AND ITS BACKGROUND

1.1. PROTECTION MECHANISMS

Tha discipline of protection’ in computer systems is concerned with constraining
the operations which a user (or a process) may invoke on various components of
the system. The need for such constraints arises from the sharing of information

and resources among multiple users.

A standard viewpoint is to regard a computer system as consisting of a set of
subjects and a set of objects, denoted by SUB and OBJ respectively. The idea is
that subjects model active entities such as users and processes, whereas objects
model passive entities such as text filess We assume that these two gets are
disjoint® and uge the term emntity to raefer to aither a subject or an aobject

Every subject can autonomously invoke operstions in a8 system As examples of
typical operations we have the following
& A ysger roads a text file.

= A process wakes—up another process,

* A process creates a file and authorizes another process to write into
this file.

¢ A user creates two processes and slows these processes to share
files with each other.

1Prntaction is but one aspect of the general problem of security, For a classification of the
problems in data security sas Danning and Derning [2] or Denning [31.

2Samc authors define subjects to be 2 subset of objects but we find our approach more
convenient,

av
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In a protected system, only those operations for which the subject has axplicit
permission will actually be executed. In a privilege based approach, the permission
to invoke operations is represented by a set of privileges possessed by the
subject and called its domain. The ability of a subject to invoke operations is then

2 function of the priviieges in the subject's domain. The set of all such domains is

called the protection state of the system

A critical aspect of protection is that certain operations change the protaction
state. Ag instances of such operations, we have the last two examples enumerated
above  These operations are themselves authorized by the protection state. The
provision of such operations raises a host of challenging problems, some of which
we investigate in this thesis.

There are then two major issues involved in the design of a protestion
mechaniem based on privileges, viz,

1. The quastion of what is a privilege and exactly how a privilege s
represanted.

2. The quaestion of dynamice, by which we mean the available set of
operations for changing the protaction state and axactly how these
operations are authorized.

in this thesis we are primarily concerned with one slement of such dynamics, which
we call the transport of privileges. This is that portion of the mechanism which
controls movement of privileges from the domain of one subject to the domain of
anothar. We will only concern ourselves with other aspacts of a protection
mechanism to the extent that they influence this movement In particular, we ighore
the issue of destruction or revocation® of privileges,

There are two fundamentally conflicting gosls in the design of a transport
mechanism:

® The mechanism must accommodate the rich variety of policias
encountered in the real world.

® The mechanism must be snalyzable so that we can determine the sat
of privileges a given subject might obtain.

3 _ . . .

By no mesnt aé we saying that these issuas are not imporiant.  Indeed, an implamentation of our
proposad mechsnism will nesd to sddress these issuss. However, in our analysis we finesss thase
izgues by adopting a conservative worst—case scenmrio throughout

@g
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The first objective calls for generality Unfortunately, excessive generality makes
analysis questions undecidable or intractable [6]. The problem then is to balance
these conflicting goals,

In this thesis. we investigate a particular approach which caters to both these
requirements. This approach is based on the dynsmics of the oparation—control
mechanism of Minsky [12, 13, 14].  Before considering the specifics of our
approach, let us first discuss what is mesnt by a privilege and how privileges are
represented.

1.1.1. The Nature of Privileges

The capability approach for reprasenting privilegas in a subject's domain has been
very popular in the context of operating systnms“. In this approach, authorization
for a subject A to invoke operations is expressed by a set of cordered pairs called
capabilities or tickets. Each capability consists of two parts as follows.

1. The first part uniquely identifies some subject or object in the system.

2. The second part consists of a set of rights.
The domain of a subject then consists of a set of capabilities. For a particular
subject A, we denote this set by dom(A). Possession of the capability B/x by
subject A, authorizes A to perform certain operations on the entity B as determined
by the set of rights x carried by the capability. Objects do not possess
capsbilities®. As an example, consider the following situation.

dom (A} = {D/ru, B/w}
dom(B) = {E/r, B/s}

AThu notion of a capebility waz ftirgt proposed by Denniz and Van Horn [4] and has a0 intuitive
appeal It has besn incorporated directly in the xdressing machanisms of a computer, in systems such
@z MYDRA [1, 19] and CAP [18). I has siso basn smbedded in linguigtic structures such as the
capability rmunagers of Kieburtr and Silberschatz [8].

ﬁThrnughout thizs thesis we will sssume that objects do not possess privileges. There are then two
mpects 1o the subject—object distinction, viz. that subjects are active while objects are passive, and
that subjects possess privileges whila objects do not  There are sorfme probiems In coupling both
AEPHCYs.  In particulst. we cannot classity an antity which i passive but does POssess Privileges, We
will see in section 2.4 how such entities can be accommodated in our sproach.  Intuitively, thesa
entitiss are modeled as subjects whose eapacity for sutonomous action iz nagatad by sppropriaie
xijustmant of their privileges.
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Hera, subject A is authorized to read and update file D and to wake-~up process
B Process B itself is a subject, which is authorized to read file E and to put itself
to sleap.

There are two critical assumptions which underlie a capability based approsch, as
follows,

1. All addressing in the system is done via capabilities.

2. Capabilities are unforgeable in that they cannot be constructed at will
by a subject

The second assutmption raises the issue of dynamics which we will shortly illustrate
by means of the take—grant mechanism.

In his operation-control mechanism, Minsky [12, 13, 14] introduced another kind
of priviege called an activator The motivation for doing so, is to express policias
encountered in information systems. The general form of an activator is

can-do OP (p) -+ q if F(p,q)
where

OP: ig the narme of some operation
E is a vector of input patterns
g is a vector of output patterns
F: iz & predicate called the qualifier

Each input pattern has the form p1:[t/R], where ¢ is a type and R is & set of rights.
Similarly, each output pattern has the form qj:[t/R]. We say that a ticket T/R'

matches the pattern t/R if the entity T is of type® r and if R' is a subset of R The
symbois p ; 8 q p merely serve as referances for statement and evaluation of the
pradicate F.

Possession of an activator by a subject A, authorizes A to invoke the named
operation. Successful execution of the operation depends on the following
conditions.

1. Subject A must provide ticksts which match the input patterns of the
activator. The corresponding entities are then the actual arguments of
the operation.

Sln the context of objectz, the notion of type corresponds to the well known notion of a dats
tybe.  In the context of subjects, the type distinguishes various categories of subjects, e, systems
progravmers from ordinwry users. The notion of subject types is critical to our work and is
discussed at tength in chapter 2

1\
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2. The pradicate F must evaluate to true on the actusi arguments and
outputs of the oparation

3. The tickets for the outputs of the operation must match the output
patterns of the activator.

It the operation is successfully executad tickets for the actual outputs are then
placed in the domain of A

We now motivate the utility of activators by means of an exampie. Consider a
situation where a number of users access documents maintained in a liprary.
Assume that each document and each user has a security classification. The policy
regarding access to documents is that every user A can read documents whose
classification is less than or equal to the classification of A This policy can be very
simply expressad by placing the following activator in the domain of every user A.

can-do GET~READ-TICKET — g:[doc/read] W class(q) 5 class (A)
Then A can obtain tickets with the read right for all documents of the designated
classification. This activator has a special form in that there are no input patterns’.
Such activators are called demand activators, and the activator above is equivalantly
represartad as follows
can=cdemand q:[doc/read] if class(q) 5 class (A)

This example is one instance of a general class of policies called value=based
policies, where the access to objects {or more generally, to antities) is stated in
tarms of properties of objacts and subjects.

Now consider implementing the same policy by means of capabilitims atone. Wa
discuss two different approsches to doing so. In the first spproach, wa explicitly
place read tickets for all document of the appropriate classification in the domain of
every usar. The immaediate objection to doing so, is that the domsin of a user then
contains a large number of capabilities, many of which may never be used. Even if
we accept this situation, there is an additional problem in maintaining the policy as
new documents {or new users) are introduced. Whenever a new document is
created, tickets for this document must be placed in the domain of every user with
a higher classification. Doing so invoives a change in a large number of domains.

TOf ¢ourse, thera has to be some means by which A csn specify the particulsr document for which
the read ticket iz desired. However, this identification is not effectesd via a ticket

11
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This is contrary to a fundamental principle of systerns design which, in the present

context, is stated as follows
A “small’ change in the system state should result in a "small’ change in
the protection state,

Or alternetely, with a somewhat different emphasis, this principle is stated as

foliows.
Any "frequently” ocourring event must resuft in a “"small’ change in the
protaction state.

In short, it is simply unacceptable for 8 minor and frequent event such as creation
of a document to result in a system-wide change in avery user's dotnain. So much
for the first approach.

The second approach. and the one which an experienced systems designer would
suggest. relies on mediation by a distinguished subject designated as (say) the
security officer. Every user is allowad to obtain read tickets from this security
officer, and it is up to the officer to ensure that the stated policy is enforced
Indeed, this security officer need not be a human being and may well be a system
process programmaed 1o enforce this policy. But then, the fact that users can
obtain read tickets from this subject amounts to ugers possessing the dermand
activator above; and the fact that the security officer is trusted {or programmaed) to
enforce the stated policy is reflected in the qualifier of this activator. So the
second approach is really no differant from the activator approach, and amounts to
a particular implamentation of the demand activator.

This illustration of the utility of activators is based on a fairly gimple exampie.
Minsky [12, 13, 14] discusses a variety of more sophisticated policies which are
relatively easy to enforce with activators, but are cumbersome or impossible to

anforce using capabilities alone.

1.1.2. The Take=Grant Machanism

We now illustrate the specification and analysis of a protection mechanism in the
context of the take-grant mechanism® This mechanism was proposed by Johes,

a'l‘hlrn sre actully two versions of the take—grant mechanism. We dizcuss the simpler vergion
where il subjects ae sssumed to be active entitiss. In the enhsnced varsion there is & provision for
including subjects which are passive. This enhincement does not significantly atter the properties we
discuss hare.

12
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Lipton, and Snyder [7, 10, 17] as a simplified modal for the dynamics of capability

basad mechanisms.

The take—grant mechanism provides two rules for the transport of capabilitias

from cne subject to another, as folows.
The Grant Rule: If subject A possesses the capability B/g. then A is

authorized to transfer a copy” of any capability from domi{A) to domiB)

The Take Rule: If subject B possesses the capability A/t then B is
authorized to transfer a copy of any capability from domiA) to domiB.

We represent thess two situstions by the diagrams shown beiow'® A subject is
depicted by a labelad circle, with relevant capabilities in tha domain of the subject
shown ingside tha circle In both cases. the direction of the edge indicates the

dirgction in which transfer of capabilities is authorized.

We will use this graphical technique, for representing authorization for transport of

capabilities, throughout this thasis.

The take—grant mechanism also provides a creats rule by which new subjects may
be introduced in the system. Specifically, any subject A is authorized to create
another subject B resulting in the following situation.

B/t & dom{A)
8/g ® dom{A)

That is, immediately after the create operation there is authorization for transport of
capabilities from A to B and vice versa. In terms of a diagram, the situation after
subject A creates subject B is as follows.

9 . . ‘ . ) L
In this thesis we do not consider rules in which the transfer of Capability is atfected by
remeving it frem one domain before placing it in asother.

10 , .
Our presentation hare 5 sornewhat different from that of Jones, Lipton and Snyder [7, 10, 171,
in order 1o be consistent with the rest of the thesis. Tha notation we uze wat suggested by
Lockman and Minsky [11).

13
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The take, grant, and create rules define the dynamics of the take—grant mechanism.
There is no provision for revocation of capabilities. Thus once a subject acquires a
capability it cannot be removed from the domain of the subject In this sense the
take—grant mechanism is monotonie, All the mechanisms we study in this thaesis are

11
mongtonic .

A major simplification in the take—grant mechanism is the lack of any selsctivity in
the transport operation Either every capability can be transported from domiA) to
dom(@) or none can be wansportad.  This is a serious limitation, since we might
want to restrict the kinds of capabilities which can be transported from one subject
to ancther. But granted this simplification. the take—grant rules seem guite natural
and almost seif—evident. Indeed these rules do model machanisms which have been
proposed and implamented. ‘

Now lat us see how a system which uses the take—grant mechanism may evolve
Specifically, consider a situation where there iz authorization for direct transport of
capabiiities from subject A to subject B. Under the take—grant rulss this
authorization can be in one of two forms. Consider first the case where the
authorization is at the source of the transport operation, so that we have the
following situation

A B/g . B

By the create ruie. subject A is authorized to create a new subject C resulting in
the situation shown below,

11 - . L
in the presenca of a tacility for revocsion of privilegas, the monolonic assumption is interpreted
ag stating that no revocation actually takes place. This is consistant with a2 worgt—cage scenario, which
wa adopt throughout this thass,

14
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protection state.

Now capabilities can be moved from doemiB) to dormld) via subject C. Hange, the
imitial transport of capabilities from A to B has been reversed by establishing an
indirect channel for transport of capabilities from B to A

A similer phenomena arises if the . initial authorization for direct transport of
capabilitiss from A to B is at the destination of the transport operation, ie.

A et A/t B

As before, subject A can create a new subject C resulting in the situation shown
below.
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c

But then, the C/g capability can be moved to the domain of B astablishing the
following stata.

G/t Clyg Clg

c

Once again, the initial transport of capabilities from A to B has been reversed by
gstablishing an indirect channel for transport of capabilities from B to A

Every initial state can then avolve to a state where the subjects are partitioned
inte disjoint classes, such that there is no transport of capabilities between subjects
in diffarent classes, while within each class all subjects can transport capabilities,
sithar directly or indiractly, to each other'Z ©Of courss., such a state will actusaily be
realized only if the subjects cooperate in doing so. However, from a worst—case
viewpoint, such a state is feasible’'® This property of aymmatric transport sharply

imits the (worst—case) policies anforceable by the take—gramt machanism.

2Exf:m:!t tor some extreme circumstancas, the situstion ig Similar in the enhanced version of the

taka—grant machanigra which incorparates passive subjects.

13Wc adopt & worst—-case viswpaint throughout this thesis, so thast for us a profection machanism
pravides security to the extent that it rulss out tha feasibility of reslizing "undesirabla” or "unsafe”
protection states.

1B
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They defined a grammar for specifying the dynamics of 8 capability based
protection mechanism'®. This grammar is capable of specifying a large number of
policies encountered in practice. Unfortunately, as they demonstrated, the generality
of their approach makes analysis issues undecidable or intractable.  Thue, we must

be careful to balance these two conflicting gosls of generality and analyzability.

Now, the objectives of generality and analyzability are not sufficiently weil-defined
to provide constructive guidelines for the dasign of a transport machanism,

Following Minsky [15], we adopt two design principles to provide such guidelines.

First consider the issue of generality. The subjects and objects in a given system
have various attributes essociated with them, as well as various ralations among
them. These attributes and relations correspond to attriputes and relations which
axist in the external world Policies for distribution and acquisition of privileges are
often formulated with reference to such attributes and relations. We discussed one
such exsmple in section 1.1.1, as an instance of the general class of value-based
policies. In that example, the policy for accessing an object was stated in terms of
the relative values of a subjects and cbject's classification

As another example coneider the following policy. Objects O, through C)r1 are
documents internsl to the compiler design group. Subjects A, through A are
members of this group, and subject Ao is the boss  Capabilities for an object
internal to the group may be released to subjects outside the group, only if A,
approves. The policy is an instance of the general class of cooperative policies.
Here, subjects outside the design group can obtain tickets for internal documents
only if the boss approves.

Machanisms such as the take—grant mechanism cannot support these policies, due
to lack of any selectivity in the transport operation. This leads us to the following
principle.

Principle of Salsctivity, The rules which determine how a protection
state can be changed should be selective with respect to the kinds of
privilegas to which they apply.
The exact manner in which we propose to sllow for such selectivity will be
discussed shortly.

15 i .
‘Their formulation is in terms of the sccess control matrix [5, 8},  However, it can be

equivalently viewed a5 a formulation within the capability approach.
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Another sarious flaw in the take-grant mechanism is that the control it provides
over the transport of privileges is inherently non—local. in the sense that the
movement of privileges into a given domain or out of it can be authorized solely by
privileges residing outside the domain. For exampie, for capabilities to flow into the
domain of A it suffices for some subject B to have A/g in its domain  This is
inconsistent with the concept of modularization, which requires that the designer
have some control over privileges which can flow into or out of a particular
domain. Moreover, this control should be independent of the rest of the system in

which the domain is embedded. This leads us to the following principle.
Principle of Locality The movement of privileges into a given domain
and out of it should be subject to authorization by privileges already in
this domain.

A major consequence of adopting this principle is that it is then possible to make
assertions, about privileges which might flow into or out of a given domain, which
are (largely) independent of a particular protection state.  This ghility to make
assertions, which are based on a small number of domains embedded in a larger
system, is called local analyzability (see Minsky [16]) In this thesis we are
primarily interasted in guestions of global analysis where the assertions are based
on the entire system. Somewhat fortituously, as demonstrated by Minsky [15], the
principle of locality has significant global effects on the flow of privileges.

1.2. THE SEND-RECEIVE TRANSPORT MECHANISM

The send-receive transport mechanism '

was proposed by Minsky [15] as one
mechanism which embodies both principles of selectivity and locality. Recall that, n
saction 1.1.1, we identified two kinds of privileges called tickets and activators. In
the send-receive transport mechanism we assume that the distribution of activators

7

is static while the distribution of tickets is dynamic'’. Thus the only privileges

which are transportable are tickets.

i our discussion of the take—grant mechanism, we were able to suppress

16 . . R . . . .
Our discussion of this machanism here is somewhst differant in its detsils from that of
Mirsky [ 151, 50 a8 to be consistent with the rest of the thesis

17 . . . .
in the more peneral version of operation—control the distribution of activators is alse dynamic. |In
this thesis we restrict ourseives to the simplified version.
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consideration of tickets for objects. Indeed, we were only concerned with tickets
with the take and grant rights, since the distribution of these tickets determines the
transport properties of a protection state. For the same reason, in presenting the
send-receive mechanism we will confine our attention to tickets which control the
transport operation.

In the take—grant mechanism there sre three ways by which a subjact A can obtain
a ticket

1. A may be given the ticket in the initial state.

2. A may obtain the ticket by a transport operation from the domain of
some other subject B.

3. A may obtain the ticket as a result of a create operation.
in addition to these three ways for obtaining a ticket, in the send-receive

mechanism we allow for a ticket to be obtained by a demand operation'®.

Before getting into the details of the send-receive mechanism, we first define
some basic soncepts snd conventions. We then discuss the transport, demand and
create operations. As a special case of the send-receive mechanism, Minsky [16]
defined and analyzed the uniform send-receive mechanism.  We conclude this
saction by reviewing Minsky's analysis.

1.2.1. Tickets and the Copy Flag

A ticket consists of an address and a set of right symbols. The address uniquely
identifias some entity in the system, and the right symbols authorize protected
opergtions on the entity being addressed. For the sake of our formalism, we
assume that every ticket carries exactly one right symbol This is a matter of
convenience for our exposition, and we do not suggest that tickets must indeed be
implermented with only a single right Lnder our restriction, a ticket with muitiple
right symbols is modeled as 8 set of tickets, sach of which addresses the same
entity and cerries & single right The underlying assumption here, is that two tickets
A/x and Aly for the same entity A are equivalent to a single ticket A/xy which

18 . . . .
This operstion was introduced in section 1.1.1. whare we showed why this operation is uvzeful
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carries both right symbols. This assumption can be made without any loss of
generality'®.

We assume that every right symbo! comes in two veriations with and without the
copy flag, denoted by the symbol c. The interpretation of the copy flag is that a
ticket A/xc is potentially transportablem, whareas the fticket A/x cannot be
transported under any circumstances At the same time, for all purposes other than
the transport opersgtion, the rights x and x¢ are identical. The ceopy flag allows us
to incorporate tickets which are inherently non—transportable. Such a facility is
frequently provided in a protection mechanism. It serves fto provide a gross
selsctivity with respect to the transport operation’’. We have the following
cohvention.

X ~ denotes a right symbol without the copy flag
xc - depotes a right symbol with the copy flag
x:c - denotes & right symbcl with or without the copy flag

We assume that
A/xc € dom(B) == A/x €& dom (B)
Due to the role of the copy flag, this assumption does not entsil any loss of
generality. When the symbol xc occurs st two places in a single context, it is
intended that the interpretation at both places be the same. Thus the statemaent
‘[A/x:¢c € dom(B) =+ A/x:c & dom(B) U dom(C)]
has the connotation that

[A/x € dom{B) =+ A/x & dom(B) v domi(C}]
A

[A/xc & dom(B) =+ A/xc & dom(B) VW dom(C)]

This colon convention will often parmit us to write a single statement instead of
two separate statements. We refer to a ticket which carries the copy flag as being
a copiable or tranaportable ticket

19 . . .
Indead, if A/xy iz not equivaient to A/x and Aly we can introduce snother symbol, say z, &
reprasent the combination xy, 3o that Afxy is aquivalant to Afz

20
In the sanse that » copy, A/xc or Afx, can ba trameported provided sl other conditions for the
transport operation sre satisfied.

21 . \ .
The send-receive transport mechanigm provides for furthar salectivity in a runner to e shortly

discussed.

@5



B/ 2272883 19:49 7324455691 KHAITMAN PAGE BB

16
1.2.2. Tha Transport Opecation

The principle of locality requires that every movement of a ticket from, say,
domi(A) to domiB) should be authorized by the current content of both these
domains. By definition, the domain of a given subject has jurisdiction only over the
activity of this particular subject It follows that the movement of a ticket from A
to B should involve two operatiohs, viz.,

1. Some kind of send operation to be carried out by A, and which is
authorized by privilages in the dormain of A

2 Some kind of receive operation to be carried out by B, and which is
be authorized by privileges in the domain of B.

We call this the ssnd-receive protocol [15]. There are actually two aspects to
this protocol Firstly, we have the authorization aspect, which is the requirement
that every transport be authorized by the domains of both the source and tha
destination subject Secondly, we have the voliitional aspect that both the source
and destination subjects actively participate in each movernant.  In this thesis we will
insist only on the authorization aspect of the protocol The reason is that we adopt
a worst-case viewpoint in our gnalysis, so that everything which can happen will
indeed happen. We can then accommodate a variety of volitional assumptions about
the subjects involved in a transport operation??, In order to emphasize the
irralavance of volitional issues, we will treat a matching pair of send and receive
operations as a single transport operation and, for the most part, will not be
concerned with the question of whether the sender or the receiver initiates this

operation.

Now let us congider the details of the send and receive operations. For the send
operation we need to identify the ticket which is being sent and to identify tha
destination subject For the latter purpose we define the send right, denoted by
the symbol 5. The send operation then has the following form.

22 . L. .
in particular, we can mode!l the volitions! aspect of the iske—grant machanism by assuming that

svery subject in the system i a wiling sender and receiver. For instance. if A performs & receive
operstion 1o obtain a privilege from B, we sssume that B will indead parform the corresponding send
operation (provided B is asthorized to do so). Then the receive operation is volitiorsily eguivalent to
the tske operstion, although the two operstions are guite different with reaspect to the authorization
aspect.  For both operations, A does not nasd the explicit conaent of B to obtain a ticket from
B. However, the transfer will not tske place under the send—raceive protocol unless B has appropriate
anhorization. Thare iz » similer volitional equivalence bestwesn the send and grant operations.
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send C/x:c to B/s
whaere C/x:.c is a ticket to be gent and B/s is a send ticket for the destination
subjact B. The effect of this operation is that a copy of the ticket is sent to B,

leaving the origina! ticket intact in the domain of the sender.

For a subjact to perform the send operation, in addition to the tickets C/xc and
B/s. he needs an activator which allows invocation of the send operation Such an
activator is called 2 send-activetor and has the following form

can-send p:[c/x:c] to s:[6/8] IF Q(p,s)
Now consider a subject A who has this activator in his domain. By virtue of
possessing this activator, A is authorized to perform a send operation
send C/x:c to B/s
provided the following conditiohs are satisfied
1. The ticket C/xc is ih the domain of A

2 The entity C is of type” ¢
A The ticket B/s is in the domain of A
4. Tha subject B is of type &

E. The predicate Q evaluates to true when evaluated with respect to C
and B.

The copy of the ticket C/xe which is actually transported, may or may not carry the
copy flag, depending on whether the pattern ¢/xc does or does not include the
copy flag.

The counterpart of the send operation is the receive operation which has the form
receive C/x:c from A/r
whera C/xc is a ticket to be received, A/r iz a recelive ticket for the source
subject A, and r is the recaeive right The effect of this operation is to place the
ticket C/xe in the domain of the receiver,

The receive operation is authorized by a recaive-sctivator with the following

general form

23 . . .
In the context of objects, the notion of type corresponds to the well known notion of a2 dets

type. In the contaxt of subjactz, the type distinguizhez various categories of zubjects, a.g., systams
programmers from ordinery users. Wae will discuss the notion of type in further detsil in chapter 2.

av
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can-recsive p:[e/x:c] from s:[a/r] ¥ Q(p,s)
By virtue of possessing this activator, subject B is authorized to perform s receive
oparation
receive C/x:c from A/r
provided the following conditions are satisfiad

1. The entity C is of typs ¢
2. The tickat A/r is in the domain of B.
3. The subject A is of type a

4. The predicate O evaluates to true when evalusted with respect to C
and A

Here again, the copy of the ticket C/xc which is actually transported, may or may
not carry the copy flag, depending on whether the pattern o/xc does or does not
include the copy flag. As an example, consider the following situation

1. A and B are subjacts of type sub.

2. The ticket B/s iz in the domain of A

b

. The ticket A/r is in the domain of B

4. D,..D_ are objects of type doc. The right symbol u authorizes an
updsate operation on these objects.

5. A possessas the ticket D e

6. A possesses the single send-activator shown below.

can-nend d:[doc/u] to s:[sub/s] B class{d) < class(s)

~J

. B possesses the single receive—activator shown below,

asn-receive d:[doc/ul from s:[sub/r] if dept{s) = 'Finance'
Then, by virtue of possessing the send-activator above, whose patterns match the
tickets D /u and B/s, A can invoke the send operation

send D /u to B/s

This operation will be successful only if classiD ,) is less than class(B). Similarly, by
virtue of possessing the receive—activator above, whose patterns match the tickets
D,/u and A/r, B can invoke the corresponding receive operation
raceive 0 _/u from A/r

@g
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This operation will be successful only if deptlA) is ‘Finance’. if both these
oparations are successfully executed, then the ticket D Ju e placed in the domein
of B

By inspection of the two activators above, the following facts can be easily
daduced, where D1_ denotes an object of type doc

1. It is not possible to transfer a ticket Di/uc from damiA) to dom(B).

2 It is possible to transfer a ticket D J/u from domiA) to domiB} only if
deptlA) iz Finance. Moreover, this is possible only if class{D ,) 18 less
than class(B).
Obsarve that there are many alternative pairs of send and receive activators which
will implement the same policy for transport of update tickets, for objects of type
doc, from A to B. Examples of such alternatives are showh balow.
1. A possesses the singie activator
can-send d: [doc/uc] to s:[sub/s] ifF class (d) < class(s)
#nd B possesses the single activator
can-reosive d: [doc/u] from s:[sub/r] if dept(s) = 'Finance’

Here A can send copiable tickets to B. However, B is still limited to
receiving non—copiable tickets.

2. A possesses the single activator
can-aand d: [doc/uc] to s:[swb/z] if true
and B possesses the single activater

can-raceive d:[doc/u] from s:[sub/r] If dept(s) = 'Finance' A
class {d) < class (B)

Here, the restriction on the clags hag been trgnzferred to the receive-
activator of B.

3. A possesses the gingle activator
can-seand d:[doc/u] to s:[sub/s)] f class{d) < class(s)
and B possesses the single activator
oan-receive d:[doc/uc] from s:[sub/r] I dept(s) = 'Finance’

Here B can receive copiable tickets from A Howaver, A cannot gend
such tickets,

Of course, these siternative formulations of the same policy for transport of update
tickets for objects of type doc from A to B, have different implications with
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respact to the policy for transport of such ticketz from A to other subjects, as
well as to B from other subjects.

Let us now return to considering the generat form of the send and receive
activators. The fact that we treat the transport operation as consisting of a
matching pair of send angd receive operations, is a direct consequence of the
principle of locality,. We provide for seiectivity in this transport mechanism in two
ways.

1. We distinguish tfransportable and non—transportabie tickets by means of
the copy flag.

2. We distinguish the kinds of tickets which can be transported in terms
of the patterns and qualifiers of the send and receive activators.

At the same time, we introduce only a single send right s, and a single receive right
r (along with the corresponding copiable versions sc and rch  Since these rights
control the transport operation, we call them the transport rights. Corraspondingly,
tickets which carry one of the 5. r. sc or rc rights are called transport tickets. Al
other right symbols are called inert rights ang are treated ag uninterpreted symbois.
Tickets which carry such rights are called inert tickets.

Now, within the sand-receive protocol, it is possible 1o introduce sny number of
send rights s 1By and sny number of receive rights r - g This facility would
allow us to specify selectivity along another dimension as, for instance, if A
possesses the following activators,

can-send d: [doc/u] to s:[sub/s1] if class (d) = 1

can-send d:[doc/ul to s:[sub/s,] if class(d) = 2
Here a destination subject B can be addressed by either of two ftickets, B/s ;o
B/s,. The corresponding activators differ in the kinde of tickets which can be sent
in the former case the class has to be 1. wheress in the latter case the class must
be 2. The decision not to provide such selectivity, in terms of differsnt send and
receive rights, is quite deliberate. The motivation is to keap the concept of a ticket
as simple as possible. Every additional right symbol we introduce places an
additional burden on the addressing mechanism Since the sand and receive
activators are capable of specifying fine distinctions with respect to the tickets
which match their patterns, there is no pressing need to introduce additional right
symbols for this purpose.

1\
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1.2.3. The Demand and Creaste Operations

The demand operation allows a subject to obtain a ticket simply by demanding it
It is authorized by a demand-activator which has the following form.
can-demand p:[t/x:c] i Q(p)
A subject who possesses this activator can obtain & ticket T/xc for an entity of
type { provided the pradicata QT) is true. In section 1.1.1, we illustrated the utility
of this operation for obtsining tickets for objects. This operstion is alsc useful in

obtaining tickets for subjects. For example, consider the following policy.
Every pair of subjescts, A and B, in the same departrmant must be able to
transport tickets to each other (as determined by the send and receive
activators of A and B).

This policy is easily implemented by providing every subject A with the following
demand-activators, where we assume that all subjects are instances of the single
typa sub.

can~camand p:[sup/s] if dept(p) = dept (A)
catr-demand p: [sub/rd If dept (p) = dept (A)

Every pair of subjects in the same department can then obtain send and receive
tickets, for amch other, simply by dernanding them  Here again, this policy is an
instance of the general class of value—based policies.

Next congider the create operation, by means of which new objects and subjects
are introduced in a system.  There are two issues which must be addressed in
specifying this operation. The first issue is the authorization required for a creats
oparation. in the send-receive mechaniem this authorization is stated by a
crante~activetor which has the following general form.

can-ateate p:[7] if Q(p)
FPossession of this activator authorizes authorizes cre.ation of eantities of type t
which satisfy the predicate Q. For example, let subject A possesses the following
activator.
can-create p:[sub] if dept (p) = dept (A)
Then A is authorized to create a subject A' which is in the same department as
that of A Such activators provide selectivity with respect to the creste operation

The second issue is the precise semantics of the create operation. For instance,
in the asbove example we need to spacify exactly what activators and tickets the

11
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greated subject A' is given immediately after it has been created. For the moment,
we do not define precisely how this specification is toc be made. HMHowever, we
recognize the naed to restrict the impact of a create operation in the following
way.
Principie of Local Creastes The immediate result of a create operation
where subject A craates a subject A' shouid only involve the domains of

A and A'. Similarly, the immediate result of a create cperation whera
subject A creates an cbject O shouid only involve the domain of A

This principle is a special case of the mora general principle, introduced on page 6,
viz., that a "small” or "frequently’ occurring event should result in a "small" change in

the protection state. Creation of subjects and objects is precisely such an event

1.2.4. The Uniform Sand-Aecsive Mechanism

As a special case of the send-raceive transport mechanism Minsky [15] defined
the uniform send-recaive mechaniam. In this mechanism thare is no selectivity in
the transport of tickets which carry transport rights. In this respect it s similar 1o
the take—grant mechanism.  The uniform sand-receive mechanism is defined by
imposing the following restrictions on the send-receive transport rmachanism.

1. All tickets carry the copy flag
2. All subjects are instances of a single subject type sub.

3. Evary subject possesses the following activators,

can~send [sub/scl to [sub/s)
can-sand [sub/re] to [sup/s]
can-raceive [sub/sc] from [sub/r]
can~recelve [sub/rc) from [sub/rl

Note that thers are no qualifisrs on these activators.
4. Every subject is authorized to create new subjects.

5. The result of a create operation whaere subject A creates subject B is
that the following tickets are placed in the indicated dormains.

B/sc, B/r¢ € dom(A)
Alsc, A/rec & dom(B)

Thus immediately after the create operation there iz an authorization
for transport of ticketz from A to B and vice versa

The transport of transport tickets is then governed by the following rule.

12
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The Send-Receive Rule: M subject A possesses the ticket B/s and
subject B possesses the ticket A/r then a copy of any transport ticket
can be transported from dom(A) to dom(B).

The name uniform distinguishes this mechanism from the genseral case where the

transport of transport tickets is selactive.

The uniform send-receive machanism is of interast for geveral reasons Firgtly, it
is a simple version of the send-receive transport mechanism and is thus ahalyzable.
Secondly, it has the same flavor as the take-—grant mechanism and aliows for a
comperative analysis, thereby providing insight into the conseguences of adopting the
principle of locality. Finally, it serves as a theorstical tool for an approximate
analysis of the send-receive mechanism.  That is, assume the send and receive
activators are less parmissive than in the uniform case. Then, for a given initial
distribution of tickets, if a particular configuration of the protection state cannot be
raalized i the uniform case it certzinly cannot be realized in the less permissive

case.

Before reviewing the analysis of the uniform mechanism, we introduce some
notation which will be used throughout the thesis. First consider the domain of a
given subjact in the operation—control mechanism, there are two kinds of privileges
in a subjects domain, viz, tickets and activators. Sihce there is no provision for
transport of activators in the send-receive mechanism, this aspect of a subjects
dormain is determined when the subject is crested and cannot change thereafter.
However, the set of tickets in a subjects domain does change as additional tickets
are acquired by the subject Wae identify the latter set as follows.

Definition 1.1: Given a particular protection state k, dom"(A) denotas the
set of tickets in the domain of subject A in state k. -

This idea of fixing the context by a superscript will be used for all state dependent
sets, functions and relations, If the context is not relevant we simply omit the
supaerscript  Wae denote the initial state by the superscript 0 so that, for example,
dom®(A) is the set of tickets possessed by subject A in the initial state.  Next we
define the following relations.

13



