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RBAC Architecturesand M echanisms

Prof. Ravi Sandhu

AUTHORIZATION, TRUST AND RISK

<« Information security is fundamentally
about managing
» authorization and
> trust

S0 as to manage risk
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THE OM-AM WAY

What? A
A S
Objectives S

Model u
Architecture ;
Mechanism n

How? c
e
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LAYERS AND LAYERS

+ Multics rings

+ Layered abstractions

+ Waterfall model

+ Network protocol stacks
<+ Napolean layers

<+ RoOFI layers

+ OM-AM

« etcetera
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OM-AM AND MANDATORY ACCESS
CONTROL (MAC)

What? A
A S
No information leakage S

Lattices (Bell-LaPadula) l:

Security kernel a

! Security labels n
How? ¢
e

(63}
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OM-AM AND DISCRETIONARY
ACCESS CONTROL (DAC)

What? A
A S
Owner-based discretion S
numerous l:

numerous a

! ACLs, Capabilities, etc n
How? c
e
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OM-AM AND ROLE-BASED ACCESS
CONTROL (RBAC)

What? A
A S
Objective neutral S
RBAC96, ARBAC97, etc. l:
user-pull, server-pull, etc. a
| | certificates, tickets, PACs, etc. |
How? ¢
e
7
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DISTRIBUTED RBAC (DRBAC)
CASE STUDY

<+ Approximately a dozen physical sites
« Approximately 2-3 simulation models/site

+ Fewer than 100 roles structured in a very shallow
hierarchy
> A subset of roles is used in any single simulation model

< Fewer than 100 users

<+ A user uses only onerole at atime
» Convenient but not critical

<+ Moderate rate of change
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DISTRIBUTED RBAC (DRBAC)
CASE STUDY

+ Permission-role assignment
» Locally determined at each simulation model
+ User-role assignment

> A user can be assigned to arole if and only if all
simulation models using that role agree

> A user is revoked from arole if and only if any
simulation model using that role revokes the user

© Ravi Sandhu 2001 9

DISTRIBUTED RBAC (DRBAC)
CASE STUDY

+ Each simulation model has a security
administrator role authorized to carry out
these administrative tasks

+ A simulation model can assign
permissions to arole X at any time
» even if Xis previously unused in that
simulation model

<+ Consequently any simulation model can
revoke any user from any role!
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RBAC3

ROLE HIERARCHIES

PERMISSIONS-ROLE
ASSIGNMENT

USER-ROLE
ASSIGNMENT

11
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MODEL CUSTOMIZATION

« Each session has a singlerole

« SM ={sm1, ..., smk}, simulation models

« OP ={opl, ..., opl}, operations

« P=SM X OP, permissions

«» SMA ={smal, ..., smk}, administrative roles
+ RC SMA = A

« Admin: SM« SMA

12

© Ravi Sandhu 2001




MODEL CUSTOMIZATION

< Can formalize the administrative rules
given earlier

+ For each simulation model designate a
unique user to be the chief security
administrator who is authorized to assign
and revoke users from the security
administrator role for that model
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DRBAC ARCHITECTURES

<+ Permission-role
> Enforced locally at each simulation model
» Permission-role administration
» Enforced locally at each simulation model
> May need to communicate to other simulation models

< User-role
> See following slides

» User-role administration
» Centralized or decentralized
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SERVER MIRROR

Client
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User-role
Authorization
Server

Server

15

SERVER-PULL

Client

a
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Server

o

User-role
Authorization
Server
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USER-PULL

Client [« »  Saver
User-role
Authorization
Server
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PROXY-BASED

. Proxy .
Server

Client Server

A 4
User-role
Authorization
Server
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THE OM-AM WAY

What? A
A S
Objectives S

Model u
Architecture ;
Mechanism n

How? c
e
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Secure Attribute Services on the Web

+« WWW (World Wide Web)

> widely used for electronic commerce
and business

» supports synthesis of technologies

» mostly, Web servers use identity-based

access control
- scalability problem

20
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Background

< An attribute
» a particular property of an entity

. e.g., role, identity, SSN, clearance, etc.
« If attributes are provided securely,

> Web servers can use those attributes

. e.g., authentication, authorization, access control,
electronic commerce, etc.

+ A successful marriage of the Web and
secure attribute services is required
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User-Pull Architecture

1: Attribute Issue/Revoke
—_— B .
Attribute
. Server
Attribute 1.2: Process Result
Authority
2.1: 2.2:
24 Attribute Airibute
Access Request Information
2 ‘Web Server (with  2.8: 2.9:
Attribute User-based Request 2.5: Credentials Request .
Request Auth-Info.) Transactions (Attributes + Auth-Info.*) T [
— ——— e — - L —_—
Client SW' eb
< < < (Browser) < < erver
User 23 27 2.11: 2.6: 2.10:
Attribute- Validation Transaction Validation Transaction
Request Result Results Result Results

Result

*Authentication Information can be either user-based or host-based.
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User-Pull Architecture

% Each user

> pulls appropriate attributes from the Attribute
Server

> presents attributes and authentication
information to Web servers

% Each Web server

> requires both identification and attributes from
users

+ High performance
> No new connections for attributes

© Ravi Sandhu 2001 23
.
Server-Pull Architecture
1: Attribute Issne/Revoke 2.3a: Auribute Information
o N —_—
% Aribute
g < Server <
Al‘tl‘lb}lte 1.2: Process Result 2.2a; Request User Attributes
Authority
2:
Access
Web Server (with 2.4 2.5
User-based Reguest 2.1: Credentials Request
Auth-Info.) Transactions (At;ﬁbutes + Auth-Info. ) Transactions
e — - - —— ——
Cliex et
(Browser) - -
User 23: 27 2.2 2.10:
Authenticati Tr i Authenticati T
Result Results Result Results
*Authentication Information can be either user-based or host-based.
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Related Technologies

« Cookies
» in widespread current use for maintaining
state of HTTP
» becoming standard
> not secure

+ Public-Key Certificates (X.509)
» support security on the Web based on PKI
» standard
> simply, bind users to keys
» have the ability to be extended
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Cookies

Domain Flag Path Cookie_Name Cookie_Value Secure Date

Cookie 1 acme.com |TRUE| / | Name Alice | FALSE | 12/31/99 |

Cookie n acme.com |TRUE} / Role manager FALSE | 12/31/99
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Security Threatsto Cookies

+ Cookies are not secure
» No authentication
> No integrity
» No confidentiality

<« can be easily attacked by
» Network Security Threats
» End-System Threats
» Cookie Harvesting Threats
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Secure Cookies on the Web

Domain Flag Path_ Cookie_Name Cookie_Value Secure Date

]

Name_Cookie: acme.com ITRUEI / I Name_Cookie Alice* I FALSE | 12/31/99 | )
N ' - T 1

I : 1

I - ]
Role_Cookie: acme.com ]TRUEI / | Role_Cookie manager® | FALSEl 12/31/99 |:
t I

1

Life_Cookie: acme.com I’I'RU'EI / | Life_Cookie 12/31/99 | FALSE | 12/31/99 I T
1

N i
Pswd_CookiaI acme.com |'I‘RUE| / I PswdﬁCookiel hashed_password l FALSE| 12/31/99 l:
1

Key,Coakie" acme.com |’1'RU'E| / | Key_Cookie
(Optional) L

1
encryped_key™ | FALSEI 12/31/99 I :
1

___________ Sealing Cookies P

Seal_Cookie

* Sensitive fields can be encrypted in the cookies.
*#* Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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A Set of Secure Cookies

T Text Bditor V351 - cookiestut, din Fhome/jpark/ netscape
Flia =] Wigw 7 Edit v Flnd 1 "

B Metscapa HITE Cooxie Fila

0 REbp: ffvee pitEcan .-:_'.l_-"'m.-'.l el /abdreoakie_spes. htnl

B This 15 a gemerated File!l Do not edit.

1188, geu, gdu TRUE ! FALSE 318303564 Hani Allca

list.geu, adu THUE FaLSE 318302558 Anle Hanager

edu TRUE FALSE 918307567 avard ]
81 2T QreEEAg CRETT L/ MMV rkfis 0/ TRMEVIR T UTEY KT oL ritdnive S+ HdBRkRaf1 ZE57EPT
1Te0bsaC T meSF 5 meA S Svoo A ARD Lo FIBLISCFFZ-pt 1Y FUONK 1 C TTHA Lai Unhiybb LS pij= == 7 abi)

Hst.geu. adu TRUE ! FALSE 918302570 Ip 129,174, 144 85

158, gy, edu TRUE ! FALSE 918302564 Cia
owERTqE f4 kAN AD SUE LHIMES ¥4 1 CTYOERFDAR) Sunp2Ai w0 ey Sn e Mkaf2i gedngQrEDE/
aThFSyvoadER F11T6 50 1B RObRARES T TN aFT 36sME D2V HA S0aHOAAARAY T P InzMaUnET

gy T2 A OGN R Fh D W (e @ g =m = A
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How to Use Secure Cookies

3. send cookies

Check Integrity
Authentication

Cookie_Issuer Access to
Resources

1. access 4, response

Get
User Information

Set Secure
Cookies

~—

. Server Copumunication
send cookies :

Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1

© Ravi Sandhu 2001
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Applications of Secure Cookies

<+ User Authentication

<+ Electronic Transaction

< Eliminating Single-Point Failure
« Pay-per-Access

< Attribute-based Access Control

© Ravi Sandhu 2001 31
Authentication Cookies
Domain Flag Path Cookie_Name Cookie_Value Secure Date

IP_Cookie acrme.com lTRUEl / | IP_Cookie 129.174.100.88 | FALSE l 12/31/99 I
Psx%/d_Cookiel acme.comt lTRUEl / | Pswd_Ct;okie hashed_password FALSEI 12/31/99 {
KT_Cookie acme.com lTRUEl / Kerberos_Ticketl {Alice, K cs}Ks | FALSEI 12/31/99 l
Sign_CookieI acme.comnt lTRUEl / | Sign_Cookie” | Signature_of_Alice FALSEl 12/31/99|

32
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Server-Pull Architecture

< Each user

> presents only authentication information to
Web servers

<+ Each Web server

» pulls users’ attributes from the Attribute
Server

<« Authentication information and attribute
do not go together

< More convenient for users
< Less convenient for Web servers

© Ravi Sandhu 2001 33

Secure Cookies for
Electronic Transactions

Domain Flag_ Path _ Cookie_Name Cockie_Value Secure Date

1
Nameﬁ(.‘ookie: acme.com ITRU'El 7 | Name_Cookie Alice* lFALSEl 12/31/99|

number::12345678%+ &

1
Card_Covkie) acme.com |TRUE{| / Card_Cookie oxp.dater:Tan. 2000%

1
1
1
Coupon_Cookiq . . L] ID:123&off:: 10%*
' acme.com | TRUE{ / Coupon_Cookid valid_date::05/07/99% FALSE | 12/31/99
]
1

FALSE | 12/31/99

Life Cookie : | acme.com |TRU'E| 7 | Life_Cookie | 12/31/99 | FALSE I 12/31/99 I )
! '

1 1
Pswd_Cookia | AcINe.co |TRU'E| 7 ‘ Pswd,CODkicl hashed_password FALSEI 12/31/99 | 1
1 1

1 i

Key_Cookie : | acme.com ITRU'El 7 I Key_Cookie | encryped_key” | EALSEI 12/31/99 | 1
1

[ A

——————— Sealing Cookies P -

) .
Seal_Cookie h??s“éa’lgrﬁﬁ@éélé&m FALSEI 12/31/99|
i e

Seal_Cookie | acme.com |TRU'E

* Scnsitive ficlds can be encrypted in the cookies.
*+ Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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K erberos-Based Authentication
by Secure Cookies

1. Request TGT
) TGT = {Sa, Alice}K xoc
2. TGT_Cookie = {TGT, Sa}Kc TSK_Cookie = {timestamp}Sa, Alice, Bob
KDC - Tes = { Alice, Kes}Ks (ticket to Bob)
3. TGT_Cookie = TGT TSS_Cookie = {timestamp }Kcs
"~ TSK_Cookie Client | TSS’_Cookie = {timestamp+1}Kcs
4. KT_Cookie =Tcs | (Alice)
KC_Cookie = {Kcs, Bob}Sa 5. KT_Cookie =Tcs
TSS_Cookie -
TSK_Cookie : Timestamp for the KDC B S(%r(‘)’g
KT_Cookie : Kerberos Ticket Cookie ~ 6. TSS’_Cookie
KC_Cookie : Kerberos Client Cookie —
TSS_Cookie : Timestamp for the Server
© Ravi Sandhu 2001 35

Secure Cookies for
Pay-Per-Access

Domain Flag_ Path _ Cookie_Name Cookie_Value Secure Date

1

I
Name_Cookie; Alice* I FALSE | 12/31/99 | !
1
1

acme.com |'I'RU'E| / IName_Cookie

Ticket Cooke) [ acme.com |TRUE| / | Ticket Cookie | [D=4364HOurs=10% gy gp 1 15731509
. . valid_date::05/07/99
1

1
Life_Cookie || acme.com ITRUE| ! l Life_Cookie | 12/31/99 |FA.LSE| 12/31/99 |
1

1

Pswd_Cookie'| acme.com |TRU'E| / | Pswd_Cookie
1
]

1
hashed_password I FALSE | 12/31/99 I ]
]

Key_Cookie : acme.com |TRUE| / | Key_Cookie encryped_key” | FALSE | 12/31/99 | :
L _-
il - Sealing Cookies -7
- -
ETEE
Seal_Cookie acme.com |TRUE| / | Seal_Cookie é(gﬁlg 'E*t% FALSE | 12/31/99

* Sensitive fields can be encrypted in the cookies.
** Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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Secure Cookiesfor RBAC

Domain Flag _Path _Cookie_Name Cookie_Value Secure Date

1
Name | Alice I FALSE | 12/31/99 | 1
1

1
Name_Cookie |
1

acme.com I TRUE ' /

1
Role_Cookie:l acme.com |TRUEl /

1
Role | Manager | FALSE | 12/31/99 | :
1

1
Life_Cookie |

]
12/31/99 I FALSE ! 1231199 | X
]

I
Pswd_Cookie Pswd_Cookie Fncrypted_Passwords*l FALSE | 12/31/99 l I
I

acme.com ITRUEI 7 | Life_Cookie

| acme.com ITRUEI /

1
IP_Cookie acme.com |TRUE| / IP_Cookie 129.174.142.88 l FALSE | 12/31/99 I :
L - A
TTe—.m Cookie_Issuer Sigas on the Cookies _ .-~
~——_ .
Seal_Cookie acme.com |TRUE[ / | Seal_Cookie K FALSE | 12/31/99

* Hash of the passwords is an altemnative as the content of the Pswd_Cookie.

© Ravi Sandhu 2001

37

RBAC on the Web
by Secure Cookies

Send Cookies & Requests,
‘Web Server 1

/@e: Cookies)
(&;@

e
Cookie_Issuer CCheek Integritg>
(Role Server) i

Access r_C Hent CRetrieve Roles>
ien I
i (Browscr) = ==

User-Role Assignment
Set Secure
‘Cookies

——

Get Cookies N figepd)s. s———--mm—mm

Authenticatio

‘heck Integrigy

N trieve Role;

Assigning Roles & Creating Secure Cookies
e P e
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X.509 Certificate

« Digitally signed by a certificate authority

> to confirm the information in the certificate

belongs to the holder of the corresponding
private key

< Contents

» version, serial number subject validity period,
issuer, optional fields (v2)

> subject’s public key and algorithm info.
» extension fields (v3)
» digital signature of CA

< Binding users to keys

+ Certificate Revocation List (CRL)

© Ravi Sandhu 2001
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X.509 Certificate

Certificate Content:
Certificate:

Varsion: v3 (0x2
Serial Number: 5 {0x5)
Signature Algorithm: PRCS #1 MD5S With RSa Encrypt 1on
Issuer: CMN=data.list.gmu.edu, OU=LIST, O=GMU, C=l
validity:
Not Before: Tue Feb 09 03:10:38 1999
Not After: Wed Feb 09 B3:10:38 2000
Subject: CN=admin.list.gmu.edu, OU=LIST, O=GMU, C=US
subject Public Key Tnfot
Algorithm: PKCS #1 RSA Encryption
Public Key:
Modulus:
00:bc:d7:fc:4£:29:a4:2%9:a5:21:be:69:47:4d:55:db:37: 50
18 2b:6e:3e:b0:85:32:01:86:0f:be:58:2b:¢9:d3:deibei 03
c:B86:44:c4:£4:16:94:51:96:¢6: f9 eS5:db:bB8:9d:88:5b:53:
b'J 08:2£:86:64;¢chb:¢c2:7h:60:36:87
Public Exzponent: 65537 (0x10001}
Extensions:
Identifier: Certificate Type
Critical: no
Certified Usage:
lient
Ident1f1er Authority Key Identifier
ritical: no
Key Identlfler
:d7:08:be:ff:07:bd: 5a:d4:8d:d4:66:53:87:4b:af:81:90:
fEl.4d

signature:
Algorl.thm PKCS #1 MD5 With RSA Encryption
Signatu:
gnll Caibl:94:14:Fb:167:a2:ad:90:f1:ee:88: 24:a8:d3: £d: 50:75: 34 : fo:
©l:6B8:23:06:12:29:3a:5¢:45:62:af:51:a0:27:44:968:f8:2e:1f:75:19a:
db:9c:ed:2a:45:2e:dbrcB:9c:56:1a:e1l:75:0a:8e:bf : £8:44:b8:84:31:
d8

© Ravi Sandhu 2001
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Smart Certificates

<+ Short-Lived Lifetime
» More secure

- typical validity period for X.509 is months
(years)

. users may leave copies of the corresponding
keys behind

- the longer-lived certificates have a higher
probability of being attacked

» No Certificate Revocation List (CRL)
- simple and less expensive PKI

© Ravi Sandhu 2001 41

Smart Certificates

+ Containing Attributes Securely

> Web servers can use secure attributes for their
purposes
» Each authority has independent control on the
corresponding information
- basic certificate (containing identity information)
- each attribute can be added, changed, revoked, or re-

issued by the appropriate authority
— e.g., role, credit card number, clearance, etc.

> Short-lived certificate can remove CRLS

© Ravi Sandhu 2001 42




Separate CAs in a Certificate

Smart Certificate

Extensions

Basic Certificate

______ g ———
]
-=d LI
Signed by 1 Signed b;
BasicCA ! Atgtnl CX i
. _1_
1 -
1 ‘~~_' B
- Basic CA’s e -
)>Digital Signature Signed by : 5« H i : _
Att_n_CAl | P
L - - att_1_CA’s i
. Digital Signature |

* attribute info.: attributes, attribute issuer, validity period of attributes, etc.

43
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Smart Certificates

< Postdated Certificates

» The certificate becomes valid at some time in
the future

» possible to make a smart certificate valid for a
set of duration

» supports convenience
+ Confidentiality
> Sensitive information can be

- encrypted in smart certificates
— e.g. passwords, credit card numbers, etc.
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A Smart Certificate

Certificate Content:
Certificate:

Version: w3 (0x2)

Serial Number: 25 (Oxla)

Signaturs Algorithu; PRCS §1 MDS With RS2 Encryption
© Issuer: CN=data.list.gma.edu, OU=LIST, O=GMI,

ot Before: Sun May 02 17:25:31 1399
Not after: Mon May 03 01:25:31 1999

Subject: CN=Alice Llst UID alice, OU=LIST, O=GMU, C=US
subject Public Rey In
Algorithm: PKCS os1 RSA Encryption

:b'f:

Public Expoﬂent‘ 65537 (DxlDDEIi)
Extensions:
identifier: Certificate Type
Critical:
Certified Usaqe.
SSL Client
Secure E-mail
identifier: role
Criti.

1o
Value: hBwDNMDD1eJQrWEBAgCH8TzT2/NMvn/zrkRsq/fRMSVAKIUTEYkZ0T
Identifier: Authority Key identifier
Critical: no
Key Identifier:
fg Zl; 08:be:ff:07:bd:5a:d4:8d:d4:68:53:87:4b:af:81:90:
signature:
Algorithm: PKCS #1 MDS With RSA Encryption
Signature:
©7:35:17:b8:59:19:52: 1orfor
65:ad:40:d :
7c161261 <7ibE:57:07:6d) 051

17e:ll:fa: E-e Sa U'7 5b:55:80:a5: dB‘
1:9b:21: 150:48:02:f1:
fd4:£8:c2: ei 62 27 f6:d6:ae:09: 77

© Ravi Sandhu 2001
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Applications of Smart Certificates

X4

» On-Duty Control

Compatible with X.509

User Authentication

Electronic Transaction
Eliminating Single-Point Failure
Pay-per-Access
Attribute-based Access Control

7/
X4

L)

X/
°

>

o
%

53

A

X4

*
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Injecting RBAC to Secure a Web-based
Workflow System

Gail-Joon Ahn and Ravi Sandhu
George Mason University

Myong Kang and Joon Park
Naval Research Laboratory

WORKFLOW MANAGEMENT
SYSTEMS

Control and coordinate processes that
may be processed by different
processing entities

Received much attention
Marriage with Web technology
Minimal security services

Kt}

q

Kt}

K{
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OBJECTIVE

= Inject role-based access control
(RBAC) into an existing web-based
workflow system

© Ravi Sandhu 2001 49

WHY RBAC?

A mechanism which allows and
promotes an organization-specific
access control policy based on roles

Has become widely accepted as the
proven technology

Kt}

q
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SIMPLIFIED RBAC MODEL

51

ROLE-BASED SECURE
WORKFLOW SY STEM

= Workflow Design Tool
= Workflow (WF) System
- Role Server

52




BASIC COMPONENTS

Role Server

user-role assignment
A
role-hierarchy user-role DB )

y
Certificate server

client client

NRL design tool WF system

© Ravi Sandhu 2001 53

ARCHITECTURES

« USER-PULL STYLE
« SERVER-PULL STYLE

© Ravi Sandhu 2001 54




USER-PULL STYLE

Authentication
information

ser-role assignment
[_user-role o )
Certificate server

client

Authorization
information

| Role Server

I Role-hierarchy

role-hierarchy

role-task assignment

—_————

Workflow enforcement
information

WEF design tool WF system

© Ravi Sandhu 2001

SERVER-PULL STYLE

User-role assignment 4'——\¥

h
Role Server

Authentication
Role-hierarchy Authorization information

I information

role-hierarchy

Fole—task assignment

—_—————>

Workflow enforcement
information

WEF design tool WF system
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NRL (Naval Research Lab.)
DESIGN TOOL

- design workflow model

= create role and role hierarchies

assign role to task

@

q

server

© Ravi Sandhu 2001

exporting role hierarchies to role

57

NRL DESIGN TOOL (Cont'd)

IR Orgenization Editor | .~ -
El | 7

Platform: Windows NT, JDK1.2

© Ravi Sandhu 2001

<?xml version="1.0"?>
<I-URA Revision: 1
Mon Dec 07 15:59:28 EDT 1999 -->

<IDOCTYPE Organization SYSTEM
"../dtd/Organization.dtd">

<Organization id="Organization_URA">
<Name>URA</Name>
<Description></Description>
<Role id="director">
<Name>director</Name>
<Description></Description>
<Privileges></Privileges>
<LowRoleList>
<RoleReference >

<Link idref ="pl1"/>
</RoleReference>
<RoleReference >

<Link idref ="pl2"/>
</RoleReference>
</LowRoleList>
<HighRoleList>

</HighRoleList>
</Role>
<RoleReference>

58




WORKFLOW SY STEM

- each task server is web server

- user should present client
authentication certificate

= user’s privilege is authorized by
content of certificate (specially
client’s role information)

© Ravi Sandhu 2001 59

ROLE AUTHORIZATION ON
WORKFLOW SY STEM

1.access the respurce

Task Server Mume—, e
(Web Server) .
b 2j.1 get client certificate

3. read 2.2 retrieve role information
resource 2.3 check authorization status

A

resources o ;

client

© Ravi Sandhu 2001 60




ROLE SERVER

© Rav

« User Role Assignment
- Certificate Server

i Sandhu 2001

61

USER ROLE ASSIGNMENT

maintain role hierarchies and user
database

assign users to roles
generate user-role database

Kt}

Kt}

K{

avi Sandhu 2001
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USER ROLE ASSIGNMENT

(Cont'd)
..,'..-1-_ I! .,.-.. ' AR i

Almin's User Administration

Converted —
Role Hierarchyj— —_
File e
— ]
Fp—— e Alice : director
e Bob :engineer
i Chris : pro-leader
© Ravi Sandhu 2001 63
CERTIFICATE SERVER

authenticate client

= retrieve client’s role information from
user-role database

= Issue certificate with client’s role
information

Kt}
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X.509 CERTIFICATE

LSerial number: seu89084jdys QUbI IC Key
Validity : 01011999 -

01012000

-
Subject/Name/Organization P - .
Common Name = Gail .. Ay \e* Private Key
Organization Unit = st
Public key: s * Role
1e354276ssfatew76585098327 Information

djkfh9974-72ks78610092wef3

Singed By : List, GMUw=
kljsuytoj09874875919jdj2
4djso475-28ejd7-18re0875

~a , ' .
Certificate Authority

65
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CERTIFICATE ISSUE

1 >
2 .
N : , o
. G <
1T 10 10
—_— ml” HII 11 Certificate
Client e [~ Engine
Certificate Server
1. Client Certificate Request 4 5 {
2-3. Challenge-Response based on Password 2
4-5. Retrieving Role Information of a User
6-7. Creating Certificate Enrollment Form and

Public-key Embeded
8-9. Issuing Client Certificate
10. Downloding Client Certificate
11. Logging Certificate Information

Log

User-Role Database

66
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CERTIFICATE
AUTHORIZATION OVER SSL

server certificate l

-«

E client certificate

»

Role authorization

< »

client

SSL connection
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FINAL SCENARIO
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