02/07/06

-

19:59 FAX 703 993 1638

Information Processing Lettcrs 32 (1989) 213-219
North-Holland

GEORGE MASON UNIVERSITY

THE DEMAND OPERATION IN THE SCHEMATIC PROTECTION MODEL

Ravinderpal Singh SANDHU *

Departrient of Computer and Information Science, The Ohic State University, Columbus, OH 43210, U. S.A.

Communicated' by Fred B. Schneider
Received 2 August 1988
Revised 17 October 1988

We show that ihe demand operation in 1he schematic protection model is redundant 3n that it can be simulated by copy and
create operations. We also consider to whal extent amplification {or conditional demand) can be simulated by similar

constructions.
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1. Introduction

For protection purposes Co! iputer systems are
viewed as consisting of subjects and objects. Ac-
{ive entities such as users or processes are subjects
whilé passive entities such as text files are objects.
Protection is enforced by ensuring that subjects
can execute only those operations authorized by
privileges in theif domains. The schematic protec-
tion model (SPM) [8] defines three operations by
which a subject acquires new privileges: COpY,
create and demand. We show that demand is
redundant in that it can be simutated by copy and
create. This is surprising because demand was
intended to, and indeed appears 1o, confer a dif-
ferent kind of ability than copy or create.

TRedundancy of demand is an important step in
understanding the minimal features needed in a
protection model. The three SPM operations of
copy, create and demand were thought to capture
fundamentally different ways for acquiring privi-
leges. Copy enables a subject to obtain a privilege

* Present affiliation: Department of Information Systems and
Systems Engineering, George Mason University, Fairfax,
VA 22030-4444, U.S AL

from some other subject. For instance, the owner
of a file can copy réad or write privileges for that
file to another user. Create introduces new privi-
leges as the side cffect of creating new subjects or
objects in the system. For example, when a user
creates a file he is given the owner privilege for
that file. Finally, dernand allows a subject to ob-
tain certain privileges, literally by demanding
them. For example, every faculty member of a
department can be. authorized to demand the read
privilege for gvery departmental document.

It might appear demand can be eliminated by
giving the demandable privileges to every subject.
For instance, we can explicitly give every faculty
mermber the read privilege for each departmental
document. But then, whenever 2 new departmen-
tal document gets created, the privilege to read it
must somehow be explicitly distribuied to every
faculty member. Automatic distribution of privi-
leges is an unrealistic task for an operating system
to manage correctly, particularly in a large distrib-
uted environment. Sinall and frequent incremental
events such as creation of a new departmental
document should not require such a SWEEping,
impact. It moreover requires explicit represenia-
tion of large numbers of privileges many of which
may never be used.
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In practice the above problem can be, and
often is, solved by performing the distribution in
two §leps as follows.

(1) Define a departmental Jibrary as a subject
which contains read privileges for all departmental
documents.

{2) Authorize every faculty member to copy
read privileges from the departmental library, in
effect demanding them.

With this set-up, when a new departmental
document is created, the privilege 10 read it need
only be placed in the departmental library.

Although this solution is quite practical, a closer
look Teveals we have merely pushed the problem
one level Further. Imagine we have several libraries
in which deparimental documents arc made avail-
able 1o the faculty, pethaps organized by topic.
Now, whenever a new departmental library is

. created, we are back to the same situation of

having 10 explicitly give every faculty member
authorization 1o copy read privileges from the new
library. 1f the number of libraries is small and
creation of new ones infrequent, this may be
acceptable. Nevertheless, there appears to be a
place for demand as a fundamental operation.
After all, the above argument applies recursively
to libraries of libraries and so on.

The demand operation was included  SPM on
the basis of such arguments. The perception that it
is fundamentally different from copy and create
goes back to the very early work on this model [6].
Our main objective is 10 show that demand can be
simulated by copy and create operations. Section
2 briefly reviews SPM followed by our somstric:
tion demonstrating redundancy of demand in Sec-
tion 3. In retrospect the construction is straight-
forward, perhaps even obvious. The result 18 an
important correction to our intuition regarding the
hasic nature of dernand. Tn Section 4 we g0 on fo
gonsider to what exient amplification (ot condi-
tional demand) can be simulated in SPM by simi-
jar constructions, Secrion 5 concludes the paper

2. The schematic protection model

The dynamic Privileges in SPM aré tickets (ca-
pabilities) of the fory, y, p where ¥ identifies
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some unique entity and p is a right symbol.
Rights occur with or without the copy flag ¢. The
crucial difference is that ¥/p cannot be copied
from one subject to another whereas ¥,/pc might
be, if some additional conditions defined below
are true. The notation p:e denotes p or pe; with
multiple occurrences in the same context either all
read as p or all as pe. Each SPM ticket carries a

_ single right. We often abbreviate sets of tickets by

letting Y/ P denote {Y/pic| picEP

Subjects and objects are collectively called enti-
ties in SPM. Subjects can possess tickets whereas
objects cannot. Each entity is created to be of a
specific type which does not change. The typs of a
ticket is determined by the type of entity it addre-
sses and the right symbol it carries, that is,
typé(¥ /p:c) is the ordered pair type(Y)/pic. By
convention, types arc named in lower case while
enlities are named in upper case. Notation for
tickets extends in an obvious way to ticket types.

Tickets are acquired in accordance with specific
rules. These rules are specified by a scheme de-
fined by the following (finile) components, ex-
plained below:

(1) A set of entity types T partitioned into
subject types TS and obicct types TO.

(2) A set of rights R; the set of ticket types is
thereby 7' x R.

(3) A demand function d:TS = 27*%,

{4) A can-create relation ccC TS X T, equiv-
alently viewed as a function cc: TS — 27,

(5) A create rule Cr‘,,(u, vy =c/R, U p/R,,
er(u, v)=c/R, U p/R, for each cc(u, v).

{(6) A collection: of link predicates {link,}.

{7 A filter function f:TSxTS—2T*% fo
¢ach predicate link ;.

An SPM system is defined by a scheme and an
initial state, i.e., the initial set of objects, subjects
and their initial domains. The scheme is static and
controls how the state can evolve by demanq,
create and copy operations. Demand and create
are authorized entirely by the scheme whereag
copy is partially authorized by the scheme ang
partially by tickets.

The demand operation: Subjects of type u are
authorized to demand alt types of UCKets specified
by d(u), i.c., if v/p:c € d(u) then every subject [/
of type u can demand I /p:c for every entity 17 of
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type v. For instance, if departmental documents
and faculty members are entitias of type ddoc and
fac respectively, ddoc/r € d(fac) authorizes the
faculty to read every departmental document, in-
cluding those which will be created in future.

The create operation: Subjects of type u can
create entities of type v if and only if ccfu, o).
For instance co(fac, ddoc) authorizes faculty mem-
bers to create departmental documents. Tickets
introduced as the side effect of creation are speci-
fied by a different create-rule for every cc(u, o).
Each rule has the two components shown above,
where p and ¢ respectively denote parent and
child and the R,’s are subsets of R. When subject
U of type u creates entity ¥ of type o, the parent
U gets the tickets specified by cry(u, v}, ie, V/R,
and U/R,. The child ¥ similarly gets the tickets
specified by cr.(u, v), ie, V/R, and U/R,. For
instance, cr,{fac, ddoc) = c/rw and er (fac, ddoc)
=@ gives the creator read and write tickets for the
oreated document. In general, if » is an object
type then cr {u, v) should be empty.

The copy operation. A copy of a ticket can be
transferred from one subject 1o another leaving
the original ticket intact, Three independent pieces
of authorization are required for copying ¥/p:c
from U 1o V. Firstly U must possess ¥/pe. Note
that U is required to have ¥ /pe for copying either

Y/pc or Y/p. Secondly there must be a link -

connecting U to ¥, Links are established by tickets
for U and V in the domains of 7 and ¥. Links are
specified in the scheme by predicates which take a
pair of subjects as arguments. Let dom({/) denote
the set of tickets possessed by U. Each predicate
link, (¥, ¥) is defined as a conjunction or digjunc-
tion, but not negation, of one or more of the
following terms for any z < R: U/z € dom(T),
U/zedom(V), V/ize dom(U), V/z € dom(¥),
and true. For instance, the following are legitimate
link predicates:

link (U, V)= V/g € dom(U/)
{(grant link [3]),

link, (U, V)= U/r e dom(¥)
(take link [3]),

link (U, V') = V//s & dom({U) A U/r & dom(V")
(send-receive link 5D,
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link (U, V)= U/be dom({/)
(broadcast link [8]),

link (U, V) = true
(universal link [7]).

The third and final condition required for a copy
operation is defined by the filter functions Fi: TS
X TS —+27*R .one per predicate link,. The value
of f(u, v} specifies the types of tickets that may
be copied from subjects of type u to subjects of
type © over a link,. Example values are T R,
TO X R and # respectively authotizing all tickets,
object tickets and no tickets to be copied. To
sutmarize Y/p:c can be copied from U to ¥ if
and only if

Y/pe € dom(U)
A (3link,)[link (U, V') Ay/pice f,(u, 0)]

where the types of U, ¥ and Y are respectively u,
v and y. Note that f; determines whether or not
the copied ticket can have the copy flag,

3. Redundancy of demand

We now show that the SPM demand operation
can be simulated by copy and create operations.
For any given system we will construct an equiv-
alent system whose scheme has empty values for
its demand function. The central idea is to mimic
demand by a copy operation over the universal
link, ie., link (U, V') = true. However the SPM
¢opy operation only copies existing tickets,
whereas demand can introduce new tickets which
did not previously exist in any subject’s domain.
This aspect of demand is mimicked by creation
where the create-rules have the power to introduce
new tickets.

First consider demand of object tickets. We
simulate each object in the criginal system as a
subject in the modified system. Specifically let @
be an object of type o in the original system. In
the modified system it is simylated by a subject &
of type o which possesses all tickets for itself, ie.,
dom(Q}=0O/R. By virtue of possessing these
seli-tickets, ¢ is technically an SPM subject in the
modified system. We continue lo assume that O is
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Original System: U demands O/P
Modified System: U copies O/P over link,,(O,U}

(a) For object tickets

VS

Criginal System: U demands V/?
Modified System: U copies V/P over linky(VS,U)

{b} For subject ticketls

Fig. 1. Simulation of demand.

passive and cannot exercise the self-tickets it pos-
sesses. Moreover, these are the only tickets & will
ever possess. To emphasize the limited sense in
which O is a subject we call it a pseudosubject.
We can then visualize mimicking demand by copy
as shown in Fig. 1¢a). Let /P € d{u), so subject
U of type u can demand O/P in the original
system. In the modified system we simulate this
by authorizing I to copy /P from dom(Q) over
link (0, U), ie, f(o, u)=o0/P. It remains to
consider how pseudosubjects acquire self-tickets
in the modified aystem. For objects present in the
initial state of the original system, we can intro-
duce these self-tickets in the initial state of the
modified system. For objects created subsequently
in the original system, self-tickets are introduced
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by create-rules in the modified system. For this
purpose cr, cotnponents of the create-rules for
object creation are left unchanged while cr, com-
poments are set to ¢/R rather than @, thereby
introducing sell-tickets in every pseudosubject’s
domain when it is created. In this manner demand
for object tickets reduces to self-tickets introduced
by creation and copy over the universal link.

Next consider demand aof subject tickets. We
cannot assume that subjects in the original system
possess self-tickets in the modified system. Such
self-tickets can result in copy operations not possi-
tle in the original system. Also the original sub-
jects are potentially active and can exercise these
tickets. Instead we replace each original subject by
a paiy of subjects in the modified system as shown
in Fig. 1(b). Specifically, if ¥ is a subject of type v
in the original system we have a pair of subjects ¥
and V* in the modified system respectively of type '
2 and #°. V* is called a shadow subject for the real
subjeci V. We arrange for dom(V®) to be F/R,
i.e., the shadow subject possesses all tickets for the
corresponding real subject. Moreover, these are
the only tickets a shadow subject will ever possess,
Let 1/P < d(u), so subject U of type u can de-
raand V/P in the original system. In the madified
systern we simulate this by authorizing U to copy
v/P from dom(V®y over link,{(F% U}, ie,
fulvS, w)=uv/P. T is easy 1o arrange for shadow
subjects to possess tickets for their real counter-
parts. We authorize each real subject to creale its
shadow subject by oo v, ¢*). The create-rules for
creation of shadow subjects have their cr, compo-
nent as empty and cr, as p/R, thereby giving
each shadow subject tickets for its real parent.
Demand for subject tickets thus reduces to crea-
tion of shadow subjects and copy over the univer-
sal link.

This simulation is formally summarized as fol-
lows.

Step 1 Modify the given scheme to have an
empty demand function as follows:
(1) TS = {u, ' |ue TS}V {o]le€TQ), TO =
ﬂ‘

@ R.' =R;
(3) for all 0 € TO: d'(oy=40, )
- for all we TS: d(wy=#, d'u"y=4§;
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(4) for all 0= TO: cc'(0) =§,
for all «cTS: ec’(u) = ce(u) U {u*}, cc{u?)
=4
(5) for all & TS, o€ TO:
o, (u, o) =cr (u, o), cr;(u, 0)=c/R,
for all ueTS:
er,(u, ') =@, crl{u, w')=p/R,
for all u, v = TS:
ery(u, 8)=cr (u, ), or/(u, v)=crlu. v}
(6) retain the link predicates of the original
scheme,
define link (U, ¥) = true if not already de-
fined;
(7) forall u= TS, 6 €TO:
fl(e, W)= {o/piclo/pic S d(u)},
for all u, v ETS:
0%, w) = {v/pic|v/pie e d(uw),
for all 4, v =TS and all link,:
£ (u, 0) = fil(u, v),
all other values of the filter functions are
empty.

Srep 1I: Modify the initial state so that each
object @ of type o is replaced by a subject O of
type o with dom{Q) = O/R.

Step IH: Assume cach real subject creates at
least one shadow subject,

A formal inductive proof of equivalence be-

tween the original and modified systems is easily -

obtained by mimicking the operations of one in
the other along the lines sketched in Fig. 1.

4. Amplification

Amplification is used in several capability-based
systems [1,2] to support data abstraction. For ex-
ample, let O be an object of type queue with
dequeue and enqueue operations respectively
authorized by 4 and e rights. Only the type
manager for queues can execute read and write

" In pringiple, it is & simple matter to arrange for the operat-
ing system 1o create a shadow subject whenever needed,
Note that creation of a shadow subject is a local incremental
event far simpler than automatic, and possibly widespread,
explicit distribution of privileges,
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operations on O. Other subjects are restricted to
possessing, O /de: ¢ tickats. So if the type manager
subject is given O/d or O/e, it is necessary to
amplify these to obtain ©0/rw. Amplification can
be viewed as a conditional demand in the follow-
ing way. Let U and V be of type u and »
respectively. We want &/ to be able to demand
V/Q provided U already possesses V/P. It is
therefore natural to ask whether the constructions
of the previous section can be extended to simu-
late amplification.

We assume the ability to amplify is indepen-
dent of the copy flag, ie., @/d and Q/dc are
equivalent so far as the ability to amplify them is
concerngd, This is consistent with the viewpoint
that the copy flag plays a rele only in the copy
operation, We do allow the ampiified rights to be
copiable. This is useful for layered abstractions.
For example, if quenes are implemented as lists,
the type manager for queues needs to amplify O/d
to O/hte where h and ¢ respectively authorize
head and tail operations on lists. The O /hec tickets

- obtained by amplification carry the copy flag so

they can be passed on 1o the type manager for
lists, who in turn amplifies O/h or O/t to Q/rw.
In short, if V/P is amplified to ¥/@ we require
the rights in P to be without the copy flag whereas
© can have rights with or without the eopy flag.

Let us again first consider amplification  of
object tickets. Recall Fig. 1(a) which shows the
simulation of demand by copying self-tickets from
a pseudosubject’s domain over the universal link.
Amplification requires that such copying be per-
mitted only if ¥/ already possesses certain tickets
for 0. The SPM mechanism of links and filter
functions can easily model this condition as il-
lustrated in Fig. 2(a). Let U be a subject of type u
and O an object of type ¢ in the original system.
Suppose that subjects of type # can amplify the P
rights for objects of type o to obtain @ rights. The
requirement that O/F € dom(l/) is expressed in
SPM by defining link p{@, U/) = O/P € dom{{).
The amplification of O/P to O/Q is achieved
by authorizing U to copy O/Q from dom(()
over link (0, U)), ie, fele, u)=o/Q. The simi-
larity between Figs. 1(a) and 2(a) is striking. All
we are doing is replacing a copy operation over
link ,(Q, U7} by a copy over link (0, U).

217
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]'mkp.

Original Systene: U amplifies O/P to O/Q
Modified System: U copies 0Q/Q aver linkp(O.LD

(a) For object lickets

Original System: U amplifies V/P to V/Q

Modified Sysiem: U copies VP over linkp(V,1N
U copies V/Q over !inkP(VS,U)

(b) For subject tickets

Fig. 2. Simulation of amplification.

Next consider amplification of subjeci tickets.
In Fig. 1(b) demand was simulated by copying a
real subject’s ticket from the domain of its shadow
subject over the universal link, Now amplification
is predicated on U possessing tickets for the real
subject. Specifically, Jet U7 and ¥ be subjects of
type © and v respectively. Suppose subjects of
type u can amplify the P nights for subject of
type v to obtain ¢ rights. The requirement that
V/Pedom(l/} is again expressed by defining
link (¥, UN=F/PE dom(U/) indicated by the
solid edge in Fig. 2(b). However, ¥®, not ¥V, is the
source for amplified tickets, To enable U7 10 copy
V/Q from V* we first establish link p(¥7, U) as
indicated by the broken edge in Fig. 2(b). To
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achicve this, we modify the create-tules for crea-
tion of shadow subjects so as to introduce tickets
for the shadow subject in its real parent’s domain,
ie., orp(v, )= ¢/R rather than #. amplification
is then simwlated by two copy operations. First
copy Vi/P from V 10 U over linkp(V, U) o
establish link (1%, U). Then copy ¥/Q om ¥*
to U over linkp(¥*, U). For this purpose we de-
fine f» as follows,

Us/PUfP(U: H)
if link , was already defined,

v*/P otherwise;

folo, u)=

folv', w)y=v/F.

This simuiation works provided and v are
distinct types, However, it fails for peer amplifica-
tion with « = p. In theé latter case, because ¥°/R
& dom(V'), we have link »(¥5, V), so ¥ can copy
¥/0 from V* even it V/P&dom{¥). In this
mannet ¥ can acquire self-tickets not obtainable
in the original system. Fortunately, amplification
is most useful when u # 0. Nevertheless, the failure
raises serious gquestions about the modeling power
of SPM. By basing the model so strongly on types,
have we lost the ability te do peer amplification?
The problem js that V7 possesses tickets for its
shadow subject ¥®, but for pecr amplification
these tickets establish link AV V) with non-
empty fp{v*, p). For non-peer amplification there
is no problem since fp(v", u) is nonempty while
fa(e%, v) is empty. The impasse arises for u=v
because we cannot simultaneously have nonempty
fi(v", w) and empty fp(¥, V).

There does not appear to be any simple way
out of this impasse. However it turns out to relate,
rather unexpectedly, to a larger Guestion conceri-
ing the SPM copy flag. SPM assumes the Copy
flag is used solely for controlling the copy oper-
ation, so V/pc € dom{l/) implies V/p € dom( Ud.
1t has been suggested that the copy flag might be
redundant [4] in that for every systemt there is an
equivalent system in which all tickets have the
copy flag and it is carried along ©n every copy
operation. In this equivalent SYStEmL we would
have the converse property that ¥/p € dom(U)
implies V/pc € dom{L)}. If this conjecture is true,
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we can simulate peer ampiification by non-peer
amplification as follows. Let I/ and ¥ be subjects
of type u in the original system and consider peer
amplification of F/P to V/Q in U/’s domain,

Define 4* to be a new Lype of subject whose’

instances, such as U/°, are called amphfication
partners of the parent U. The basic idea is that
instead of amplifying ¥/P to /0 in U7 "s domain
we copy V/P from U to U2, let U/* do the
amplification and copy the amplified tickets back
to U from U®. Since 4" # u, the amplification of
V/B by U* is non-peer amplification which we
know how (o simulate. The catch is that to copy
V/P from U to U* requires U/ to possess the
tickets V/Pe= {V/pc| p € P), whereas for
amplification U/ is only reguired to possess V/P.
Now if the SPM copy flag is redundant, we can
replace the original system by an equivalent sys-
tem in which V/P&dom{l/) implies ¥/Pr s
dom(L/). We can then reduce peer amplification
of V/P w0 V/Q in U’s domain to non-peer
amplification as follows:

(1) Let k£ & R be a new right symbol and dafine
link (X, Y)= Y/k = dom({ X). :

(2) U creates its amplification partner U? with
link;’s from U to U? and vice versa. This is
achieved by cc'(u, u®), er{u, u*) =c/k and
cr;(u“, w)=p/k.

(3) Ucopies ¥/P to U* over link,, authorized
by fi(u, u")=TxR. It i$ this step which re-
quires redundancy of the copy fiag.

{(4) U* amplifies ¥/P to V/Qe. This requires
folu, u)=w’/P and fl(u, uMy=u/0c. The
crucial point is f5(«® u)=#, so I/ or ¥ can no
longer copy their self-tickets from U° or 7° re-
spectively.

(5} Finally, U copies ¥/ from {/® over link &
authorized by f/(u", ) = Tx R,

To summarize, we have shown that peer ampli-
fication can be reduced Lo non-peer amplification
provided the SPM copy flag is redundant,
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5. Conclusion

The demand operation in SPM is theoretically
redundant since it can be simulated by copy and
create operations. To a large extent amplification
{or conditional demand) can be simulated by simi-
lar constructions. It is noteworthy that these con-
structions de not introduce cveles in can-create,
Therefore, amplification is achieved without com-
promising safety analysis [8). For peer amplifica-
tion however, our construction works only if the
SPM copy flag is redundant. Redundancy of the
SPM copy flag is an impertant open question in
its own right. Tis significance is enhanced by this
unexpected connection to peer amplification.
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