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Group-Centric Secure Information Sharing (g-SIS) envisions bringing users and objects together in a group
to facilitate agile sharing of information brought in from external sources as well as creation of new infor-
mation within the group. We expect g-SIS to be orthogonal and complementary to authorization systems
deployed within participating organizations. The metaphors “secure meeting room” and “subscription ser-
vice” characterize the g-SIS approach.

The focus of this article is on developing the foundations of isolated g-SIS models. Groups are isolated
in the sense that membership of a user or an object in a group does not affect their authorizations in other
groups. Present contributions include the following: formal specification of core properties that at once
help to characterize the family of g-SIS models and provide a “sanity check” for full policy specifications;
informal discussion of policy design decisions that differentiate g-SIS policies from one another with respect
to the authorization semantics of group operations; formalization and verification of a specific member of
the family of g-SIS models; demonstration that the core properties are logically consistent and mutually
independent; and identification of several directions for future extensions.

The formalized specification is highly abstract. Besides certain well-formedness requirements that spec-
ify, for instance, a user cannot leave a group unless she is a member, it constrains only whether user-level
read and write operations are authorized and it does so solely in terms of the history of group operations;
join and leave for users and add, create, and remove for objects. This makes temporal logic one of the few
formalisms in which the specification can be clearly and concisely expressed. The specification serves as a
reference point that is the first step in deriving authorization-system component specifications from which
a programmer with little security expertise could implement a high-assurance enforcement system for the
specified policy.
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1. INTRODUCTION

The need to share but protect is one of the oldest and most challenging problems for
trustworthy computing. Saltzer and Schroeder [1975] identified the desirability and
difficulty of maintaining “some control over the user of the information even after it has
been released.” The ensuing three and half decades have only further compounded the
technical difficulties. The analog hole [Wikipedia 2009] wherein content is captured at
the point it is rendered into human perceptible form and converted back into unpro-
tected digital form highlights the intrinsic limits. At the same time our increasingly
information-rich and information-dependent society needs to exploit secure informa-
tion sharing (SIS) to fully benefit from the productivity, social and national security
benefits of the ongoing cyber revolution.

SIS research challenges include the information sharing policy design and enforce-
ment challenge as well as the containment challenge, which we explain just below. The
focus of this article is on the policy challenge of specifying, analyzing and enforcing SIS
policies. A basic premise is that this requires new access control models that can inte-
grate and go beyond earlier ones, have intuitive grounding and rigorous mathematical
foundations, are usable by the ordinary citizen and enforceable in distributed systems.

The containment challenge, which is outside the scope of this article, is to ensure
that protected information is accessible on the recipient’s computer only as permit-
ted by policy. This includes preventing the recipient from making unprotected or
less-protected copies, as well as more traditional issues such as authentication and
technological support for locally restricting access based on authorization decisions
(see the confinement problem in Lampson [1973], for example). There is a rich lit-
erature on containment including the currently dominant Trusted Platform Module
approach [TCG 2007]. This article assumes that adequate assurance for containment
is available commensurate with the application.

The article will build upon a novel approach called Group-Centric Secure Informa-
tion Sharing (g-SIS), recently introduced by the authors [Krishnan et al. 2009a, 2009b,
2009c]. A fundamental philosophy of g-SIS is to bring users and information together
in a group to facilitate sharing and collaboration, reinforcing the paradigm shift from
a “need to protect” to a “need to share” model. Users gain access to group informa-
tion by virtue of membership. Likewise information is made available to members by
adding it to the group. Using the notion of a group as the basic abstraction of SIS
provides many of the same benefits of using roles versus individual users for permis-
sion distribution. However, unlike in traditional role based access control systems, the
intention in g-SIS is that group users and objects can be affiliated with or originate
from multiple organizations.

Two useful metaphors for a g-SIS group are a subscription service and a secure
meeting room. Subscription disseminates information to subscribers who participate
in blogs and forums accessible to the subscription group. In the second metaphor,
a group represents a meeting room that brings people together to share information
available in the room, be it brought into the room from external sources or internally
created within the room. During the course of the meeting, new information may be
created or information already present in the room may be updated to create new
versions. The times at which users join and leave and at which objects and its versions
are added and removed may affect user authorizations both during and after periods
of group membership.

Prior frameworks intended to support group-based policies that are sensitive to the
relative times at which group operations, such as user join and object add, have tended
to be quite rigid. For instance, in the much studied secure multicast problem [Rafaeli
and Hutchison 2003], typically new group members cannot access content added prior
to user-join time (backward secrecy) and after leaving the group, users retain access
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Fig. 1. Community cyber security incident management.

to content that was added during the period of their membership. The intention of
g-SIS is to be more flexible with respect to this sort of policy decision. For instance, in
addition to being able to support the policy enforced by secure multicast, a g-SIS policy
might grant members access to information added to the group before they joined (no
backward secrecy). Similarly, a g-SIS policy might require that users lose all access to
information in the group once they leave. As we will see, the policy elements associated
with group operations in g-SIS, and their combined effect on authorization, can be
intricate and the space of global g-SIS policies is vast. Cataloging the options and
precisely specifying specific policies is a challenging research problem.

The objectives of g-SIS are distinct from those of the prior work in access control
of which we are aware. Specifically, the design of g-SIS should be conceptually
lightweight; support create, add and remove operations for objects containing infor-
mation; and enable users to join and leave groups. The intention is that the security
models already in use by participating organizations need not be integrated with
the g-SIS system. Instead, g-SIS should be orthogonal and complementary to those
deployed models. These objectives are intended to support agile responsiveness to
shifting circumstances, which occur, for instance, in cyber incident-management life
cycle (to be discussed later). To the best of our knowledge, these goals are novel. They
are sharply distinguished from those of prior work, such as in the context of dynamic
coalitions, which generally focus on integrating security infrastructure across organi-
zational boundaries [Cohen et al. 2002; Freudenthal et al. 2002; Shands et al. 2001].

2. VISION, METHODOLOGY, AND SCOPE

We motivate g-SIS and discuss our long-term research goals using the information
sharing domain of community cyber security, where community refers to a county or
larger city size unit with a clearly demarcated geographical and/or governance bound-
ary.! We believe similar motivation will be applicable in numerous other SIS domains.

2.1. Motivational Scenario

Our scenario is developed in the context of the life cycle of a cyber security incident in
a community illustrated in Figure 1(a). A basic premise is that several different orga-
nizations need to be involved in recognizing and managing a community-scale cyber

1Such scenarios are encountered by the Center for Infrastructure Assurance and Security (CIAS) at the
University of Texas at San Antonio which conducts several cyber incident management exercises across the
nation. See White and Granado [2009], for example.
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security incident. These include local government organizations, for instance, police,
fire and health, quasi-government organizations, for instance, energy and power
utilities, and private organizations, for instance, telecommunications, internet and
financial service providers, and so on. In the steady state consider two “permanent”
groups that enable SIS across these organizations. These are the open and core groups
in Figure 1(a). The notion of the open group is that it is open to voluntary participa-
tion by employees of designated organizations, perhaps subject to some admission cri-
teria such as excluding temporary contractors. Voluntary membership in this group is
maintained so long as the admission criteria remains valid. Information shared in the
open group is likely to be of relatively low sensitivity. The core group on the other hand
enables sharing more sensitive information and its membership is administered. Per-
haps, each organization gets to nominate a few participants as appropriate. Members
of the core group are automatically enrolled in the open group as a matter of conve-
nience. It is anticipated that over time members of the open group will develop
reputation and trust rankings based on their activity and responses from other open
group members.

When a cyber incident occurs or is suspected, the initial information sharing may
continue to be facilitated via these two groups. At some point it may be appropriate to
establish an “incident” group which would focus on this particular incident. Members
of the incident group are selected administratively from the core group. The criteria for
selection could involve special expertise or representation of a particular sector such
as telecommunications. Membership in the incident group is conditional on continued
membership in the core group. Additional expertise from outside the core group may
be appropriate within the incident group. Two avenues for this purpose are illustrated,
from the open group or from a “cloud” of subject area experts such as professors. The
incident group is provided a filtered read capability into the core group which enables
selective access to core group information. Further the incident group has a filtered
read/write capability to the open group. This can allow solicitation of particular exper-
tise or information from that group for example.

Over time the incident group may dissolve or persist for some time depending on
circumstances. Figure 1(b) shows the simultaneous existence of multiple incident
groups. Our long-term vision for g-SIS is to capture the dynamism of secure informa-
tion sharing such as in this community-based scenario, and build models with strong
mathematical foundations and intuitive appeal. It should be noted that a particular
static snapshot of this evolving scenario is likely to be implementable using traditional
models such as Bell-LaPadula (BLP) [Bell and La Padula 1975] and DTE [Badger
et al. 1995]. The difference is that the latter models are intended for static situations.
Their mathematical foundations often assume a static unchanging foundation, such
as an assignment of security labels that cannot change (tranquility in BLP). The
motivation for g-SIS is agile dynamism and evolution in response to real-world events
and information sharing requirements. Agility is enabled by defining appropriate
intergroup relationships that facilitate easy administration in response to shifting
information sharing requirements. We plan to develop isolated and connected group
g-SIS models. In isolated g-SIS, multiple groups may exist but user’s membership
in one group has no implication on her authorizations in other groups. In connected
g-SIS, membership in one group may have implications on authorizations that are
enabled or disabled in other groups.

2.2. Research Methodology

This article represents an initial contribution in the development of a larger research
vision, the end goal of which is to provide system component specifications that are
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sufficiently concrete that a programmer with little or no security expertise can imple-
ment a g-SIS system with high assurance of adherence to the security objectives. This
article is concerned primarily with abstract policy capturing those objectives. A basic
premise of our research methodology is that specifying and analyzing the application
policy should be clearly separated from enforcement policy issues that arise due to the
realities and practicalities of a distributed system. Following Sandhu et al. [2006],
Krishnan et al. [2007], and Sandhu [2009], we call these respectively P-layer (for ap-
plication policy) and E-layer (for enforcement policy) concerns. P-layer specifications
express a policy that is ideal in that it ignores issues such as distributed authorization
state, network latency, caching, and requirements for off-line use. E-layer specifica-
tions define authorization decisions that approximate those given by the ideal policy
in a manner that provides the desired application-dependent balance between resource
availability and timely propagation of authorization-state changes.

To manage complexity, a progression of g-SIS models can be incrementally devel-
oped. At the P-layer, our vision is to develop stateless and stateful specifications of the
isolated and connected group models. We call a specification stateless if a user’s autho-
rization to access an object is specified based solely on the history of group operations.
Specifications such as this are our current focus. Reliance on the event history makes
using temporal logic in the specification a natural choice. In particular, we use first-
order linear temporal logic (FOTL), as doing so enables us to support an unbounded
number of users, subjects, objects, and groups. By contrast with the stateless specifica-
tion’s reliance on event histories, the stateful specification introduces data structures
that record sufficient information about the history to support making efficient au-
thorization decisions. The separation of stateless and stateful specification increases
assurance that designs meet the intended security objectives. By focusing initially on a
stateless specification, we avoid being distracted by issues surrounding mechanism for
supporting authorization decisions. Specifying the intended system behavior in two
different formalisms supports high assurance of meeting security objectives because
one is unlikely to make the same errors in both specifications.

2.3. Article Scope

In this initial work we focus on formal specification of the requirements of an isolated
g-SIS model and developing stateless specifications. (Note that a user may belong to
multiple isolated groups, and an object may be made accessible to multiple groups.)
Users may join, leave, and rejoin; external objects may be added, removed, and re-
added; new objects may be locally (internally) created in the group. Each of these group
operations could be of various types (see Sections 3.5 and 3.6). For instance, on strict
leave the user loses authorization to read all group objects. On liberal leave, the user
may retain read access to some of the objects authorized during membership period. In
general, there may be many variations beyond those explicitly identified in this article.
For convenience and readability, we do not include a delete or remove operation for
internally created objects, which we anticipate would be a straightforward extension.
We consider read and write permissions. Externally added objects in a group can
only be read. Internally created objects can be read and written (to create a new ver-
sion). The authorization for read and write operations is determined by the interaction
between the basic group operations and the particular semantics of different variations
of these. For convenience we understand object, version and object version to roughly
mean the same thing, unless we need to be absolutely precise. To achieve containment
of information within an isolated group we utilize the classic distinction between users
and subjects. The term user refers to a representation of a human in the system. The
term subject refers to processes that run on behalf of the user. A user may create a
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subject in a specific group to read and write versions as authorized. We restrict a sub-
ject’s read and write access to a single group. We ignore read-only subjects that may
read from multiple groups. Read-only subjects are useful for the purpose of aggrega-
tion of information from multiple groups (for instance, to view an aggregated calendar
or messages from multiple groups) and would be relatively straightforward to support.

Authorization for the basic group operations is out of the current scope, although
a complete policy must also specify the authorization for these operations. We expect
that administrative models for g-SIS can be adapted from the numerous administra-
tive models in the literature [Harrison et al. 1976; Jaeger and Tidswell 2001; Li et al.
2002; Lipton and Snyder 1977; Sandhu 1988a, 1992; Sandhu et al. 1999].

Our contributions are as follows in correspondence to the outline of the rest of this
article. In general, our contributions demonstrate the translation of intuitive aspects
of a model, such as the isolated g-SIS, into a formal model. We define a collection
of intuitive core properties of isolated g-SIS using a language that is based on first-
order linear temporal logic or FOTL (Section 3). The core properties are required of
all g-SIS specifications. We propose a number of optional properties that are based
on specific semantics of group operations. We develop a stateless g-SIS specification
using FOTL, called the z-system, that supports a selected subset of such operation
semantics (Section 4). We prove that the 7-system entails the core properties and
selected optional properties (Section 5). We also prove that the core properties are
mutually independent and consistent. Our proof technique involves generalizing a
proof obtained for small carriers (with limited number of users, objects, etc.) to large
carriers (with countably infinite users, objects, etc.). We use FOTL to specify g-SIS
with unbounded carriers and the theorems we state in this article are difficult to prove
using completely manual techniques. Therefore, we use a model checker to obtain a
proof for the small carrier case and extend that proofto the general unbounded carrier
case. Section 6 discusses related work, and Section 7 gives our conclusions.

3. FORMAL SPECIFICATION OF G-SIS

We provide an informal overview of the design features of isolated g-SIS and formalize
the model in the following subsections. The specific design choices that have been
made are not always as important as the demonstration of the existence of a number
of choices. We define the g-SIS language and specify a core set of properties that are
required of all g-SIS specifications. We also discuss a few optional properties based
on different semantics of some of the group operations. From here on, we understand
that the terms g-SIS model and g-SIS specification refer to isolated g-SIS model and
specification, respectively.

3.1. Overview

As discussed in Section 2.3, the focus of this article is on the basic group operations
of join, leave, create, add, and remove. We follow a simple yet flexible object version-
ing model where each update operation creates a new version. Note that the update
operation can be performed on a specific version (see Table I) of an object. Also, the
same version can be updated multiple times creating multiple versions from the same
parent version. We assume that the root version of an object has a special version
identifier called iyt that is generated when the object is created. Different versions
of an object may be added to the group from an external entity, but group users are
not allowed to write to such versions. Objects created locally in the group may be read
and updated. Note that it is possible for a subject to copy the content of an externally
added object to a locally created object. Thus, once information is brought into a group,
strictly speaking it cannot be guaranteed to be removed since it may have been copied
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Table I. Summary of Operations

Operation Explanation
Join (u, g) = join; (u,g) v ...V join,, (1, g) Join user u to group g.
Leave (u, g) = leave; (u,g) v ...V leave, (u, g) Leave user « from group g.
Add (0,v,8) =add; (0,v,8) V...V add, (0,v,8) | Add version v of object o to group g.
Remove (0, v, g) = remove; (0,v,8) V...V Remove version v of object o from group g.
remove, (0,0, 8)
CreateO (o, Vipjt, g) = createOq (0, Vinit, &) V ... Create root version vjy;; of object o in group g.
Vv createO; (0, Vipit, &)
createS (u, s, g) User u creates a subject s in group g.
kill (w, s, g) User u kills a subject s that she had created in g.
read (s,0,0,9) Subject s reads version v of object o in group g.
update (s, 0, v1, v2, ) Subject s updates version v; of object 0 in group g

resulting in a new version vg in g.

into locally created objects. For this article, the crucial information flow property of
an isolated group is that information cannot flow out from the group except through
human channels. More detailed information flow analysis is deferred to future work
(see Section 7).

A summary of operations supported in the model is shown in Table I. As mentioned
earlier, group operations in g-SIS may have different semantics. The subscripts in
Table I denote these semantics for respective operations. For example, each of join,
(w, g), ..., join,, (u, g) represent specific join semantics such as strict, liberal, etc. This
will be discussed later in this section. The operations shown below the horizontal line,
createS, kill, read and update, do not have variations and are carried out by users or
subjects explicitly identified in the operation parameters. Operations shown above the
horizontal line are carried by administrative action. The administrator who initiates
these operations is not explicitly identified in the operation parameters. Identifica-
tion of the administrative user would become relevant in context of an administra-
tive model controlling administrative authorization. For simplicity we have included
CreateO in this set, although arguably it could have been included in the user or sub-
ject initiated operations below the line.

3.2. g-SIS Language

We use many sorted, first-order linear temporal logic (FOTL) [Pnueli 1977] to char-
acterize g-SIS. FOTL differs from the familiar propositional linear temporal logic by
incorporating predicates with parameters, constants, variables, and quantifiers. We
need these to specify systems that contain unbounded numbers of groups, users, sub-
jects, objects, and object versions.

Sorts are syntactic objects that resemble types. For users, subjects, objects, versions,
and groups, respectively, we denote variables and sorts by g: G, u: U, s:S, 0: 0 and
v:V. The semantic values over which a variable ranges depend on the variable’s sort
and are drawn from a set that is called the carrier of that sort. For each of the sorts
identified above we denote the corresponding carrier by G, U, S, O and V, respectively.
We use the following metavariables to range over individuals: g € G, u € U, s € S,
o€ Oandv e V. Visrequired to include a distinguished element v;,;;. When needed,
we add subscripts to variables and metavariables. The carriers introduced above are
assumed to be countably infinite, enabling us to model systems of unbounded finite
size. In later sections, when we discuss using a model checker to verify properties of g-
SIS systems, we will also introduce small finite carriers, Gsm, Usm, Osm, Vsm, Which the
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model checker can effectively analyze. In addition, we have p:P with carrier P = {r, w}
ranging over the permissions to read and write. We denote the collection of carriers by
C=(G.U,S,0,V,P) and Csm = (Gsm, Usm> Ssms Osms Vsm, P).

Actions are represented by predicates, so the language of formulas depends on the
actions that are supported. A state is an interpretation, ;, that maps each predicate
in the language to a relation over the appropriate carriers. For instance, an action,
join,, is mapped to [join;l: C U x G. Predicates that represent actions are called
action predicates. The action predicates we consider are those shown as operations
in Table I. In addition, the language has two authorization predicates that can be
used to construct atomic formulas such as Authz(u, 0, v, g, p) and AuthzS(s,0, v, g, p).
We denote the set of states over carriers C by Z¢. A trace is an infinite sequence of
states 0 € X¢. At a given state o; (i € N), (u, g) € [join llo; indicates that user u joins
group g at position i with the variant of the join operation given by join;. Similarly,
(s,0,v, g, w) € [AuthzS]ls; indicates that subject s is authorized to write/update (w)
version v of object 0 in group g at position i. (Also, (u, 0, v, g, w) € [Authz]ls; indicates
that user u is authorized to write/update (w) version v of object o in group g at
position i.) Notice that if each carrier in Cgy, is a subset of the corresponding carrier in
C,theno € X¢ implies o € X¢.

FOTL formulas can be classified as either state formulas or temporal formulas.
State formulas are constructed from atomic formulas, possibly with variables, constant
symbols, logical connectives, and quantifiers over variables. Our constant symbols are
identified with distinguished elements of the carrier corresponding to the constant’s
sort. Thus, in particular, vi,;;, r and w can appear in formulas. Temporal formulas are
constructed from FOTL formulas by applying temporal operators. An intuitive sum-
mary of the temporal operators used in this article is given in Table VII in Appendix A.
(All appendices of this article are available in the electronic version.)

An environment 5 is a function mapping variables to elements of carriers in which
the variable’s sort dictates which carrier its value is drawn from. For instance,
n(w) = v € V represents the notion of variable » standing for v in the current en-
vironment. (Environments are needed to provide semantics for formulas containing
quantifiers.) For a formula ¢, ¢ is satisfied by a trace o, written ¢ E ¢, if 6,0, E ¢
for all environments . The statement that, at index i, o satisfies ¢ under environ-
ment 7, written 0,1, 7 E ¢, is defined inductively on the structure of ¢. The following
highlights this inductive construction while suppressing detailed treatment of sorts
for simplicity. By [¢ll# we denote 7(¢) when ¢ is a variable and the element of the
carrier denoted by ¢, when ¢ is a constant. For n-ary predicate ¢ and terms (i.e., con-
stants or variables) #1, ..., t, of the appropriate sorts, o,i, 7 E q(#1, ..., %) holds when
([t10ln, ..., [t.0n) € [gllo;. Compound state formulas are handled in the usual way.
In particular, o,i,7 E Jx : 7.¢ holds when o,i, 7lx — al E ¢ holds for some a in
the carrier for sort . (' = 5lx — al is the environment given by #'(y) = a if y is
the variable x, #(y) otherwise.) Temporal operators are handled as follows. We have
(“unless”) 0,1, 1 E ¢1 W ¢ if there exists £ > i such that 7,%,7 E ¢2 and for all j,
i < j < kimplies o, j,n E ¢1, otherwise for all i 7, j, 7 E ¢1. We also have (“since”)
0,1, E ¢1S ¢ when there exists £ < i such that 6,%k,7 E ¢2 and for all j, & < j < i
implies o, j, 7 E ¢1. Finally, (“next”) o,i,7 E O¢ when 0,1+ 1, E ¢ and (“previous”)
o,i,n E (¢ wheno,i—1, 5 E ¢. Other temporal operators can be defined in terms of the
above operators. Operators (5, €, and S are past operators; (), (1, and W are future
operators.

Because we are studying the relationship between semantics of various basic group
operations, the language of the specification includes several different predicates rep-
resenting each of the five basic operations join, leave, add, remove and create. In the
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following, we often wish to write subformulas that state, for example, some type of join
event occurs. It is therefore convenient to introduce the notations Join, Leave, Add,
Remove, and CreateO as shown in Table I. In addition, we have two authorization
predicates Authz and AuthzS.

3.3. Well-Formed Traces

The well-formed traces constraints specify the syntactic correctness of g-SIS traces. We
highlight a few aspects of well-formedness by explaining parts of the formulas below.
Other parts should be self-explanatory.

(1) Formula 7y specifies operations that cannot simultaneously occur in the same state.

TO(ulaslaSana 01, 02, I)Sagl) =

O—(Join(u1, g1) A Leave(ui, g1)A (1)
O—(Add(o, v1, 81) A Remove(o, v1, 81))A (2)
O—(createS(u1, s1, g1) A (kill(uy, 81, g1)V 3)
read(sy, 0, v3, g1) V update(ss, 0, v1, v2, g1)))A

O—(update(sy, 0, v1, v2, g1)A 4)
(read(sz, 0,02, gl) A\ update(sz, 0,02, 03, gl)))/\

O—(CreateO(0, Vinit, 1) A (update(si, 0, Vinit, 01, £1))A (5)
D—-(Add(o, vl,gl) AN read(sl,o, vl,gl)) (6)

It states that a user cannot join and leave in the same state (1). Similarly an object
version cannot be added and removed in the same state (2). A subject cannot be
created and simultaneously killed. Also the subject cannot perform read or update
operations in the same state in which it was created (3). Also note that a version
being updated to say vy cannot be simultaneously read or further updated by any
subject in the same state (4). Finally, an object cannot be created and updated in
the same state (5). Similarly, an object may not be added and read in the same
state (6). Recall that we assume that objects added from external sources cannot
be updated. In general, we require that in the same state an entity cannot be
introduced into the system and operated upon.

(2) Formula 7; states that two types of the same operation cannot occur in the same
state for any given user or object. For instance, for a given user and group, two
types of join operation (such as strict and liberal) cannot occur in the same state.
Note that subscripts such as i and j are not part of our language but are metavari-
ables used to refer to different types of an operation.

11(u1,0,01,81,82) =
/\{D—-(joini(ul,gl) Ajoinj(ur, g1 < i < j<mjA
N\ O—(eavei(ur, g1) Aleave;(ui, gD)I1 < i < j < nja
/\{O—(addi(0, v1,81) A add;(0, v1. @)1 < i < j < p}A
/\{D—-(removei(o, v1,81) Aremove;(o,v1,81))|1 <i < j< gIA
/\{D—-(createOi(o, v1,81) AcreateO;(o,v1, 821 <i < j<r}

(3) Formula 7o specifies the operations that cannot reoccur. Intuitively, these
constraints require that anything that is introduced in the system has a unique
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identifier of the respective sort. For instance, an object version can never be
re-created.

to(u1, ug, 81, 82, 0, 01, V2, 03, 81, 82) =
O(CreateO(o, Vinit, g1) — (O(O—-CreateO(o, Vinit, g2)))A
O(createS(uq, s1,81) = (O(O—createS(usg, s1,82))A
O(update(sy, 0, v1, 2, g1) = OQ(d—update(ss, 0, v3, v2, g1))A
O(CreateO(o, vinit, 1) — OQO—Add(o, v, g2))A
O(Add(o, v, g1) —» (OO—CreateO(o, Vinit, 82))A
O(Add(o, v1,g1) — O—update(ss, 0, v1, v2, 81)A
O—(CreateO(o, v1, g1) A (01 # Vinit))A
O-(update(si, 0, v1, v2, 81) A (V2 = Vinit))

(4) Formula r3 specifies the order in which certain operations of the same sort may
occur. For example, once a user joins, she may rejoin only after leaving the group.
In order to a leave a group, the user should not have left since she most recently
joined.

t3(u1, 81,0,01,81) =
O(Join(u1, g1) = O(=Join(uy, g1) W Leave(u1, g1)))A
O(Leave(u, g1) — (O)(=Leave(us, g1) S Join(u1, g1))A
O(Add(o, 1, g1) —» O(=Add(o, v1, g1) W Remove(o, v1, g1))A
O(Remove(o, v1, g1) — (O)(—=Remove(o, v1,g1) S Add(o, v1, g1))A
D(kill(ul, S1, gl) - @(—-kﬂl(ul, S1, gl) S createS(ul, S1, g1)))

We denote the well-formed constraints collectively as 6.

0 =Vui, us : U.Vsl,SQ :S.Vo : O.Vl)l, 09, U3 :V.Vgl,gg : G.
to(u1, 81, 82,0, 01, 02,03, 81) A 11(U1,0,01, 81, 82) A
to(u1, ug, 81, 82,0, 01, V2, 03, 81, 82) A 13(U1, 81,0, 01, 81)

3.4. Core Properties

The core properties govern how authorization may change in isolated g-SIS.? As will be
defined formally later, these properties are required of all isolated g-SIS specifications.
In addition to characterizing what we mean by saying that a model is an isolated g-SIS
model, core properties provide an opportunity to perform a sort of sanity check on a
specification as a whole. Core properties are designed to focus on one global system
property at a time. This is helpful because when designing the system specification,
it is easy to miss important details. Designing and verifying core properties gives the
system designer an opportunity to focus on one system characteristic at a time and to
view the specification from various points of view.

The motivation for these core properties is as follows. A group policy in traditional
operating systems such as in UNIX is fixed and simple. A user may access an object

2Each of these properties signifies an important aspect of a group in g-SIS. We believe that the precise
formulation of these properties will change as g-SIS models evolve (for instance, with the introduction of
additional basic group operations). However, we expect newer formulations of these properties would still
accommodate the intuitive core aspects of g-SIS presented here. Also note that each of these properties
defines a safety property [Lamport 1977] in the sense that any trace that does not satisfy the property can
be recognized as such by examining a finite prefix of the trace.
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if both the user and the object are current members of the group. Such a rigid defi-
nition is very restrictive in the larger information sharing scenario. Let us consider
two distinct application domains to illustrate this assertion. Consider a group man-
aged by an organization whose users include members of the same and some external
consultants. In certain scenarios, it is likely that once the consultant leaves the group,
she may retain some level of access to objects that she was authorized to access dur-
ing her membership period. Furthermore, the same consultant may re-visit the group
sometime in the near future. At this point, what is an appropriate authorization pol-
icy for her? Is she allowed to access every object in the group? If not, what about
the objects she had access to during her prior membership period? In contrast to this
example, consider a typical group policy of forward and backward secrecy in the se-
cure multicast scenario [Rafaeli and Hutchison 2003]. A joining user may only access
information added after join time. Past information is not available to this new user
(backward secrecy). A leaving user cannot access new information added to the group
after leave time (forward secrecy).

Clearly, the semantics of group operations such as join, leave, create, add and re-
move (that is the authorizations enabled by such operations) is application dependant
and a model for group-centric information sharing should be flexible enough to accom-
modate different semantics. Specifically, in certain scenarios, a group policy may be
very strict in terms of authorization (such as in secure multicast example above), while
in others, it may be liberal (such as in the consultant example). The core properties of
the g-SIS model specify various aspects of the authorization requirements of a reason-
ably liberal group. Specifically, the properties allow for different policy specifications
such as the examples previously considered to be specified.

(1) Persistence Properties. These properties specify the conditions under which autho-

rization may change in g-SIS. In general, authorization value changes in a system
only if an authorization changing event occurs.
Authorization Persistence. Formula x states that when a user is authorized to read
a version via group g, she remains authorized unless some membership changing
event involving the user or version occurs. For instance, if a user is currently
authorized and she leaves the group, she may no longer be authorized. In certain
scenarios, a past member of the group may have authorization to read a version
but may lose access when she rejoins the group. We call this a lossy join. This
property states that such events can change the value of authorization predicate
for read. We consider some example authorization semantics for group operations
in Sections 3.5 and 3.6.

ko =Vu : UVo : O.¥o : V.Vg : G.
O(Authz(u, 0,0, g, r) —» (Authz(u, 0, v, g, r) W (Join(u, g) v Leave(u, g)v
Add(o, v, g) vV Remove(o, v, 2))))
Formula x; states that if a user is authorized to write to a version, she remains
authorized unless she leaves. As we will see, the Authorization Provenance core
property requires that in order to write any version, the user needs to be a current
member. Thus unlike read, authorization to write cannot hold for past members.

Further, users cannot write to versions added from external sources. Thus Leave
is the only relevant operation.

k1 =Vu:UVo : O.Vo : V.vg : G.
O(Authz(u, 0,0, g, w) — (Authz(u, 0, v, g, w) W Leave(u, g)))

Revocation Persistence. If a user is not authorized to read a version, she will re-
main so unless some authorization changing event occurs. For instance, she can
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become authorized if she joins the group or if the version is introduced through
Add, CreateO or update.

ko =Vu : UVo : O.Vo1 : VVg: G3s: S.Fve : V.
O(=Authz(u, 0, v1, g, r) = (=Authz(u, 0, v1, g, v) W (Join(u, g)Vv
Leave(u, g) v Add(o, v1, g) V Remove(o, v1, )V
CreateO(o, v1, ) Vv update(s, 0, v2, 01, 2))))

Formula «3 states that if a user is not authorized to write to a version, she remains
so unless she joins the group, or the version is introduced through CreateO or
update. Note that externally added objects cannot be updated.

kg =Vu : UVo : O.Vo1 : V.Vg: G.3s: S.Fvg : V.
O(=Authz(u, 0, v1, g, w) — (=Authz(u, o0, v1, g, w) W (Join(u, g)v
CreateO(o, v1, g) v update(s, 0, v2, v1, g))))

(2) Authorization Provenance. This property specifies the conditions under which read
or write authorization may begin to hold in a given trace. The g-SIS theory rec-
ognizes that in certain scenarios past users may retain read access to some of the
object versions in the group (such as in the consultant example earlier). Specifically
authorization to read a version may hold even during non-membership periods of
users. Intuitively, property x4 states that a user will not be authorized to read a
version until a point in a trace at which both the user and the object version are
simultaneously members of the same group. Note that the version may become
a member of the group by one of the following means: (a) the version is added to
the group from an external source, (b) the version is created in the group or (c) the
version is introduced by means of an update operation on some prior version in the
group.

kg =Vu : UNo : O.Vo; : V.Vg: G.3s: S. e : V.
(=Authz(u, 0, v1, g, v) W (Authz(u, 0, v1, g, *)A
(—Leave(u, g) S Join(u, g)) A (mRemove(o, v1, g) S Add(o, v1, )V
((¢ CreateO(o, v1, g) v ¢ update(s, 0, vg, v1, 2))))))

Two important observations can be made on formula k4. First, if authorization
to read a version holds in some state, then there was an overlapping period of
membership between the user and version at least once either in the current state
or in some prior state. Second, authorization to read a version cannot begin to hold
for the first time during a user’s nonmembership period.

Unlike read, we require that only current users be authorized to write to any ex-
isting version as stated in formula x5 below. Further, in order to write to a version,
the user should be authorized to read that version.?

ks =Vu : UNo : O.Vo1 : V.Vg: G3s: S.dvg : V.
O(Authz(u, 0,01, g, w) —» (Authz(u, 0,01, g, r) A (—Leave(u, g) S
Join(u, g)) A (& CreateO(o, v1, g) vV ¢ update(s, 0, vg, v1, 2))))
(38) Bounded Authorization. These properties bound the set of object versions that a

user is authorized to read when she leaves a group and the set of users authorized
to read a version when it is removed from a group.

3As noted earlier, these are design choices that have been made out of the number of other alternatives that
exist. For instance, a scenario in which past users are allowed to update versions that they are authorized
to read can be easily envisioned. But such specifications are outside the realm of the current g-SIS model.
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Bounded User Authorization. Formula xg states that if a user is not authorized to
read a version at the time of leave, she will remain so unless she rejoins the group.

kg =Vu : UNo : O.Vo : V.VYg: G.
O((Leave(u, g) A —Authz(u, 0,v, g, 1)) >
(=Authz(u, 0, v, g, r) W Join(u, g)))

That is if the user is authorized to read an object after leaving the group, the autho-
rization should have held at the time of leave. Note that if authorization to read a
version held at the time of leave, it need not hold during the user’s nonmembership
period.

Bounded Object Authorization. Formula x; states that if a user is not authorized
to read a version at the time of remove, she will remain so unless the version is
readded.

k7 =Vu : UNo : O.Vv : V.Vg : G.
O((Remove(o, v, g) A —Authz(u,0,v, g, r)) —
(=Authz(u, 0,v, g, v) W Add(o, v, 2)))

(4) Version Authorization Uniformity: This property states that for a locally created
object in a group, a current user in the group should be authorized to read or write
either all versions of the object or none of them.

kg =Vu : U.Vo : O.Vo1, 09,03 : V.Vg: GVp:P3s: S.
O((=Leave(u, g) S Join(u, g)) A Authz(u, 0, v1, g, p)A
& (update(s, 0, v3, v2, g) v CreateO(o, vg, g)) — Authz(u, 0, ve, g, p))

This property essentially specifies the authorization dependency between differ-
ent versions of the object in the group. For example, in a scenario where a user
rejoins the group with authorizations to a few versions of an object from prior
membership period, this property requires that on rejoin she be authorized to read
all versions of that object or none. We expect that this property will be modified
as per the requirements of the application. For instance, it may be desirable in
some applications that all users are only able to read the most recent version of
an object. Therefore, this core property will vary from one versioning model to
another.

Definition 3.1 Semantic Correctness. A well-formed g-SIS specification y is seman-
tically correct if:

y ANOFE Ko A ... AKs.

That is, a well-formed (8) g-SIS specification (y ) is semantically correct if it satisfies
all of the core properties.

3.5. Membership Properties

In this section and the following, we discuss some example authorization semantics
for certain group operations. We formulate such authorization semantics as secondary
properties. That is, unlike the core, these properties are not required of all g-SIS speci-
fications. Instead, they define operation semantics that are useful in many application
scenarios (e.g., secure multicast) and may be selectively mandated.

Membership Properties characterize the semantics of authorizations enabled when
a user joins or a version is added or created and those which are disabled when a user
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1 2 3 4 5 6 7 8 9 10

Join Add updateO createS CreateO read killS updateO Join Add

(u1)  (o1,v1) (s1,02,v0,v1) (u2,s2) (03,v0) (s1,01,v2) (u1,s1) (s2,03,v0,v1) (u1) (o1,v1)
CreateO createS Join Add Remove read Leave Add Add " " "
(02,v0) (u1,s1) (u2) (01,v2) (o1,v1) (s2,03,v0) (u1) (05,v5) (06,v6)

Fig. 2. A sample g-SIS trace.

Table Il. Summary of Group Membership Semantics

Operation Explanation Property
Strict Join V&rsiqqs atc.lmitted ao=Yu:UYo :0Vv:VYg:G.
uthorized DlAuthz(w,0,0,8,1) > ©((Add(0, v, g)V
CreateO(o, Vipit, 8)) A (—Leave(u, g) S join;(u, £))))
Strict Lose complete a1 =Vu:UNo :0.¥v : V.vg:G.
Leave access O(Authz(u, 0, v, g, 1) —» (—leave;(u, g) S Join(u, g)))
Strict Users who joined | @2 =Vu:UVo:0.vo:V.vg:G.
Add/Create | before version ((add;(o, v, g) A —©dJoin(u, g)) —
admission time
authorized (=Authz(u, 0, v, g,r) W Add(o, 'v, DA
C(createO;(o, Vinit, &) A ~©Join(u, g)) —
O=Authz(u, 0, Viyit, &, 1))
Strict All users lose ag =Yu:UNo : 0.vo : V.vg: G.
Remove access ((remove;(o,v,g) — (—Authz(u,o0,v,g,r) VW Add(o, v, g)))

leaves or a version is removed from the group. In the following subsection, we consider
properties when a user or a version is readmitted. We use the term “admitted” to refer
to object versions that are introduced to the group either through an Add or CreateO
operation.

Figure 2 shows the first 10 states of a sample well-formed g-SIS trace. We omit the
group parameter in all of these operations since they are all on the same group. Also
we denote version v of object o as (o,0). Consider user ul who joins in state 1 and
creates a subject sl in state 2. In state 3, s1 updates (02,00), created in state 1, to a
new version v1. In state 6, s1 also reads (01,02) which was added in state 4. User u
then kills s1 in state 7 and leaves the group and subsequently re-joins in state 9. In
the mean time, in state 8, user u2 who joined in state 3 updates (03,00) to v1 using her
subject s2.

Strict Join (SJ) vs Liberal Join (LJ). In SJ, the joining user may only read some or all
of the versions admitted after join time. LJ additionally allows the user to read some
or all of the versions that were admitted prior to join time. Suppose that in Figure 2,
u2 joins with SJ in state 3. Then u2 would not be authorized to read (01,01) added
in state 2. Furthermore created objects and their derivative versions introduced by
update operations are also not authorized. For instance, u2 would not be authorized to
read (02,00), created in state 1, and (02,01), introduced by update in state 3. This can
be formalized by requiring that join,, a type of Join, has the semantics of SJ only if it
satisfies ag stated in Table II. In a g-SIS specification that supports only joins of type
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LdJ, there exists at least one well-formed trace that does not satisfy a¢. Evidently, SJ
has the same semantics as backward secrecy in secure multicast applications (when
applied to all objects) while LJ has the same join semantics of groups in traditional
operating systems.

Strict Leave (SL) vs. Liberal Leave (LL). In SL, the leaving user loses read access to all
versions. In LL, the leaving user may retain read access to some or all of the versions
authorized prior to Leave time. In Figure 2, on SL in state 7, u1 loses read access to all
versions. In case of LL, u1 may retain read access to (02,00), (02,01), (01,02) and (03,00)
during non-membership period (states 7 and 8). (Also (01,01) if the remove operation
in state 5 has appropriate semantics.) Note that u2 would not be authorized to read
(03,01) introduced by update after leave time by s2 in state 8. A type of Leave, leave;,
has the semantics of SL only if it satisfies a; stated in Table II. In a g-SIS specification
that only supports leaves of type LL, there exists at least one well-formed trace that
does not satisfy a;. Again, the LL operation has the same semantics as forward secrecy
in secure multicast applications (when applied to all objects) while SL has the same
leave semantics of traditional groups.

Strict Add/Create (SA/SC) vs. Liberal Add/Create (LA/LC). On SA/SC, some or all of the
users who joined prior to admission time of the version may read. On LA/LC, the ad-
mitted version may also be read by some or all of the users that join (e.g., LJ) later. In
figure 2, if (02,00) was created with SC in state 1, u2 joining later in state 3 would not
be authorized to read. Note that u2 would also be not authorized to read all derivative
versions of (02,00) such as (02,01). In case of L.C of (02,00), u2 may be authorized to
read (02,00) depending on the semantics of join. If u2 joins with SJ, she would not be
authorized to read (02,00) and its derivative versions. A type of Add (CreateO), add;
(createQ;), would be admitted as SA (SC) only if it satisfies as stated in Table II. In
a g-SIS specification that only supports adds (creates) of type LA (L.C), there exists at
least one well-formed trace that does not satisfy as.

Traditionally, add semantics for objects have been liberal. In certain information
sharing scenarios, it is desirable that the owner of the information who is sharing
an object with the group may need to specify which users in the group may access
that information in the future. In the consultant example earlier, it may be desirable
that the objects being brought into the group by the organization be accessible only to
existing consultants in the group. The strict add semantics automatically disqualifies
consultants joining the group in the future from accessing that object. If consultants
joining in the future need access to that object, a different add semantics may facilitate
that process. Thus strict add and create semantics enrich previously held notions of
authorization semantics for object operations.

Strict Remove (SR) vs. Liberal Remove (LR). In SR, the removed version cannot be ac-
cessed by any user. In LR, some or all of the users who had read access to the version
at Remove time may retain access. (Of course, users joining later are not allowed to
read the removed object—this respects the Authorization Provenance core property.)
In figure 2, if (01,01) is removed with SR in state 5, all users lose access. In case of
LR, ul who had read access to (01,01) between states 2 to 5 may retain read access
even after the version is removed. A type of Remove, remove;, would be admitted as
SR only if it satisfies a3 stated in Table II. In a g-SIS specification that only supports
removes of type LR, there exists at least one well-formed trace that does not satisfy as.
Traditionally, the semantics of remove have been that of SR. We augment the remove
semantics with LR. In a subscription scenario for instance, LR allows a leaving user
to retain access to objects that she has paid money for.

ACM Transactions on Information and System Security, Vol. 14, No. 3, Article 23, Publication date: November 2011.



23:16 R. Krishnan et al.
Table IIl. Summary of Group Membership Renewal Semantics
Operation Explanation Property
Lossless Authorizations Bo =Vu:UNo :0¥v:VVg:G.
join rior to join .
J Eime notJ lost C(Join(u, g) A =Remove(o, v, g)A
(®Authz(u,0,0,g,r)) — Authz(u,o0,0,g,1))
Nonrestorative | Authorizations p1=Vuj,ug : UNo : O.Vo : V.Vg: G.
join from past gy . .
membership OUOGoin(u1, 8) Ajoing(ug, ) A (Jv : V.Authz(ui, 0,0, g, v)A
not explicitly =3 : V.Authz(ug,0,v,8,1)) >
restored (™(Jv : V.Authz(ui,0,0,g,r) A =3 : V.Authz(ug, 0,0, g,1)))
Gainless leave Authorizations p2 =Yu:Uvo :0.vo : V.vg: G.
that never held C(Leave(u, g) A Authz(u,0,v,g,r) - (O(=Leave(u,g) S
before leave .
not gained (Authz(u, 0,0, g, r) A (=Leave(u, g) S Join(u, )))))

3.6. Membership Renewal Properties

Membership Renewal Properties characterize what, if any, authorizations from previ-
ous membership period(s) are enabled or disabled when users rejoin and subsequently
leave the group. In the meeting room metaphor, Alice may leave the room and rejoin
later. These properties are concerned with her authorizations from her previous ses-
sions in the room and its continuity when she leaves the room again. As the name im-
plies, these properties are applicable only to returning users. We discuss a few renewal
properties for users to illustrate that a number of choices exist and to build towards
a complete specification of a g-SIS model in the next section. Similar properties for
objects could be contemplated.

Lossless vs. Lossy Join. In lossless join, a rejoining user does not lose authorizations
held immediately prior to rejoin time. A join operation that causes a user to lose some
or all prior authorizations is called lossy. Suppose in Figure 2, ul leaves with a liberal
leave in state 7 and rejoins with a join of type lossless in state 9. By rejoining the
group, ul does not lose read access to versions that were authorized at the time of
liberal leave in state 7. Note that as per Version Authorization Uniformity property,
since u1l had access to (03,00) prior to rejoin time, she would be authorized to read
(03,01) even if she rejoins in state 9 with strict join. In a join of type lossy, 1 may lose
access to (03,00) and/or (01,02) at rejoin time. A Join operation is of type lossless if it
satisfies formula Sy in Table III. A specification that only supports lossy join does not
satisfy this property.

A lossy join is useful in scenarios when authorizations from past membership and
those from the new membership are in conflict of interest. For example, if a student
registers for a course, drops after the midterm and reregisters the following semester,
he/she may be required to relinquish access to exercise solutions and other materials
from past enrollment. The student may be readmitted with a lossy join in this scenario.

Nonrestorative vs. Restorative Join. In a nonrestorative join, authorizations from past
membership periods may not be explicitly restored at the time of rejoin. On the other
hand, a Restorative join explicitly restores authorizations from past membership pe-
riod. Suppose in Figure 2 ul leaves with a SL in state 7 and rejoins with a restorative
join in state 9. In this scenario, ul’s access to (02,00), (01,01), (02,01), (01,02) and
(03,00) would be explicitly restored in state 9 even if the join type is strict. In non-
restorative join, u1 may not be guaranteed access to those versions after rejoin time.
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Formalizing nonrestorative join is not straightforward because we want our charac-
terization to be independent of the exact semantics of the join operation in question.
Intuitively, we want to require that the nonrestorative join does not add any authoriza-
tions that it would not have added if the user had a different history. However, FOTL
does not enable one to compare different traces. The solution we take is to consider
two different users within a single trace. Because the two users can have different
histories with the same trace, this strategy enables us to formalize the property.

Formula p; in Table III formalizes nonrestorative join. It states that if two users
ul and u2 join in the same state with the same join type and u1 is authorized to read
some version of an object and u2 is not authorized to read any version of that object,
then it should also be the case in the state prior to join. Intuitively, since the join is
of same type, any difference in authorization between the two users may arise only
because they had different history of joins and leaves. Restorative join operations does
not satisfy f;.

A restorative join is applicable in scenarios where an incentive is provided for a user
to rejoin the group. On the other hand, in subscription service scenarios, a restorative
and nonrestorative join may be priced differently, which may decide what prior autho-
rizations to their past subscription materials will be restored.

Gainless vs. Gainful Leave. After rejoining the group, a subsequent leave could either
be gainless or gainful. In gainless leave, authorizations that never held during current
membership period cannot be obtained by leaving the group. A gainful leave allows
new authorizations to be granted at the time of leave. Suppose that in state 9 in
Figure 2, u rejoins with a lossless SJ after leaving with SL in state 7. Because of Sd,
only (01,01) and (06,06) can be read in state 10. If ul leaves the group with LL, say in
state 11, a gainless LL will not grant any new authorizations other than that to (o1,01)
and (06,06). A gainful LL, may additionally grant access to, for example, (05,05). A
Gainful leave is useful in scenarios where an incentive is provided for a user to leave
the group.

In restorative leave, a type of gainful leave, authorizations that the user had prior
to joining the group are explicitly restored at leave time. Suppose in Figure 2 ul
left the group with LL in state 7 and rejoins with lossy SJ in state 9. In this case,
ul possibly loses access to (02,00), (01,01), (02,01), (01,02) and (03,00) at rejoin time.
Later on, if ul leaves with gainful LL, a Restorative leave will allow ul to regain
access to those versions at the time of leave. In the meeting room metaphor, suppose
Alice is reinvited as a consultant on demand and is required to relinquish her past
authorizations due to a conflict of interest with new authorizations that will be enabled
by current membership. After Alice performs her duties and leaves the group, it is
natural to expect that she will regain access to objects for which she lost authorization
when joining the group.

Formula py in Table III characterizes gainless leave. It states that if the user is
authorized to read an object after leave, it should have been authorized during the
immediate membership period. A specification that only supports gainful leave does
not satisfy fs.

4. THE =-SYSTEM SPECIFICATION

We have specified core properties that are required of any g-SIS policy and then dis-
cussed example authorization semantics of several group-operation variants. Method-
ologically, we want to show that it is feasible to develop a g-SIS specification satisfying
all of the core properties. In this section, we develop a stateless g-SIS specification
called the 7-system. The z-system g-SIS specification has real practical significance
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in group-centric application scenarios and also serves as a proof-of-concept. In the next
section we show that the 7-system satisfies all of the core properties.

The r-system supports both strict and liberal variants of the group operations
discussed earlier. Thus, different users and objects may be admitted with different
types of respective operations. For example, SJ for u1, LJ for u2, SL for 1 and possibly
LL for u2, and similarly for objects. For Membership Renewal operations, we confine
our scope to join operation variants that are lossless and nonrestorative, and leave
operations that are Gainless. These specific types of renewal operations are the most
basic since they do not require us to treat past membership authorizations explicitly.
Further, the semantics of other renewal operations are likely application dependant.
For example, what exact authorizations will be disabled at join time in lossy join
depends on the application in question (similarly for restorative join, and gainful
leave). In summary, the 7 -system supports strict and liberal lossless, non-restorative
join operations, strict and liberal gainless leave operations, and strict and liberal add,
create and remove operations. For notational convenience, we assume that SJ and LJ
refer to operations of type lossless and nonrestorative. Similarly, SL and LL refer to
gainless leave operations.

Finally, we will follow a specific interpretation of strict and liberal operations which
effectively replaces “some or all” in section 3.5 with “all” for authorizations. For in-
stance, in z-system, an LdJ allows the user to access all versions admitted before and
after join time, while SJ allows the user to access all versions admitted after Join time.

4.1. Motivation for the z-system

The 7 -system serves two important purposes. First, the core properties by themselves
constrain, but do not fully specify the authorization semantics of g-SIS systems. In
contrast, the -system decides authorization of any user action in the context of any
group-operation history. Second, the 7-system has real practical significance in group-
centric application sharing scenarios. As mentioned earlier, the policy requirements of
information sharing is more varied than the specific rigid semantics supported in tra-
ditional group policies. For instance, the join and leave semantics of secure multicast
are SJ and LL respectively, while that of groups in traditional operating systems are
LJ and SL respectively. The add and remove semantics of secure multicast and groups
in traditional operating systems is not clear in the literature largely because the focus
has been on the user and not on the information being shared. We believe that the
intended add and remove semantics of secure multicast are LA and LR respectively
while that of groups in operating systems are LA and SR respectively.

By contrast, we believe that information sharing scenarios such as the commu-
nity cyber incident management require much richer semantics. For instance, in
Figure 1(a), domain experts are brought into the incident group with a SJ. That is,
they are not authorized to access objects added prior to their join time because, for
example, those objects contain sensitive information on how the decision to admit
them was arrived at. However, users in the core group are brought into the incident
group with LJ. Similarly, when domain experts leave the group, they may be issued a
SL so they cannot access incident group objects once they leave. However, core group
users may be issued a LL when they leave. Certain objects from the core group may be
added to the incident group with SA so as to ensure that only existing incident group
users would be authorized to access them. Other non-sensitive objects may be added
with LA making them accessible to future users joining the incident group. Similarly,
objects may be removed with SR or LR as applicable.

Membership renewal semantics applies in this context as well. For example, past
authorizations may be restored to a core group user rejoining the incident group.
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Fig. 3. Cases when Add or CreateO occur prior to join.
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Fig. 4. Add or CreateO after join.

This is a restorative join. In contrast, a rejoining domain expert may be given non-
restorative join. Recognizing the simultaneous need for varied operation semantics
in different application context, the z-system augments and generalizes authoriza-
tion policies typically supported in secure multicast and traditional operating system
groups. This is achieved by simultaneously supporting (the authorization semantics
of) multiple group-operation variants. (The 7 -system supports a subset of membership
renewal variants as mentioned earlier.)

4.2, Construction

There are two scenarios to consider when a user requests access to an object version:
(i) the Join event occurred prior to Add or CreateO event or (ii) the Add or CreateO
event occurred prior to Join event. In scenario (i), authorization decision is straight-
forward. As per the semantics of SJ and LJ, the user is authorized to read object
versions admitted after join time. Scenario (ii) where an Add or CreateO occurs prior
to Join is more interesting. As shown in Figure 3, there are four possible cases. Authz
holds only in case (d) where both the join and add/create are of type liberal. Authz
does not hold in cases (a) and (b) since the version is introduced with a strict operation
prior to join time of the user (see section 3.5). Further, Authz does not hold in case (c)
since the join type is strict. (In our design, a strict operation dominates liberal).

In Figures 4 and 5, we consider these two scenarios in further detail. Locally created
objects may be updated and the user may have access to some or all of the updated
versions of the created object depending on her membership state. For instance, if she
is a past member, she may not read versions introduced by update operation after her
leave time (this respects Authorization Provenance). On the other hand, if she rejoins,
she must be granted read and write access to all or none of those versions as per
Version Authorization Uniformity property. Since z-system supports Lossless Join, if
the user rejoins with some prior read access to one of the created object versions (for
instance due to a liberal leave in the past), she must be authorized to read all versions
at join time.
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Fig. 5. Add or CreateO before join.

Table IV. FOTL Formulas for Figure 4

Ao(u, 0,0, 8) = {—=SL(u, g) A =SR(0, v, 2)} S {[SA(o, v, g) v LA(o, v, g) v SC(o, v, g)V
LC(o,v,8)] A [(=SL(u, g) A =LL(u, 2)) S (SJ(u, g) v Ld(u, 2)1}

A1(u, s,0,01,0,8) = =-SL(u, g) S {update(s, 0, v1, v, g) A ([-SL(u, g) A =LL(u, 2)] S ([SC(o, Vinit, &)
VLC(0, Vipit, @)1 A ([=SL(u, g) A =LL(u, 2)] S [SJ(u, g) v Ld(u, 2)1)))}

Ao(u,s,0,01,0,8) =—-SL(u, g S {[SJ(u, g) v Ld(u, g)] A [-SL(u, g) S (update(s, 0, v1, v, A
[=SL(u, g) S (ISC(0, Vinit, &) V LC(0, Vinit, &)1 A ([=SL(u, g) A =LL(u, )1 S
[SJ(u, g) v Ld(u, ©))DI}

A3(u, s,0,01,0,8) = ~SL(u, g) S {update(s, 0, v1, v,8) A [(=SL(u, g) A —LL(u, g)) S
([Sd(u, &) v Ld(u, 9)] A (=SL(u, £) S {(SClo, Vinit, &) V LC(0, Vinit, 9)A
([=SL(u, g) A =LL(u, &) S [SJ(u, ) v Ld(u, D)1}

Observe that Figures 4(a) to 4(d) for the Add/CreateO after Join scenario is sym-
metric to the respective Figures 5(a) to 5(d) in the Add/CreateO before Join scenario.
Furthermore, formal specification of these figures using FOTL is also similar as can be
observed in Tables IV and V respectively. Since the Add or CreateO before Join scenar-
ios in Figure 5 include one additional case, we discuss this scenario in detail and omit
discussion of Figure 4. Figure 5(a) considers the case when read authorization needs
to be ascertained for a user u for version v of an object o introduced either through Add
or CreateO. Formula A; in Table V holds in the indicated state in Figure 5(a) if there
has not been a strict leave or strict remove since the user liberally joined. In the case
v is a created version, —=SR(o0, v, g) would be true since locally created object versions
cannot be removed. At the time user joined, v should exist in the group. Moreover, if
it is an added version, it should not have been removed since it was added. Note that
where / holds, the user would be authorized to read v if she had left the group with a
liberal leave.

The remaining formulas consider the cases when an authorization decision needs to
be made on updated versions of a locally created object as opposed to its root version
or some added version. For instance, formula 1] is similar to i;, except v is an updated
version of a locally created object. Formulas 4; and /5 consider the cases when the
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Table V. FOTL Formulas for Figure 5

ib(u, 0,v,8) ={—-SL(u, g) A =SR(0, v, )} S {LJ(u, g) A [(=SR(0, v,8) A —=LR(0,v,2)) S
(LA(o,v,g) v LC(o, v, 9]}

A/l(u, 8,0,01,0,8) = —-SL(u, g) S {LJ(u, g) A ©[update(s, 0, v1,v,2) A ©LC(0, Vinit, 91}

5, s,0,01,0,8) = —~SL(u, g) S {SJ(u, g) A [-SL(w, g) S [update(s, 0, v1,v,8)A
(=SL(, &) S (LI(w, &) A ©LC(o, Vinit, 9N}

24(u,s,0,01,0,8) = ~SL(u, ) S {update(s, 0, v1, v, 2) A [(-SL(1, g) A —LL(1, )) S (SJ(u, g)A
[=SL(u, g) S (Ld(u, g) A ©LC(o, Vinit, 2)DI}

24(u,s,0,01,0,8) = ~SL(u, ) S {update(s, 0, v1, v, ) A [(-SL(u, g) A ~LL(u, 2) S
(Ld(u, g) A ©LC(o, Vinit, &)1}

user rejoins with SJ after multiple Ld’s in the past. As shown in the respective figures,
the two formulas differ with respect to the time at which the update occurred. For
example, in Figure 5(c), u had access to the root version of the object in question at the
time of liberal join. User u then left the group with a liberal leave and rejoins with Sd.
In this scenario, since joins in z-system are Lossless, u would be authorized to read
v (introduced by update) at join time since she had access to vi,i; prior to join time
(uniformity property). In contrast, in Figure 5(d), the update operation occurs after
Sd. Observe that the four cases discussed so far are symmetric to those in Figure 4.
Formula 2} is unique to this scenario where the user should be authorized in case
the object was created prior to join time but updated after. Note that u would not be
authorized if this join type is strict.

We now specify the precise conditions under which authorization can hold in the
z-system (Table VI) as per our design considerations discussed in Section 3.1.

Definition 4.1 m-system. The r-system is given by:
T =X0NXIANX2NX3NX4N X5 N X6

That is, a user is authorized to read a version if and only if one of the scenarios in
Figure 4 or 5 is satisfied (o). A user is authorized to write to a version if and only if she
is authorized to read the version (7). Note that the version was introduced by means
of create or a subsequent update in the past. A user is allowed to create a subject in
a group if the user had joined the group at least once in the past (y2). This allows the
users who liberally left the group to read authorized objects. Existing subjects may
read and write if and only if the user who created the subject is authorized to read
and write respectively (y3 and y4). The read and update operations may occur only
if the subject is authorized to read and write respectively (y5). Thus, the = system
does not address all aspects of subject management. For instance, it would be entirely
consistent with = to prevent users from having subjects in groups in which the user
has no access rights. This would amount to permitting only a subset of the traces
permitted by the 7-system. As such, all the results in the next section would hold in
the more restricted semantics just as they are shown to hold for all traces that satisfy
7. Finally, the 7 -system should be well-formed (y¢).

5. FORMAL ANALYSIS

In this section, we show that the 7 -system is a semantically correct g-SIS specification.
We also show that the core properties are both independent and consistent. Both of
these results are based on proofs that are mechanically generated by using model
checking. Model checking is an automated approach for verifying finite systems,
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Table VI. The z-system

x0="Yu:UYo:0¥o :V.Vg:G.
(Authz(u,0,v,g,1) <> Jv1 : V.3s: S.(Ao(w,0,0,8) V...V i3, s,0,01,0,8)V

Lo, 0,0,8) Vv ... v u,s,0,01,0,2))
x1=Yu:UVo:0¥o :V.Vg:G.
(Authz(u, 0, v, g, w) <> Authz(u, 0, v, g, r) A (=Leave(u, g) S Join(u, g))A
(dvy : V.3s : S.©update(s, 0, v1,v,2) vV ©(LC(o,v,g) v SC(o, v, 2))))
x2=Vu:UVs:SVg:G.
(createS(u, s, g) —» ©dJoin(u, g))
x3=VYs:SYo:0Nv:VVg:G.
((AuthzS(s, 0, v, g, r) <> Ju : U.(Authz(u, 0,0, g, T)A
(=kill(w, s, g) S createS(u, s, g))))
x4=VYs:SYo:0Nv:VVg:G.
((AuthzS(s, 0, v, g, w) <> Ju : U.(Authz(u, 0,0, g, w)A
(=kill(w, s, g) S createS(u, s, g))))
x5 = Vs:S¥o :0.Yoy,09 : V.Vg: G.
((read(s, 0,v1,8) — AuthzS(s,0,v1,8,T)A
C(update(s, 0, v1, v2,8) — AuthzS(s, 0, 01,8, W)

x6 =Vui,ug : UVsy, 89 : SYo : O.Yo1, 09,03 : V.Vg1, 82 : G.
to(u1, 81,82,0,01,02,03,81) A ... A 13(u1,51,0,01,81)

modeled as finite state machines. Model checking exhaustively explores the reachable
state space based on the transition relation to determine if a given property holds.
In the case that a property fails to hold, a model checker produces a counterexample
consisting of a trace that shows how the failure can arise, which can be used to correct
the model or the property specification. Our use of the model checker is nonstandard:
the model we use nondeterministically specifies all possible traces involving g-SIS
events and authorizations. We call this the most general model. The (LTL) formulas
that are shown to hold for all these traces express the required relationships be-
tween core properties and the system specification. We choose to use model checker
NuMSV [Cimatti et al. 2000] because of the size of the specification formula and be-
cause of the large number of cases that have to be considered. NuSMV is a BDD-based
(symbolic), highly optimized tool that can handle a relatively larger state space than
an explicit model checker does. In addition, it supports propositional temporal logic
formulas with both past and future temporal operators, which are used in g-SIS.

Automation of the proof process provides a level of assurance of validity that is
essentially impossible to achieve by manual means. By using this approach, we dis-
covered several subtle errors in our own preliminary designs. It also enabled efficient
verification following design revisions that were made for reasons other than correct-
ness. Unfortunately, the theorems cannot be proven entirely by using existing model-
checker methods. In practice the NuSMV model checker we use can handle only finite
g-SIS systems. (In our case, the carriers we used each contains just one to three ele-
ments. Based on the values in these small carriers, we convert FOTL formulas into
propositional LTL formulas that NuSMV can handle.) So proving the theorems given
in this section requires showing that the results obtained by using the model checker
can be generalized to countably infinite carriers, which are needed to support g-SIS
systems of unbounded size.
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5.1. Semantic Correctness of 7-system

We wish to show that the z-system satisfies the core properties, o, ..., ks. We have
verified [Krishnan et al. 2010] the following result by using the NuSMV model checker.

LEMMA 5.1 SMALL-CARRIER SEMANTIC CORRECTNESS OF 7. Let Usyn = {ug, us},
Ssm = {SL 52}> Osm = {O}s Vsm = {vinit> Vi, V2}> gsm = {g} and Csm = <Z/{sm> Ssrm Osma Vsrm
Gsm, P). Then for all traces over these carriers, o € e, ifoc Ex,theno E /\OSqSS Kq.

Intuitively, the generalization of the model checker result makes use of two char-
acteristics of the z-system. First, authorization of one user to access versions of one
object is independent of authorizations of other users and on other objects. Second,
authorization to access an object version that is introduced by an update operation is
independent of the object version upon which that update was applied. So, for instance,
if the operation update(s, 0, v, v, g) is performed, a subject’s authorization to access
vy does not depend on which version v; happens to be. This latter point is helpful in
limiting the number of object versions that must be considered by the model checker.

We deal with the second of these issues in the next lemma, which shows that, given
any trace that satisfies 7, we obtain another trace that satisfies = if we change each
update operation so that it is applied to the initial version of the object in question.
Recall that a trace is a sequence of states. Each state is a mapping that provides for
each predicate in the language the relation over the appropriate carriers that is used
to interpret the predicate in that state. These relations model the actions that take
place in the transition to the current state, as well as the actions each user or subject
is authorized to perform in that state. Given a trace o, let ¢ be obtained from ¢ as
follows. For each i € N, if (s, 0, v1, vo, g) € [updatels;, then this tuple is replaced by
(8, 0, Vinit, V2, g) € [updatells;; all other relations in o; are identical to those in ¢;. In
particular, for all i € N, [Authz]lo; = [Authz]lg; and [AuthzS]lo; = [AuthzS]s;. The next
lemma says that changing the update relation does not prevent the resulting trace ¢
from satisfying 7. Proof for this lemma is discussed in Appendix B.

LEMMA 5.2. Let o € X3 be any trace. Then o = n implies ¢ | .

We denote the projection of a trace o onto a collection of small carriers, Cem, by olc,,
We obtain o ¢, from ¢ by modifying each state in ¢ so that the relation given as the
interpretation of each predicate becomes a relation over carrier elements in Cgp,. (Done
by removing from each relation in each state of ¢ all tuples that contain elements not
in Csm).

We denote the projection of a trace o onto a collection of small carriers, Csm, by olc,, -
We obtain ¢ | ¢, from ¢ by modifying each state in o so that the relation given as the
interpretation of each predicate becomes a relation over carrier elements in Cqp,. (Done
by removing from each relation in each state of ¢ all tuples that contain elements not
in Csm).

THEOREM 5.3 SEMANTIC CORRECTNESSOF 7. The n-system entails the g-SIS core.
T FE /\ Kq
0<q<8

The proof for this theorem in given in Appendix B.

5.2. Entailment Theorems for Secondary Properties

In this section, we outline the proofs for entailment of secondary properties dis-
cussed in Sections 3.5 and 3.6. We follow the approach that we have taken in proving
Theorem 5.3.
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THEOREM 5.4 MEMBERSHIP RENEWAL ENTAILMENT OF n. The n-system entails
the Membership Renewal Properties (B to f):

rE N\ B

0<r<2

We have proved this theorem for the small carrier case using model checking
[Krishnan et al. 2010] as in Lemma 5.1. The generalization to large carrier case
follows.

Since the 7 -system supports membership operations of type both strict and liberal,
it is not feasible to verify the membership properties. We fix the operation types in the
7 -system to be strict to obtain a u-system. In the u-system, the only operations allowed
are strict versions of join, leave, add, create and remove operations. This corresponds
to the typical secure multicast policies of forward and backward secrecy [Rafaeli and
Hutchison 2003]. The u-system can be easily derived from z-system by substituting
the liberal operations in A9 to A3 and 4; to A} with false. We denote each y that we
obtain by means of substitution as y’.

Definition 5.5. The u-system is given by:
/ / / / / / /

L=XoNXINANX2 N3N Xa N X5 N X
We can now verify the membership properties against the x-system.
THEOREM 5.6 MEMBERSHIP ENTAILMENT OF u. The u-system entails the Mem-

bership Properties (ag to as3):
uE /\ o
0<r<3

Again, we have proved this theorem for the small carrier case [Krishnan et al. 2010].
The large carrier case follows as before. Note that if the u-system admitted any liberal
operations, the above entailment would fail.

5.3. Independence and Consistency
We prove that the g-SIS core properties are both mutually independent and consistent.

5.3.1. Independence Theorem. The independence theorem states that no core property,
nor its negation, is logically entailed by the conjunction of the other core properties.

THEOREM 5.7 INDEPENDENCE. The g-SIS core properties are mutually indepen-
dent. That is the following two assertions hold:

For each i € [0..8], it is not the case that for each o € 22,

sE@OA N x)>w) (7
i#J,je[0..8]

For each i € [0..8], it is not the case that for each o € 22,

cEW@OA N K)o —K) (8)
i#j,jel0..8]
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PROOF. We present the proof of assertion (7). Assertion (8) follows by a similar
argument. Using the most-general model (see Section 5), we used the model checker
to prove the above formula for the small carrier (Cgy,) case in which

Usm = {u}, Ssm = {8}, Osm = {0}, Vsm = {Vinit, V1, V2}, Gsm = {8}, Pem = {P}
In the model checker, we assert that (0 A A\; (o g ;) = #i) holds for the most-general

model. The model checker finds a counter example ¢ € X . Because it follows that
o € X3, this shows independence in the general case (C). O

Note that for this theorem, we just had to show the existence of a single counter
example, in contrast with the results in the previous section, where we had to show
something holds for all traces in £%. NuSMV code proving the independence of core
properties for the small carrier case can be found at Krishnan et al. [2010].

5.3.2. Consistency Theorem. The consistency theorem states that there exists a well-
formed trace that satisfies all the core properties. Note that theorem 5.3 does not
prove the consistency of the core properties unless we know that there is a trace ¢ that
satisfies 7.

THEOREM 5.8 CONSISTENCY. The g-SIS core properties are satisfiable. That is:

There exists a 0 € L¢ such that o | 6 A /\ Ki
i<[0..8]

PROOF. Asin the proof of the independence of the core properties, here we need only
to show the existence of a single trace . We have done this by using the model checker.
And since any trace in X¢ is also a trace in X¢, this proves the result in the general
case. O

NuSMYV code proving the consistency of core properties for small carriers can be found
at Krishnan et al. [2010].

6. RELATED WORK

The traditional approach to information sharing, which we characterize as
dissemination-centric, focuses on attaching attributes and policies to an object as it
is disseminated from producers to consumers in a system. These policies are some-
times described as being “sticky” [Bandhakavi et al. 2006; Chadwick and Lievens
2008; Mont et al. 2003]. As an object is disseminated further down a supply chain
the policies may get modified, such modification itself being controlled by existing poli-
cies. This mode of information sharing goes back to early discussions on originator-
control systems [Abrams et al. 1991; Graubart 1989; McCollum et al. 1990] in the
1980’s and Digital Rights Management in the 1990’s and 2000’s. XrML [XrML 2001]
and ODRL [ODRL 2005] are recent examples of policy languages developed for this
purpose. Group-centric sharing differs in that it advocates bringing users and objects
together to facilitate sharing. We envision that dissemination and group-centric shar-
ing will coexist in a mutually supportive manner. For example, objects could be added
with “sticky” policies in a group-centric model. At a pragmatic level, we believe group-
centric and dissemination-centric are significantly different approaches to information
sharing.

FOTL has been previously used to specify security policies such as in the privacy
domain [Barth et al. 2006]. At the policy level, the closest to the candidate g-SIS spec-
ification discussed in this article, the z-system, is in the domain of secure multicast.
As discussed earlier, the 7-system subsumes policies typically considered in secure
multicast and traditional groups in operating systems. Enforcement aspects of secure
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group communication such as key management and agreement and efficient and
scalable re-keying with change in user membership are well studied in the literature
[Ballardie 1996; Ballardie and Crowcroft 1995; Berkovits 1991; Chiou and Chen 1989;
Fiat and Naor 1994; Gong 1996; Harney et al. 1997; Kim et al. 2000; Mittra 1997,
Stinson 1997; Wong et al. 1998]. Also, Rafaeli and Hutchison [2003] provide a survey
of key management for secure group communication.

The work presented in this article builds upon our preliminary research on read
only models for g-SIS discussed in Krishnan et al. [2009a, 2009c]. (Although not ex-
plicitly identified, the groups considered in our prior work were by definition isolated).
The use of groups in access control goes back to earliest OS’s [Saltzer 1974] and is
now commonplace in modern OS’s and directory services such as LDAP [Zeilenga
et al. 2006]. Administration of user membership in groups has been well-studied.
Sandhu and Share [1986] discuss user authorization schemes for dynamically defining
membership in groups. They demonstrate a variety of administrative policy choices for
defining group membership. For instance, a user may create a group whose members
are derived from groups that she has access to. Sandhu [1988b] discusses group
membership policies using special kind of group hierarchies based on a subgroup
partial order. In hierarchical groups, membership in a group is automatic if the
user is a member of a dominant group. The modern concept of Role-Based Access
Control [Sandhu et al. 1996] simplifies administration in organizations marrying
concepts such as hierarchies and constraints. (See Sandhu [1996] for a discussion on
roles versus groups). Temporal aspects of access control have been previously studied
in different contexts. Bertino et al. [1994] provide a temporal authorization model for
discretionary access control. Specifically, the model extends traditional authorization
with the notion of temporal interval of its validity (such as expiry of a right to access
an object) and temporal dependency (such as contingency of a user’s authorization
on that of another). Further, role-based access control models have been extended
to accommodate dynamic aspects of a role such as restrictions on the time period
during which a role may be invoked [Bertino et al. 2001; Joshi et al. 2005]. Ahn et al.
[2007] use a role-based delegation framework for specifying policies for resource and
information sharing within and across organizations.

Achieving security in dynamic coalitions has been extensively studied [Atluri and
Warner 2004; Cohen et al. 2002; Freudenthal et al. 2002; Khurana and Gligor 2004;
Khurana et al. 2002; Li et al. 2002; Phillips et al. 2002; Shands et al. 2001; Warner
et al. 2007]. The intention of g-SIS is that the security models already in use by par-
ticipating organizations need not be necessarily integrated with the g-SIS system. In-
stead, g-SIS should be orthogonal and complementary to those deployed models. This
is sharply distinguished from those of prior work, such as in the context of dynamic
coalitions, which generally focus on integrating security infrastructure across organi-
zational boundaries. For instance, the work of Shands et al. [2001] on secure virtual
enclaves, focusses specifically on building a middleware infrastructure amongst par-
ticipating organizations while being agnostic to the security policy. Cohen et al. [2002]
have proposed a complex role-based model for integrating security infrastructure of
multiple organizations in a coalition. Furthermore, prior work on dynamic coalition
focuses on sharing static resources such as a service or a computing facility. g-SIS
focuses explicitly on information or object sharing, the life-cycle of which is highly
dynamic. Information flow is also a major concern in such a scenario. g-SIS models ex-
plicitly handle information flow issues by distinguishing users (people) from software
subjects to restrict permissions, thereby containing unpredictable information flow.
The work of Li et al. (RT [Li et al. 2002]) falls in the domain of dynamic coalitions.
We believe that, depending on the application, RT can be a powerful administrative
model for g-SIS.
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7. CONCLUSION AND FUTURE WORK

The work presented here on g-SIS serves as a foundation for systematic study and ex-
tensions in several directions. FOTL supported our research methodology and allowed
us to specify a stateless g-SIS model without getting distracted about the structure of
states in g-SIS. As a first step towards realizing stateless g-SIS policies specified in this
article, we plan to develop a stateful model involving data structures that efficiently
keep track of various aspects of the model such as the membership states of users
and objects in a group. Furthermore, we plan to develop a proof technique to ensure
that the stateless and stateful models are authorization equivalent. That is, a stateful
model will authorize a user to read or write an object if and only if authorization holds
in the stateless model. Due to the expected distributed nature of the stateful specifica-
tion, we believe that some approximations may be necessary to achieve equivalence.

Our current work focussed on isolated groups. Specifically, export of objects from
groups and direct interaction and dependencies between groups were not allowed. We
plan to investigate a generalized g-SIS model with different groups with common users
and objects interacting with each other. We refer to this as the connected g-SIS model
in which groups could engage in relationships with various authorization semantics.
We have investigated such semantics in Sandhu et al. [2010]. We expect that the con-
nected g-SIS model would require additional group operations such as suspending and
resuming locally created object versions, delegation, user substitution, etc. A major
research area here is to study information flow from one group to another through
subjects. We plan to investigate and specify static information flow properties that
would govern expected flow similar to the core properties we discussed for isolated
groups. Finally, our future work also involves investigating synergy between g-SIS
and classic models such as DAC, LBAC and RBAC.
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