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LADDERED AUTHENTICATION SECURITY
USING SPLIT KEY ASYMMETRIC
CRYPTOGRAPHY

RELATED APPLICATIONS

This application is a continuation of U.S. application Ser.
No. 09/739,118, filed Dec. 19, 2000, (now U.S. Pat. No.
7,069,435), the contents of which are incorporated herein by
reference.

This application is also related to U.S. application Ser. No.
09/739,260 (now U.S. Pat. No. 6,970,562), U.S. application
Ser. No. 10/849,818 (now U.S. Pat. No. 7,055,032), U.S.
application Ser. No. 09/739,113 (now U.S. Pat. No. 7,017,
041), U.S. application Ser. No. 09/739,112 (now U.S. Pat. No.
6,940,980), U.S. application Ser. No. 09/739,119 (now U.S.
Pat. No. 7,149,310), and U.S. application Ser. No. 09/739,111
(now U.S. Pat. No. 7,065,642), the contents of which are
incorporated herein by reference.

TECHNICAL FIELD

This invention relates to cryptography. More particularly,
the present invention relates to split key asymmetric cryptog-
raphy.

BACKGROUND ART

Today, computing devices are almost always intercon-
nected via networks. As these networks can be large closed
networks, as within a corporation, or truly public networks as
the Internet is, the network itself might have hundreds, thou-
sands or even millions of potential users. Consequently it is
often required to restrict access to any given computer or
service, or a part of a computer or service to a subset of the
users on the public or closed network. For instance, a broker-
age might have a public website accessible to all, but would
like to only give Ms. Alice Smith access to Ms. Alice Smith’s
brokerage account.

This is an old problem, tracing its roots to the earliest days
of computers, and passwords were among the first techniques
used, and to this day remain the most widely used technique
for protecting resources on a computer or service.

In its simplest form, every user has a unique password and
the computer has knowledge of the user password. When
attempting to log on Alice would enter her userid, say alice,
and password, say apple23, the computer would compare the
pair, i.e. alice, apple23, with the pair it had stored for Alice,
and ifthere is a match would establish a session and give Alice
access.

This simple scheme suffers from two problems. First, the
table containing the passwords is stored on the computer, and
represents a single point of compromise. If Eve could some-
how steal this table, she would be able to access every user’s
account. A second problem with this approach is that when
Alice enters her password it travels from her terminal to the
computer in the clear, and Eve could potentially eavesdrop.
For instance the “terminal” could be Alice’s PC at home, and
the computer could be a server on the Internet, in which case
her password travels in the clear on the Internet.

Various solutions have been proposed and implemented to
solve these two issues. For instance, to solve the first problem
of'storing the password on the computer, the computer could
instead store a one way function of the password. E.g.
F(apple23)=XD45DTY, and the pair {alice, XD45DTY}. In
this example as F( ) is a one way function, computing
XD45DTY from apple23 is easy, but as it is a “one way
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function”, the reverse is believed to be difficult or close to
impossible. So when Alice logs on and sends the computer
{alice, apple23}, the computer can compute F(apple23) and
compare the result with XD45DTY. The UNIX operating
system was among the first to implement such a system in the
late 1970’s.

Before discussing more sophisticated conventional tech-
niques for solving this problem, let us briefly describe sym-
metric, asymmetric and ‘split private key’ cryptography.

In symmetric key cryptography, the two parties who want
to communicate in private share a common secret key, say K.
the sender encrypts messages with K, to generate a cipher, i.e.
C=Encrypt(M,K). The receiver decrypts the cipher to retrieve
the message, i.e. D=Decrypt(C,K). An attacker who does not
know K, and sees C, cannot successfully decrypt the message,
if the underlying algorithms are strong. Examples of such
systems are DES and RC4. Encryption and decryption with
symmetric keys provide a confidentiality, or privacy service.

Symmetric keys can also be used to provide integrity and
authentication of messages in a network. Integrity and
authentication means that the receiver knows who sent a
message and that the message has not been modified so it is
received as it was sent. Integrity and authentication is
achieved by attaching a Message Authentication Code
(MAC) to a message M. E.g., the sender computes S=MAC
(M,K) and attaches S to the message M. When the message M
reaches the destination, the receiver also computes S'=MAC
(M,K) and compares S' with the transmitted value S. If S'=S
the verification is successful otherwise verification fails and
the message should be rejected. Early MACs were based on
symmetric encryption algorithms such as DES whereas more
recently MACs are constructed from message digest func-
tions, or “hash” functions, such as MD35 and SHA-1. The
current Internet standard for this purpose is known as hash-
based MAC (HMAC).

By combining confidentiality with integrity and authenti-
cation, it is possible to achieve both services with symmetric
key cryptography. It is generally accepted that different keys
should be used for these two services and different keys
should be used in different directions between the same two
entities for the same service. Thus if Alice encrypts messages
to Bob with a shared key K, Bob should use a different shared
key K' to encrypt messages from Bob to Alice. Likewise Alice
should use yet another key K" for MACs from Alice to Bob
and Bob should use K" for MACs from Bob to Alice. Since
this is well understood by those skilled in the art, we will
follow the usual custom of talking about a single shared
symmetric key between Alice and Bob, with the understand-
ing that strong security requires the use of four different keys.

Symmetric key systems have been in use for literally thou-
sands of years, and have always suffered from a major prob-
lem—namely how to perform key distribution. How do Bob
and Alice agree on K? Asymmetric key cryptography was
invented to solve this problem. Here every user is associated
with two keys, which are related by special mathematical
properties. These properties result in the following function-
ality: a message encrypted with one of the two keys can then
only be decrypted with the other.

One of these keys for each user is made public and the other
is kept private. Let us denote the former by E, and the latter by
D. So Alice knows Dalice, and everyone knows Ealice. To
send Alice the symmetric key K, Bob simply sends
C=Encrypt(K,Ealice). Alice, and only Alice (since no one
else knows Dalice), can decrypt the ciphertext C to recover
the message, i.e. Decrypt(C,Dalice)=K. Now both Alice and
Bob know K and can use it for encrypting subsequent mes-
sages using a symmetric key system. Why not simply encrypt




































