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MULTIFACTOR SPLIT ASYMMETRIC
CRYPTO-KEY WITH PERSISTENT KEY
SECURITY

RELATED APPLICATIONS

This application is related to U.S. application Ser. No.
11/381,878, filed concurrently herewith, and entitled
“SECURE LOGIN USING A MULTIFACTOR SPLIT
ASYMMETRIC CRYPTO-KEY WITHPERSISTENTKEY
SECURITY?™, the contents of which are incorporated herein
in their entirety by reference.

This application is also related to U.S. application Ser. No.
11/332,204, filed Jan. 17, 2006, and entitled “MULTIFAC-
TOR SPLIT ASYMMETRIC CRYPTO-KEY WITH ROLL-
ING KEY SECURITY?™, the contents of which are incorpo-
rated herein in their entirety by reference.

This application is also related to U.S. application Ser. No.
11,055,987 filed Feb. 14, 2005, and entitled “ARCHITEC-
TURE FOR ASYMMETRIC CRYPTO-KEY STORAGE”,
U.S. application Ser. No. 11/055,986, filed Feb. 14,2005, and
entitled “TECHNIQUE FOR ASYMMERIC CRYPTO-KEY
GENERATION™, U.S. application Ser. No. 11/056,120, filed
Feb. 14,2005, and entitled “MULTIPLE FACTOR PRIVATE
PORTION OF AN ASYMMETRIC KEY”, U.S. application
Ser. No. 11/055,988, filed Feb. 14, 2005, and entitled
“AUTHENTICATION PROTOCOL USING A MULTI-
FACTOR ASYMMETRIC KEY PAIR”, U.S. application
Ser. No. 11/056,116, filed Feb. 14, 2005, and entitled
“ROAMING UTILIZING AN ASYMMETRIC KEY PAIR”,
U.S. application Ser. No. 11/056,114, filed Feb. 14,2005, and
entitled “ASYMMETRIC KEY PAIR HAVING A KIOSK
MODE”, and U.S. application Ser. No. 11/056,115, filed Feb.
14, 2003, and entitled “TECHNIQUE FOR PROVIDING
MULTIPLE LEVELS OF SECURITY”, the contents of
which are incorporated herein in their entirety by reference.

TECHNICAL FIELD

This invention relates to cryptography. More particularly,
the present invention relates to asymmetric cryptography
with multi-factor split private keys that are less vulnerable to
reuse by an attacker.

BACKGROUND ART

Today, computing devices are almost always intercon-
nected via networks. These networks can be large closed
networks, as within a corporation, or truly public networks, as
with the Internet. A network itself might have hundreds, thou-
sands or even millions of potential users. Consequently it is
often required to restrict access to any given networked com-
puter or service, or a part of a networked computer or service,
to a subset of the users on the public or closed network. For
instance, a brokerage might have a public website accessible
to all, but would like to only give Ms. Alice Smith access to
Ms. Alice Smith’s brokerage account.

Access control is an old problem, tracing its roots to the
earliest days of computers. Passwords were among the first
techniques used, and to this day remain the most widely used,
for protecting resources on a computer or service.

Single-Factor Authentication

In its simplest form, known as single factor authentication,
every user has a unique password and the computer has
knowledge of the user password. When attempting to log on,
Alice would enter her userid, say alice, and password, say
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apple23, the computer would compare the pair, i.e. alice,
apple23, with the pair it had stored for Alice, and if there is a
match would establish a session and give Alice access.

This simple scheme suffers from two problems. First, the
table containing the passwords is stored on the computer, and
thus represents a single point of compromise. If Eve could
somehow steal this table, she would be able to access every
user’s account. A second problem with this approach is that
when Alice enters her password it travels from her terminal to
the computer in the clear, and Eve could potentially eaves-
drop. Such eavesdropping is known as a Man-In-The-Middle
attack. For instance the terminal could be Alice’s PC at home,
and the computer could be a server on the Internet, in which
case her password travels in the clear on the Internet. It will be
recognized by those with ordinary skill in the art that a Man-
in-The-Middle attack can go beyond eavesdropping, to modi-
fying the contents of the communication.

Various solutions have been proposed and implemented to
address these two issues. For instance, to address the first
problem of storing the password on the computer, the com-
puter could instead store a one way function of the password,
e.g. F(apple23)=XD45DTY, and the pair {alice, XD45DTY}.
In this example as F(apple23) is a one way function, comput-
ing XD45DTY from apple23 is easy, but as it is a “one way
function”, the reverse is believed to be computationally dif-
ficult or close to impossible. So when Alice logs on and sends
the computer {alice, apple23}, the computer can compute
F(apple23) and compare the result with XD45DTY. The
UNIX operating system was among the first to implement
such a system in the 1970’s. However, this approach, while
addressing the problems due to the storage of the password on
the computer, does not address the problem of the password
traveling in the clear.

Multifactor Authentication

Multiple factor authentication also exists as a potential
solution to the problems inherent with single factor authenti-
cation. In multiple factor authentication, at least knowledge
of, if not actual possession of, two or more factors must be
shown for authentication to be complete. It should be under-
stood that in multiple factor authentication, each factor
remains separate. That is, the factors are not combined. Fur-
ther, the factors are not even concatenated. Several multiple
factor authentication techniques exist, including one time
password token techniques, encrypted storage techniques,
smart card techniques, and split key techniques.

In one time password token techniques, two passwords are
utilized, one being a permanent password associated with the
user, and the other being a temporary, one-time use, password
generated by a password generator. The permanent password
may be optional. The temporary password has a finite usable
life, such as sixty seconds. At the end of the useable life,
another temporary password is generated. An authentication
server knows each usable password as well as its useable life,
based upon algorithms well known to those of ordinary skill
in the art. A user transmits both the permanent password (first
factor) and a temporary password (second factor) to the
authentication server which then verifies both passwords. The
passwords are transmitted in the clear, thus token techniques
are subject to man-in-the-middle attacks.

Storage of Crypto-Keys

Using encrypted storage techniques, a cryptographic key is
stored on either removable media or a hard drive. The cryp-
tographic key is encrypted with a user’s password. After
decryption with the user’s password, the key is then stored, at
least temporarily, in memory of the user’s computer system
where it is used to either encrypt or decrypt information. As






