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SUREDEO\� FRQWLQXH� WR� GR� VR� IRU� VRPH� WLPH�� 7KH� ����� 1,67� ZRUNVKRS�
ZKLFK�VHW�RXW�WR�HVWDEOLVK�D�FRQVHQVXV�GHILQLWLRQ��LQVWHDG�DUULYHG�DW�WKH
IROORZLQJ�FRQFOXVLRQ�>1,67����SDJH����@�

7KH�PRVW�LPSRUWDQW�FRQFOXVLRQ�WR�EH�GUDZQ�IURP�WKLV�FRPSLODWLRQ
RI�SDSHUV�DQG�ZRUNLQJ�JURXS� UHSRUWV�� GRQ·W� GUDZ� WRR�PDQ\� FRQ�
FOXVLRQV� DERXW� WKH� DSSURSULDWH� GHILQLWLRQ� IRU� GDWD� LQWHJULW\� MXVW
\HW�����,Q�WKH�PHDQ�WLPH��SDSHUV�DGGUHVVLQJ�LQWHJULW\�LVVXHV�VKRXOG
SUHVHQW�RU�UHIHUHQFH�D�GHILQLWLRQ�RI�LQWHJULW\�DSSOLFDEOH�WR�WKDW�SD�
SHU�

6R�WKH�ILUVW�RUGHU�RI�EXVLQHVV�LV�WR�GHILQH�LQWHJULW\��2XU�DSSURDFK�WR�WKLV
TXHVWLRQ�LV�SUDJPDWLF�DQG�XWLOLWDULDQ��7KH�REMHFWLYH�LV�WR�VHWWOH�RQ�D�GHIL�
QLWLRQ�ZLWKLQ�ZKLFK�ZH�FDQ�DFKLHYH�SUDFWLFDOO\�XVHIXO�UHVXOWV��UDWKHU�WKDQ
VHDUFK�IRU�VRPH�DEVROXWH�DQG�DLUWLJKW�IRUPXODWLRQ�
:H�GHILQH� LQWHJULW\�DV�EHLQJ� FRQFHUQHG�ZLWK� WKH� LPSURSHU�PRGLILFDWLRQ

RI� LQIRUPDWLRQ� �PXFK�DV�FRQILGHQWLDOLW\� LV� FRQFHUQHG�ZLWK� LPSURSHU�GLV�
FORVXUH���:H�XQGHUVWDQG�PRGLILFDWLRQ� WR� LQFOXGH� LQVHUWLRQ� RI� QHZ� LQIRU�
PDWLRQ� DQG� GHOHWLRQ� RI� H[LVWLQJ� LQIRUPDWLRQ�� DV� ZHOO� DV� FKDQJHV� WR
H[LVWLQJ�LQIRUPDWLRQ�

���������������������������������������������
�2XU�GHILQLWLRQ�RI�LQWHJULW\�LV�FRQVLGHUDEO\�EURDGHU�WKDQ�WKH�WUDGLWLRQDO�XVH�RI

WKLV�WHUP�LQ�WKH�GDWDEDVH�OLWHUDWXUH��)RU�LQVWDQFH��'DWH�>'$7(��@�VD\V��´6HFXULW\
UHIHUV� WR� WKH� SURWHFWLRQ� RI� GDWD� DJDLQVW� XQDXWKRUL]HG� GLVFORVXUH�� DOWHUDWLRQ�� RU
GHVWUXFWLRQ�� LQWHJULW\� UHIHUV� WR� WKH�DFFXUDF\�RU� YDOLGLW\�RI�GDWD�µ�7KH�FRQVHQVXV
YLHZ�DPRQJ� VHFXULW\� UHVHDUFKHUV� LV� WKDW� LQWHJULW\� LV� RQH� FRPSRQHQW� RI� VHFXULW\
DQG�DFFXUDF\�YDOLGLW\�LV�RQH�FRPSRQHQW�RI�LQWHJULW\�>)(51����1,67��@�
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7KH�UHDGHU�KDV�SUREDEO\�VHHQ�VLPLODU�GHILQLWLRQV�XVLQJ�´XQDXWKRUL]HGµ
LQVWHDG�RI�´LPSURSHU�µ�2XU�XVH�RI�WKH� ODWWHU�WHUP�LV�TXLWH�GHOLEHUDWH�DQG
VLJQLILFDQW��)LUVW��LW�DFNQRZOHGJHV�WKDW�VHFXULW\�EUHDFKHV�FDQ�DQG�GR�RF�
FXU�ZLWKRXW�DXWKRUL]DWLRQ�YLRODWLRQV�³�WKDW�LV��DXWKRUL]DWLRQ�LV�RQO\�RQH
SLHFH�RI�WKH�VROXWLRQ��6HFRQG��LW�DGKHUHV�WR�WKH�ZHOO�HVWDEOLVKHG�DQG�XVH�
IXO� QRWLRQ� WKDW� LQIRUPDWLRQ� VHFXULW\� KDV� WKUHH� FRPSRQHQWV�� LQWHJULW\�
FRQILGHQWLDOLW\��DQG�DYDLODELOLW\��:H�VHH�QR�QHHG�WR�GLVFDUG�WKLV�VWDQGDUG
YLHZSRLQW�LQ�WKH�DEVHQFH�RI�VRPH�FRPSHOOLQJ�GHPRQVWUDWLRQ�RI�D�VXSHULRU
RQH��)LQDOO\��RXU�GHILQLWLRQ�EULQJV� WR� WKH� IURQW� WKH�YHU\� LPSRUWDQW�TXHV�
WLRQ��:KDW�GR�ZH�PHDQ�E\�LPSURSHU"�,W�LV�REYLRXV�WKDW�WKLV�TXHVWLRQ�LQ�
WULQVLFDOO\�FDQQRW�KDYH�D�XQLYHUVDO�DQVZHU��6R�LW�LV�IXWLOH�WR�WU\�WR�DQVZHU
LW�RXWVLGH�RI�D�JLYHQ�FRQWH[W�
:H� DUH� VSHFLILFDOO\� LQWHUHVWHG� LQ� LQIRUPDWLRQ� V\VWHPV� XVHG� WR� FRQWURO

DQG�DFFRXQW� IRU�DQ�RUJDQL]DWLRQ·V�DVVHWV�� ,Q�VXFK�V\VWHPV�� WKH�SULPDU\
JRDO� LV�SUHYHQWLRQ�RI� IUDXG�DQG�HUURUV��7KH�PHDQLQJ�RI� LPSURSHU�PRGLIL�
FDWLRQ� LQ�WKLV�FRQWH[W�KDV�EHHQ�JLYHQ�E\�&ODUN�DQG�:LOVRQ� >&/$5��@�DV
IROORZV�

1R� XVHU� RI� WKH� V\VWHP�� HYHQ� LI� DXWKRUL]HG��PD\� EH� SHUPLWWHG� WR
PRGLI\�GDWD� LWHPV� LQ� VXFK� D�ZD\� WKDW� DVVHWV� RU� DFFRXQWLQJ� UHF�
RUGV�RI�WKH�FRPSDQ\�DUH�ORVW�RU�FRUUXSWHG�

1RWH�WKHLU�H[SUHVV�TXDOLILFDWLRQ��´HYHQ�LI�DXWKRUL]HG�µ�7KH�ZRUG�´FRPSDQ\µ
LQ�WKLV�TXRWDWLRQ�UHYHDOV�WKH�DXWKRUV·�FRPPHUFLDO�ELDV�EXW��DV�WKH\�KDYH
FODULILHG�>&/$5��D@��WKHVH�FRQFHSWV�DSSO\�HTXDOO\�ZHOO�WR�DQ\�LQIRUPDWLRQ
V\VWHP�WKDW�FRQWUROV�DVVHWV�³�EH�LW�LQ�WKH�PLOLWDU\��JRYHUQPHQW��RU�FRP�
PHUFLDO�VHFWRUV�
2XU� JRDO� LQ� WKLV� HVVD\� LV� WR� DQVZHU� WKH� IROORZLQJ� TXHVWLRQ�� :KDW

PHFKDQLVPV�DUH�UHTXLUHG� LQ�D�JHQHUDO�SXUSRVH�PXOWLXVHU�'%06�WR�KHOS
DFKLHYH� WKH� LQWHJULW\�REMHFWLYHV�RI� LQIRUPDWLRQ�V\VWHPV"�7KHUH�DUH�PDQ\
FRPSHOOLQJ� UHDVRQV� WR� IRFXV� RQ�'%06V� IRU� WKLV� SXUSRVH�� 7KH�PRVW� LP�
SRUWDQW�KDV�EHHQ�VXFFLQFWO\�VWDWHG�E\�%XUQV�>%851��@�DV�IROORZV�

$�GDWDEDVH�PDQDJHPHQW�V\VWHP��'%06��SURYLGHV�WKH�DSSURSULDWH
OHYHO�RI�DEVWUDFWLRQ�IRU�WKH�LPSOHPHQWDWLRQ�RI�LQWHJULW\�FRQWUROV�DV
SUHVHQWHG� LQ� WKH�&ODUN� DQG�:LOVRQ�SDSHU� >&/$5��@����� ,W� LV� FOHDU
WKDW�WKH�GRPDLQ�RI�DSSOLFDELOLW\�RI�WKH�&ODUN�DQG�:LOVRQ�PRGHO�LV
QRW�DQ�RSHUDWLQJ�V\VWHP�RU�D�QHWZRUN�RU�HYHQ�DQ�DSSOLFDWLRQ�V\V�
WHP��LW�LV�IXQGDPHQWDOO\�D�'%06�

7KLV� LV� SDUWLFXODUO\� WUXH� ZKHQ� ZH� IRFXV� RQ� PHFKDQLVPV�� 0RUHRYHU�
'%06V� KDYH� WKH� ZRQGHUIXO� DELOLW\� WR� H[SUHVV� DQG�PDQLSXODWH� FRPSOH[
UHODWLRQVKLSV��7KLV�FRPHV�LQ�YHU\�KDQG\�ZKHQ�GHDOLQJ�ZLWK�VRSKLVWLFDWHG
LQWHJULW\�SROLFLHV�
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7KH�RSHUDWLQJ�V\VWHP�PXVW�FOHDUO\�SURYLGH�VRPH�FRUH�LQWHJULW\�DQG�VH�
FXULW\� PHFKDQLVPV�� ,Q� WHUPV� RI� WKH� 2UDQJH� %RRN� >'2'��@�� RQH� ZRXOG
QHHG�DW�OHDVW�D�%��V\VWHP�WR�HQIRUFH�HQFDSVXODWLRQ�RI�WKH�'%06�³�WKDW
LV��WR�HQVXUH�WKDW�DOO�PDQLSXODWLRQ�RI�WKH�GDWDEDVH�FDQ�RQO\�EH� WKURXJK
WKH�'%06��7KH�TXHVWLRQ�RI�ZKDW�PLQLPDO�IHDWXUHV�DUH�UHTXLUHG�LQ�WKH�RS�
HUDWLQJ�V\VWHP�LV�LPSRUWDQW��EXW�RXWVLGH�WKH�VFRSH�RI�WKLV�HVVD\��)RU�QRZ�
OHW� XV� DVVXPH� WKDW� RSHUDWLQJ� V\VWHPV� ZLWK� WKH� UHTXLVLWH� IHDWXUHV� DUH
DYDLODEOH�
7KH�EXON�RI� LQWHJULW\�PHFKDQLVPV�EHORQJ� LQ� WKH�'%06�� ,QWHJULW\�SROL�

FLHV�DUH� LQWULQVLFDOO\�DSSOLFDWLRQ�VSHFLILF��DQG�WKH�RSHUDWLQJ�V\VWHP�VLP�
SO\�FDQQRW�SURYLGH�WKH�PHDQV�WR�VWDWH�DSSOLFDWLRQ�VSHFLILF�FRQFHUQV��2QH
PLJKW� WKHQ� DUJXH�� :K\� QRW� SXW� DOO� WKH� PHFKDQLVP� LQ� WKH� DSSOLFDWLRQ
FRGH"�7KHUH�DUH�VHYHUDO�SHUVXDVLYH�UHDVRQV�QRW�WR�GR�WKLV��)LUVW��LW�LV�QRW
YHU\�FRQGXFLYH�WR�UHXVH�RI�FRPPRQ�PHFKDQLVPV��6HFRQG��DQ\�DVVXUDQFH
WKDW� LQWHJULW\� PHFKDQLVPV� LQWHUVSHUVHG� ZLWKLQ� DSSOLFDWLRQ� FRGH� ZLOO� EH
FRUUHFW�RU�HYHQ�FRPSUHKHQVLEOH�LV�UDWKHU�GXELRXV��7KLUG��WKH�ZKROH�SRLQW
RI�D�GDWDEDVH�LV�WR�VXSSRUW�PXOWLSOH�DSSOLFDWLRQV��$�SDUWLFXODU�DSSOLFDWLRQ
PD\�ZHOO�EH�LQ�D�SRVLWLRQ�WR�KDQGOH�DOO�LWV�LQWHJULW\�UHTXLUHPHQWV��<HW�LW�LV
RQO\�WKH�'%06�ZKLFK�FDQ�SUHYHQW�RWKHU�DSSOLFDWLRQV�IURP�FRUUXSWLQJ�WKH
GDWDEDVH�
7KH�UHVW�RI�WKH�HVVD\�LV�RUJDQL]HG�DV�IROORZV��)LUVW�ZH�GLVFXVV�SULQFLSOHV

IRU� DFKLHYLQJ� LQWHJULW\� LQ� LQIRUPDWLRQ� V\VWHPV�� 7KHQ� ZH� GHVFULEH� WKH
PHFKDQLVPV�UHTXLUHG� LQ�D�'%06�WR�VXSSRUW� WKHVH�KLJK�OHYHO�SULQFLSOHV�
,Q�VRPH�RI�WKH�PRUH�GHWDLOHG�FRQVLGHUDWLRQV��ZH�ZLOO� OLPLW�RXUVHOYHV�VSH�
FLILFDOO\� WR� UHODWLRQDO� '%06V�� $V�ZH�ZLOO� VHH�� WUDGLWLRQDO� '%06�PHFKD�
QLVPV�SURYLGH�WKH�IRXQGDWLRQV�IRU�WKLV�SXUSRVH��EXW�E\�WKHPVHOYHV�GR�QRW
JR�IDU�HQRXJK�

,QWHJULW\�SULQFLSOHV

:H�EHJLQ�E\�GHVFULELQJ�EDVLF�SULQFLSOHV�IRU�DFKLHYLQJ�LQIRUPDWLRQ�LQWHJ�
ULW\�� 7KHVH� FDQ� EH� YLHZHG� DV� KLJK�OHYHO� REMHFWLYHV� WKDW� DUH� PDGH� PRUH
FRQFUHWH� ZKHQ� VSHFLILF� PHFKDQLVPV� DUH� SURSRVHG� WR� VXSSRUW� WKHP�� ,Q
RWKHU� ZRUGV�� WKHVH� SULQFLSOHV� OD\� GRZQ� EURDG� JRDOV� ZLWKRXW� VSHFLI\LQJ
KRZ� WR� DFKLHYH� WKHP�� :H� ZLOO� VXEVHTXHQWO\� PDS� WKHVH� SULQFLSOHV� WR
'%06� PHFKDQLVPV�� :H� HPSKDVL]H� WKDW� WKH� SULQFLSOHV� WKHPVHOYHV� DUH
LQGHSHQGHQW�RI�WKH�'%06�FRQWH[W��7KH\�DSSO\�HTXDOO\�ZHOO� WR�DQ\� LQIRU�
PDWLRQ�V\VWHP��EH� LW�D�PDQXDO�SDSHU�EDVHG�V\VWHP��D�FHQWUDOL]HG�EDWFK
V\VWHP��DQ�LQWHUDFWLYH�DQG�KLJKO\�GLVWULEXWHG�V\VWHP��DQG�VR�RQ�
7KH�QLQH�LQWHJULW\�SULQFLSOHV�HQXPHUDWHG�EHORZ�DUH�DEVWUDFWHG�IURP�WKH

&ODUN�DQG�:LOVRQ�SDSHUV�>&/$5����&/$5��D��&/$5��E@��WKH�1,67�ZRUN�
VKRSV� >1,67���� 1,67��@�� DQG� WKH� EURDGHU� VHFXULW\� DQG� GDWDEDVH� OLWHUD�
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WXUH��7KHVH�SULQFLSOHV�H[SUHVV�ZKDW�QHHGV�WR�EH�GRQH�UDWKHU�WKDQ�KRZ�LW
LV�JRLQJ�WR�EH�DFFRPSOLVKHG��WKH�ODWWHU�TXHVWLRQ�LV�DGGUHVVHG�LQ�WKH�QH[W
VHFWLRQ��

�� :HOO�IRUPHG�WUDQVDFWLRQV��&ODUN�DQG�:LOVRQ�>&/$5��@�KDYH�GHILQHG
WKLV�SULQFLSOH�DV� IROORZV�� ´7KH�FRQFHSW�RI� WKH�ZHOO�IRUPHG� WUDQVDF�
WLRQ�LV�WKDW�D�XVHU�VKRXOG�QRW�PDQLSXODWH�GDWD�DUELWUDULO\��EXW�RQO\
LQ� FRQVWUDLQHG� ZD\V� WKDW� SUHVHUYH� RU� HQVXUH� WKH� LQWHJULW\� RI� WKH
GDWD�µ� 7KLV� SULQFLSOH� KDV� DOVR� EHHQ� FDOOHG� FRQVWUDLQHG� FKDQJH
>&/$5��E@� ³� WKDW� LV�� GDWD� FDQ� EH� PRGLILHG� RQO\� E\� ZHOO�IRUPHG
WUDQVDFWLRQV� UDWKHU� WKDQ� E\� DUELWUDU\� SURFHGXUHV�� 0RUHRYHU�� WKH
ZHOO�IRUPHG� WUDQVDFWLRQV� DUH� NQRZQ� �´FHUWLILHGµ�� WR� EH� LQGLYLGXDOO\
FRUUHFW�ZLWK�VRPH��PRVWO\�TXDOLWDWLYH��GHJUHH�RI�DVVXUDQFH�

�� $XWKHQWLFDWHG� XVHUV�� 7KLV� SULQFLSOH� VWLSXODWHV� WKDW� PRGLILFDWLRQV
VKRXOG� EH� FDUULHG� RXW� RQO\� E\� XVHUV� ZKRVH� LGHQWLWLHV� KDYH� EHHQ
DXWKHQWLFDWHG�WR�EH�DSSURSULDWH�IRU�WKH�WDVN�

�� /HDVW�SULYLOHJH��7KH�QRWLRQ�RI�OHDVW�SULYLOHJH�ZDV�RQH�RI�WKH�HDUOLHVW
WR� HPHUJH� LQ� VHFXULW\� UHVHDUFK�� ,W� KDV� FODVVLFDOO\� EHHQ� VWDWHG� LQ
WHUPV� RI� SURFHVVHV� �H[HFXWLQJ� SURJUDPV�� >6$/7��@�� $� SURFHVV
VKRXOG�KDYH� H[DFWO\� WKRVH� SULYLOHJHV�QHHGHG� WR� DFFRPSOLVK� LWV� DV�
VLJQHG� WDVN��DQG�QRQH�H[WUD��7KH�SULQFLSOH�DSSOLHV� HTXDOO\�ZHOO� WR
XVHUV��H[FHSW�WKDW�LW�LV�PRUH�GLIILFXOW�WR�SUHFLVHO\�GHOLPLW�WKH�VFRSH
RI�D�XVHU·V�´WDVN�µ�$�SURFHVV�LV�W\SLFDOO\�FUHDWHG�WR�DFFRPSOLVK�VRPH
YHU\� VSHFLILF� WDVN� DQG� WHUPLQDWHV� RQ� FRPSOHWLRQ�� $� XVHU�� RQ� WKH
RWKHU�KDQG��LV�D�UHODWLYHO\� ORQJ�OLYHG�HQWLW\�DQG�ZLOO�EH� LQYROYHG�LQ
YDULHG�DFWLYLWLHV�GXULQJ�KLV�OLIH�VSDQ��+LV�DXWKRUL]HG�SULYLOHJHV�ZLOO
WKHUHIRUH�H[FHHG�WKRVH�VWULFWO\�UHTXLUHG�DW�DQ\�JLYHQ�LQVWDQW��,Q�WKH
UHDOP�RI�FRQILGHQWLDOLW\��OHDVW�SULYLOHJH�LV�RIWHQ�FDOOHG�QHHG�WR�NQRZ�
,Q� WKH� LQWHJULW\� FRQWH[W�� LW� LV� DSSURSULDWHO\� FDOOHG� QHHG�WR�GR�� $Q�
RWKHU�DSSURSULDWH�WHUP�IRU�WKLV�SULQFLSOH�LV�OHDVW�WHPSWDWLRQ�³�WKDW
LV�� GR� QRW� WHPSW� SHRSOH� WR� FRPPLW� IUDXG� E\� JLYLQJ� WKHP� JUHDWHU
SRZHU�WKDQ�WKH\�QHHG�

�� 6HSDUDWLRQ�RI�GXWLHV��6HSDUDWLRQ�RI�GXWLHV�LV�D�WLPH�KRQRUHG�SULQFL�
SOH� IRU�SUHYHQWLRQ�RI� IUDXG�DQG�HUURUV��JRLQJ�EDFN� WR� WKH� YHU\�EH�
JLQQLQJ�RI�FRPPHUFH��6LPSO\�VWDWHG��QR�VLQJOH�LQGLYLGXDO�VKRXOG�EH
LQ� D� SRVLWLRQ� WR�PLVDSSURSULDWH� DVVHWV� RQ� KLV� RZQ��2SHUDWLRQDOO\�
WKLV�PHDQV�WKDW�D�FKDLQ�RI�HYHQWV�WKDW�DIIHFWV�WKH�EDODQFH�RI�DVVHWV
PXVW�UHTXLUH�GLIIHUHQW� LQGLYLGXDOV� WR�EH� LQYROYHG�DW�NH\�SRLQWV�� VR
WKDW�ZLWKRXW�WKHLU�FROOXVLRQ�WKH�RYHUDOO�FKDLQ�FDQQRW�WDNH�HIIHFW�

�� 5HFRQVWUXFWLRQ�RI�HYHQWV��7KLV�SULQFLSOH�VHHNV�WR�GHWHU�LPSURSHU�EH�
KDYLRU� E\� WKUHDWHQLQJ� LWV� GLVFRYHU\�� ,W� LV� D� QHFHVVDU\� DGMXQFW� WR

���������������������������������������������
�7KH�OLWHUDWXUH�LV�WRR�QXPHURXV�WR�FLWH�ZRUNV�LQGLYLGXDOO\��)RU�WKRVH�XQIDPLOLDU

ZLWK� WKH� ´ROGHUµ� OLWHUDWXUH�� WKHUH� DUH� VRPH� XVHIXO� VWDUWLQJ� SRLQWV� >'(11���
)(51����*5$<����/,1'����6$/7��@�
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OHDVW�SULYLOHJH�IRU�WZR�UHDVRQV��)LUVW�� OHDVW�SULYLOHJH��HYHQ�WDNHQ�WR
LWV�WKHRUHWLFDO�OLPLW��ZLOO�OHDYH�VRPH�VFRSH�IRU�IUDXG��6HFRQG��D�]HDO�
RXV� DSSOLFDWLRQ� RI� OHDVW� SULYLOHJH� LV� QRW� D� WHUULEO\� HIILFLHQW� ZD\� WR
UXQ�DQ�RUJDQL]DWLRQ��,W�FRQYH\V�DQ�LPSUHVVLRQ�RI�DQ�HQWHUSULVH�HQ�
PHVKHG� LQ� UHG� WDSH���6R�SUDFWLFDOO\��XVHUV�PXVW� EH� JUDQWHG�PRUH
SULYLOHJHV�WKDQ�DUH�VWULFWO\�UHTXLUHG��:H�WKHUHIRUH�VKRXOG�EH�DEOH�WR
DFFXUDWHO\�UHFRQVWUXFW�HVVHQWLDO�HOHPHQWV�RI�D�V\VWHP·V�KLVWRU\��VR
DV�WR�GHWHFW�PLVXVH�RI�SULYLOHJHV�

�� 'HOHJDWLRQ�RI�DXWKRULW\��7KLV�SULQFLSOH� ILOOV� LQ�D�SLHFH�PLVVLQJ� IURP
WKH�&ODUN�DQG�:LOVRQ�SDSHUV�DQG�PXFK�RI�WKH�GLVFXVVLRQ�WKH\�KDYH
JHQHUDWHG��,W� FRQFHUQV� WKH� FULWLFDO� TXHVWLRQ� RI� KRZ� SULYLOHJHV� DUH
DFTXLUHG� DQG� GLVWULEXWHG� LQ� DQ� RUJDQL]DWLRQ�� &OHDUO\�� WKH� SURFH�
GXUHV� WR�GR� VR�PXVW� UHIOHFW� WKH� VWUXFWXUH�RI� WKH�RUJDQL]DWLRQ�DQG
DOORZ� IRU� HIIHFWLYH� GHYROXWLRQ� RI� DXWKRULW\�� ,QGLYLGXDO� PDQDJHUV
VKRXOG� KDYH�PD[LPXP� IOH[LELOLW\� UHJDUGLQJ� LQIRUPDWLRQ� UHVRXUFHV
ZLWKLQ� WKHLU� GRPDLQV�� WHPSHUHG� E\� FRQVWUDLQWV� LPSRVHG� E\� WKHLU
VXSHULRUV��:LWKRXW�WKLV�IOH[LELOLW\�DW�WKH�HQG�XVHU�OHYHO��WKH�DXWKRUL�
]DWLRQ�ZLOO�PRVW� OLNHO\� EH� LQDSSURSULDWH� WR� WKH� DFWXDO� QHHGV�� 7KLV
FDQ�RQO\�UHVXOW�LQ�VHFXULW\�EHLQJ�SHUFHLYHG�DV�D�GUDJ�RQ�SURGXFWLY�
LW\�DQG�VRPHWKLQJ�WR�EH�E\SDVVHG�ZKHQHYHU�SRVVLEOH�

�� 5HDOLW\�FKHFNV��7KLV�SULQFLSOH�KDV�EHHQ�ZHOO�PRWLYDWHG�E\�&ODUN�DQG
:LOVRQ� >&/$5��E@�DV� IROORZV�� ´$�FURVV�FKHFN�ZLWK�WKH�H[WHUQDO�UH�
DOLW\�LV�D�FHQWUDO�SDUW�RI�LQWHJULW\�FRQWURO�����LQWHJULW\�LV�PHDQLQJIXO
RQO\�LQ�WHUPV�RI�WKH�UHODWLRQ�RI�WKH�GDWD�WR�WKH�H[WHUQDO�ZRUOG�µ�2U
LQ�PRUH� FRQFUHWH� WHUPV�� ´,I� DQ� LQWHUQDO� LQYHQWRU\� UHFRUG�GRHV�QRW
FRUUHFWO\�UHIOHFW�WKH�QXPEHU�RI�LWHPV�LQ�VWRFN��LW�PDNHV�OLWWOH�GLIIHU�
HQFH�LI�WKH�YDOXH�RI�WKH�UHFRUGHG�LQYHQWRU\�KDV�EHHQ�UHIOHFWHG�FRU�
UHFWO\�LQ�WKH�FRPSDQ\�EDODQFH�VKHHW�µ

�� &RQWLQXLW\�RI�RSHUDWLRQ��7KLV�SULQFLSOH�VWDWHV�WKDW�V\VWHP�RSHUDWLRQV
VKRXOG� EH� PDLQWDLQHG� WR� VRPH� DSSURSULDWH� GHJUHH� LQ� WKH� IDFH� RI
SRWHQWLDOO\� GHYDVWDWLQJ� HYHQWV� EH\RQG� WKH� RUJDQL]DWLRQ·V� FRQWURO�
7KLV� FDWFKDOO� GHVFULSWLRQ� LV� LQWHQGHG� WR� LQFOXGH�QDWXUDO� GLVDVWHUV�
SRZHU�RXWDJHV��GLVN�FUDVKHV��DQG�WKH�OLNH��

���������������������������������������������
�7KLV�FRPPHQW�LV�PDGH�LQ�WKH�FRQWH[W�RI�XVHUV�UDWKHU�WKDQ�SURFHVVHV��WUDQVDF�

WLRQV���/HDVW�SULYLOHJH�ZLWK�UHVSHFW�WR�SURFHVVHV�LV�PRUH�RI�DQ�LQWHUQDO�LVVXH�ZLWKLQ
WKH�FRPSXWHU�V\VWHP��DQG�LWV�]HDORXV�DSSOLFDWLRQ�LV�PRVW�GHVLUDEOH� �PRGXOR�WKH
SHUIRUPDQFH�DQG�FRVW�SHQDOWLHV�LW�LPSRVHV��
�7KH�FORVHVW�FRQFHSW�WKDW�&ODUN�DQG�:LOVRQ�KDYH�WR�WKLV�SULQFLSOH�LV�WKHLU�5XOH

(��� ZKLFK� WKH\� VXPPDUL]H� DV� IROORZV� >&/$5���� )LJXUH� �@�� ´$XWKRUL]DWLRQ� OLVWV
FKDQJHG�RQO\�E\�WKH�VHFXULW\�RIILFHU�µ�7KLV�QRWLRQ�RI�D�FHQWUDO�VHFXULW\�RIILFHU�DV
DQ�DXWKRUL]DWLRQ�F]DU�LV�LQDSSURSULDWH�DQG�XQZRUNDEOH��5DWLRQDO�VHFXULW\�SROLFLHV
FDQ�EH�SXW�LQ�SODFH�RQO\�LI�DSSURSULDWH�DXWKRULW\�LV�YHVWHG�LQ�HQG�XVHUV�
�2QH�PLJKW�DUJXH�WKDW�ZH�DUH�VWHSSLQJ�LQWR�WKH�VFRSH�RI�DYDLODELOLW\�KHUH��,I�VR�

VR�EH�LW�



��� ,QIRUPDWLRQ�6HFXULW\

�� (DVH� RI� VDIH� XVH��� ,Q� D� QXWVKHOO�� WKLV� SULQFLSOH� UHTXLUHV� WKDW� WKH
HDVLHVW�ZD\�WR�RSHUDWH�D�V\VWHP�VKRXOG�DOVR�EH�WKH�VDIHVW��7KHUH�LV
DPSOH�HYLGHQFH�WKDW�VHFXULW\�PHDVXUHV�DUH�DOO�WRR�RIWHQ�LQFRUUHFWO\
DSSOLHG�RU�VLPSO\�E\SDVVHG�E\�WKH�V\VWHP�PDQDJHUV��7KLV�KDSSHQV
GXH� WR� RQH� RU� D� FRPELQDWLRQ� RI� WKH� IROORZLQJ�� ���� SRRUO\� GHVLJQHG
GHIDXOWV��VXFK�DV�LQGHILQLWH�UHWHQWLRQ�RI�YHQGRU�VXSSOLHG�SDVVZRUGV
IRU� SULYLOHJHG� DFFRXQWV��� ���� DZNZDUG� DQG� FXPEHUVRPH� LQWHUIDFHV
�VXFK� DV� UHTXLULQJ� PDQ\� NH\VWURNHV� WR� HIIHFW� VLPSOH� FKDQJHV� LQ
DXWKRUL]DWLRQ��� ���� ODFN� RI� WRROV� IRU� DXWKRUL]DWLRQ� UHYLHZ�� DQG� ���
PLVPDWFKHG�SROLF\�DQG�PHFKDQLVP��´���WR�WKH�H[WHQW�WKDW�WKH�XVHU·V
PHQWDO� LPDJH� RI� KLV� SURWHFWLRQ� JRDOV�PDWFKHV� WKH�PHFKDQLVP� KH
PXVW�XVH��PLVWDNHV�ZLOO�EH�PLQLPL]HGµ�>6$/7��@��

,W�LV�LQHYLWDEOH�WKDW�WKHVH�SULQFLSOHV�DUH�IX]]\��DEVWUDFW��DQG�KLJK�OHYHO�
,Q� GHYHORSLQJ� DQ� RUJDQL]DWLRQ·V� VHFXULW\� SROLF\�� RQH�ZRXOG� HODERUDWH� RQ
HDFK�RI�WKHVH�SULQFLSOHV�DQG�PDNH�SUHFLVH�WKH�PHDQLQJ�RI�WHUPV�VXFK�DV
´DSSURSULDWHµ� DQG� ´SURSHU�µ�+RZ� WR� GR� VR� V\VWHPDWLFDOO\� LV� SHUKDSV� WKH
PRVW�LPSRUWDQW�TXHVWLRQ�LQ�VXFFHVVIXO�DSSOLFDWLRQ�RI�WKHVH�SULQFLSOHV��,Q
RWKHU�ZRUGV�� KRZ� GRHV� RQH� DUWLFXODWH� D� FRPSUHKHQVLYH� SROLF\� EDVHG� RQ
WKHVH�KLJK�OHYHO�REMHFWLYHV"�7KLV�TXHVWLRQ�LV�EH\RQG�WKH�VFRSH�RI�WKLV�HV�
VD\�� 2XU� SUHVHQW� IRFXV� LV� RQ� WKLV� TXHVWLRQ�� +RZ� GR� WKHVH� SULQFLSOHV
WUDQVODWH�LQWR�FRQFUHWH�PHFKDQLVPV�LQ�D�'%06"
7KH�JRDOV�HQFRPSDVVHG�E\�WKHVH�SULQFLSOHV�PD\�DSSHDU�RYHUZKHOPLQJ�

$IWHU�DOO��LQ�WKH�H[WUHPH�WKHVH�SULQFLSOHV�DPRXQW�WR�VROYLQJ�WKH�WRWDO�V\V�
WHP�FRUUHFWQHVV�SUREOHP��ZKLFK�ZH�NQRZ�LV�ZHOO�EH\RQG�WKH�VWDWH�RI�WKH
DUW��)RUWXQDWHO\�� LQ�RXU�FRQWH[W�� WKH�GHJUHH� WR�ZKLFK�RQH�ZRXOG�VHHN� WR
HQIRUFH�WKHVH�REMHFWLYHV�DQG�WKH�DVVXUDQFH�RI�WKLV�HQIRUFHPHQW�DUH�PDW�
WHUV�RI�ULVN�PDQDJHPHQW�DQG�FRVW�EHQHILW�DQDO\VLV��/D\LQJ�RXW�WKHVH�SULQ�
FLSOHV�H[SOLFLWO\�GRHV�JLYH�XV�WKH�IROORZLQJ�PDMRU�EHQHILWV�

� 7KH� RYHUDOO� SUREOHP� LV� SDUWLWLRQHG� LQWR� VPDOOHU� FRPSRQHQWV� IRU
ZKLFK�VROXWLRQV�FDQ�EH�GHYHORSHG�LQGHSHQGHQWO\�RI�HDFK�RWKHU��WKDW
LV��GLYLGH�DQG�FRQTXHU��

� 7KH� SULQFLSOHV� VXJJHVW� FRPPRQ� PHFKDQLVPV� WKDW� EHORQJ� LQ� WKH
'%06�DQG�FDQ�EH�UHXVHG�DFURVV�PXOWLSOH�DSSOLFDWLRQV�

� 7KH�SULQFLSOHV�SURYLGH�D�VHW�DJDLQVW�ZKLFK�WKH�PHFKDQLVPV�RI�VSH�
FLILF�'%06V�FDQ�EH�HYDOXDWHG��LQ�DQ�LQIRUPDO�VHQVH��

� 7KH�SULQFLSOHV�VLPLODUO\�SURYLGH�D�VHW�RQ�WKH�EDVLV�RI�ZKLFK�WKH�UH�
TXLUHPHQWV�RI�VSHFLILF�LQIRUPDWLRQ�V\VWHPV�FDQ�EH�DUWLFXODWHG�

� /DVW��EXW�QRW�OHDVW��WKH�SULQFLSOHV�LQYLWH�FULWLFLVP�IURP�WKH�VHFXULW\
FRPPXQLW\��SDUWLFXODUO\�UHJDUGLQJ�ZKDW�PD\�KDYH�EHHQ�OHIW�RXW�

���������������������������������������������
�7KDQNV�WR�6WDQOH\�.XU]EDQ�DQG�:LOOLDP�0XUUD\�IRU�FRLQLQJ�WKLV�WHUP�
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,QWHJULW\�PHFKDQLVPV

,Q�WKLV�VHFWLRQ��ZH�FRQVLGHU�'%06�PHFKDQLVPV�WR�IDFLOLWDWH�DSSOLFDWLRQ
RI�WKH�SULQFLSOHV�GHILQHG�LQ�WKH�SUHYLRXV�VHFWLRQ��7KH�SULQFLSOHV�KDYH�EHHQ
DSSOLHG� LQ� SUDFWLFH� >0855��D��:,0%��@�� EXW� ZLWK�PRVW� RI� WKH�PHFKD�
QLVPV� EXLOW� LQWR� DSSOLFDWLRQ� FRGH�� 3URYLGLQJ� WKHVH� PHFKDQLVPV� LQ� WKH
'%06�LV�D�SUHUHTXLVLWH�IRU�WKHLU�ZLGHVSUHDG�XVH�
2XU�PDSSLQJ� RI� SULQFLSOHV� WR�PHFKDQLVPV� LV� VXPPDUL]HG� LQ� 7DEOH� ��

6RPH�RI�WKHVH�PHFKDQLVPV�DUH�DYDLODEOH�LQ�FRPPHUFLDO�SURGXFWV��2WKHUV
DUH� ZHOO� HVWDEOLVKHG� LQ� WKH� GDWDEDVH� OLWHUDWXUH�� 7KHUH� DUH� DOVR� VRPH
QHZHU��UHFHQWO\�SURSRVHG�PHFKDQLVPV��IRU�H[DPSOH��WUDQVDFWLRQ�FRQWUROV
IRU� VHSDUDWLRQ� RI� GXWLHV� >6$1'��E@�� WKH� WHPSRUDO� PRGHO� IRU� DXGLW� GDWD
>-$-2��J@�� DQG� SURSDJDWLRQ� FRQVWUDLQWV� IRU� G\QDPLF� DXWKRUL]DWLRQ
>6$1'��D�� 6$1'��@�� )LQDOO\�� WKHUH� DUH� SODFHV� ZKHUH� H[LVWLQJ� PHFKD�
QLVPV�DQG�SURSRVDOV�QHHG�WR�EH�H[WHQGHG�LQ�QRYHO�ZD\V��2YHUDOO��WKH�UH�
TXLUHG� PHFKDQLVPV� DUH� TXLWH� SUDFWLFDO� DQG� ZHOO� ZLWKLQ� WKH� UHDFK� RI
WRGD\·V�WHFKQRORJ\�

Table 1. Summary.

,QWHJULW\�3ULQFLSOH '%06�0HFKDQLVPV

:HOO�IRUPHG�WUDQVDFWLRQV (QFDSVXODWHG�XSGDWHV
$WRPLF�WUDQVDFWLRQV
&RQVLVWHQF\�FRQVWUDLQWV

&RQWLQXLW\�RI�RSHUDWLRQ 5HGXQGDQF\
5HFRYHU\

$XWKHQWLFDWHG�XVHUV $XWKHQWLFDWLRQ

/HDVW�SULYLOHJH )LQH�JUDLQHG�DFFHVV�FRQWURO

6HSDUDWLRQ�RI�GXWLHV 7UDQVDFWLRQ�FRQWUROV
/D\HUHG�XSGDWHV

5HFRQVWUXFWLRQ�RI�HYHQWV $XGLW�WUDLO

'HOHJDWLRQ�RI�DXWKRULW\ '\QDPLF�DXWKRUL]DWLRQ
3URSDJDWLRQ�FRQVWUDLQWV

5HDOLW\�FKHFNV &RQVLVWHQW�VQDSVKRWV

(DVH�RI�VDIH�XVH )DLO�VDIH�GHIDXOWV
+XPDQ�IDFWRUV
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:HOO�IRUPHG� WUDQVDFWLRQV�� 7KH� FRQFHSW� RI� D� ZHOO�IRUPHG� WUDQVDFWLRQ
FRUUHVSRQGV� YHU\� ZHOO� WR� WKH� VWDQGDUG� '%06� FRQFHSW� RI� D� WUDQVDFWLRQ
>*5$<����*5$<��@��$� WUDQVDFWLRQ� LV�GHILQHG�DV�D� VHTXHQFH� RI� SULPLWLYH
DFWLRQV�WKDW�VDWLVILHV�WKH�IROORZLQJ�SURSHUWLHV�

�� )DLOXUH�DWRPLFLW\��(LWKHU�DOO�RU�QRQH�RI�WKH�XSGDWHV�RI�D�WUDQVDFWLRQ
WDNH�HIIHFW��:H�XQGHUVWDQG�XSGDWH�WR�PHDQ�PRGLILFDWLRQ��WKDW�LV��LW
LQFOXGHV� LQVHUWLRQ� RI� QHZ� GDWD�� GHOHWLRQ� RI� H[LVWLQJ� GDWD�� DQG
FKDQJHV�WR�H[LVWLQJ�GDWD�

�� 6HULDOL]DELOLW\�� 7KH� QHW� HIIHFW� RI� H[HFXWLQJ� D� VHW� RI� WUDQVDFWLRQV� LV
HTXLYDOHQW� WR� H[HFXWLQJ� WKHP� LQ� VRPH� VHTXHQWLDO� RUGHU�� HYHQ
WKRXJK� WKH\�PD\�DFWXDOO\�EH�H[HFXWHG� FRQFXUUHQWO\� �WKDW� LV�� WKHLU
DFWLRQV�DUH�LQWHUOHDYHG�RU�VLPXOWDQHRXV��

�� 3URJUHVV��(YHU\�WUDQVDFWLRQ�ZLOO�HYHQWXDOO\�FRPSOHWH��WKDW�LV��WKHUH
LV�QR�LQGHILQLWH�EORFNLQJ�GXH�WR�GHDGORFN�DQG�QR�LQGHILQLWH�UHVWDUWV
GXH�WR�OLYHORFN�

�� &RUUHFW�VWDWH�WUDQVIRUP��(DFK�WUDQVDFWLRQ�LI�UXQ�E\�LWVHOI�LQ�LVRODWLRQ
DQG�JLYHQ�D�FRQVLVWHQW�VWDWH�WR�EHJLQ�ZLWK�ZLOO�OHDYH�WKH�GDWDEDVH�LQ
D�FRQVLVWHQW�VWDWH�

:H�ZLOO�HODERUDWH�RQ�WKHVH�SURSHUWLHV�LQ�D�PRPHQW��)LUVW�OHW�XV�QRWH�WKH
EDVLF� UHTXLUHPHQW� WKDW� WKH� '%06� PXVW� HQVXUH� WKDW� XSGDWHV� DUH� UH�
VWULFWHG�WR�WUDQVDFWLRQV��&OHDUO\�� LI�XVHUV�DUH�DOORZHG�WR�E\SDVV�WUDQVDF�
WLRQV� DQG� GLUHFWO\� PDQLSXODWH� UHODWLRQV� LQ� D� GDWDEDVH�� ZH� KDYH� QR
IRXQGDWLRQ� WR� EXLOG� XSRQ��:H� UHSUHVHQW� WKLV� UHTXLUHPHQW� ZLWK� WKH� GLD�
JUDP� LQ� )LJXUH� �� ³� XSGDWHV� DUH� HQFDSVXODWHG� ZLWKLQ� WUDQVDFWLRQV�� $W
WKLV�SRLQW�LW�LV�ZRUWK�UHFDOOLQJ�WKDW�WKH�GDWDEDVH�LWVHOI�PXVW�EH�HQFDSVX�
ODWHG�ZLWKLQ�WKH�'%06�E\�WKH�RSHUDWLQJ�V\VWHP�

8VHUV

7UDQVDFWLRQV

'DWDEDVH

Figure 1. Encapsulated updates.

,W�LV�FOHDU�WKDW�WKH�VHW�RI�GDWDEDVH�WUDQVDFWLRQV�LV�LWVHOI�JRLQJ�WR�FKDQJH
GXULQJ�WKH�V\VWHP�OLIH�F\FOH��1RZ�WKH�VDPH�QLQH�SULQFLSOHV�RI�WKH�SUHYLRXV
VHFWLRQ� DSSO\� ZLWK� UHVSHFW� WR� PDLQWDLQLQJ� WKH� LQWHJULW\� RI� WKH� WUDQVDF�
WLRQV��,Q�SDUWLFXODU��WUDQVDFWLRQV�VKRXOG�EH�LQVWDOOHG��PRGLILHG��DQG�VXS�
SODQWHG� RQO\� E\� WKH� XVH� RI� ZHOO�IRUPHG� ´WUDQVDFWLRQ�PDLQWHQDQFH
WUDQVDFWLRQV�µ�2QH� FDQ�DSSO\� WKLV�DUJXPHQW� RQFH� DJDLQ� WR� VD\� WKDW� WKH
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WUDQVDFWLRQ�PDLQWHQDQFH�WUDQVDFWLRQV�WKHPVHOYHV�QHHG�WR�EH�PDLQWDLQHG
E\�DQRWKHU�VHW�RI�WUDQVDFWLRQV��DQG�VR�RQ�LQGHILQLWHO\��:H�EHOLHYH�WKHUH�LV
OLWWOH�WR�EH�JDLQHG�E\�KDYLQJ�PRUH�WKDQ�WZR�VWHSV�LQ�WKLV�SRWHQWLDOO\�XQ�
ERXQGHG�VHTXHQFH�RI� WUDQVDFWLRQ�PDLQWHQDQFH�WUDQVDFWLRQV��7KH� UDWH�RI
FKDQJH�LQ�WKH�WUDQVDFWLRQ�VHW�ZLOO�EH�VLJQLILFDQWO\�VORZHU�WKDQ�WKH�UDWH�RI
FKDQJH�LQ�WKH�GDWDEDVH�SURSHU��*RLQJ�RQH�VWHS�IXUWKHU��WKH�UDWH�RI�FKDQJH
LQ� WKH� WUDQVDFWLRQ�PDLQWHQDQFH� WUDQVDFWLRQV� ZLOO� EH� \HW� VORZHU� WR� WKH
SRLQW�ZKHUH��IRU�DOO�SUDFWLFDO�SXUSRVHV��WKHVH�FDQ�EH�YLHZHG�DV�VWDWLF�RYHU
WKH�OLIH�VSDQ�RI�W\SLFDO�V\VWHPV��:LWK�WKLV�SHUVSHFWLYH�� WKH�GDWDEDVH�DG�
PLQLVWUDWRU� LV� UHVSRQVLEOH� IRU� LQVWDOOLQJ� DQG� PDLQWDLQLQJ� WUDQVDFWLRQ�
PDLQWHQDQFH� WUDQVDFWLRQV�� ZKLFK� LQ� WXUQ� PDLQWDLQ� DFWXDO� GDWDEDVH
WUDQVDFWLRQV�
:H�QRZ�UHWXUQ�WR�FRQVLGHULQJ�WKH�IRXU�SURSHUWLHV�RI�'%06�WUDQVDFWLRQV

HQXPHUDWHG� HDUOLHU�� 7KH� ILUVW� WKUHH� SURSHUWLHV�³� IDLOXUH� DWRPLFLW\�� VHUL�
DOL]DELOLW\��DQG�SURJUHVV�³�FDQ�EH�DFKLHYHG�LQ�D�SXUHO\�´V\QWDFWLFµ�PDQ�
QHU� ³� WKDW� LV�� FRPSOHWHO\� LQGHSHQGHQW� RI� WKH� DSSOLFDWLRQ�� 7KHVH� WKUHH
UHTXLUHPHQWV�IRU�D�WUDQVDFWLRQ�DUH�UHFRJQL]HG� LQ�WKH�GDWDEDVH� OLWHUDWXUH
DV�DSSURSULDWH�IRU�WKH�'%06�WR�LPSOHPHQW��0HFKDQLVPV�WR�DFKLHYH�WKHVH
REMHFWLYHV� KDYH� EHHQ� H[WHQVLYHO\� UHVHDUFKHG� LQ� WKH� ODVW� ��� \HDUV� RU� VR�
DQG�RXU�XQGHUVWDQGLQJ�RI�WKLV�DUHD�FDQ�FHUWDLQO\�EH�GHVFULEHG�DV�PDWXUH�
7KH�EDVLF�PHFKDQLVPV�³�WZR�SKDVH� ORFNLQJ�� WLPH�VWDPSV��PXOWLYHUVLRQ
GDWDEDVHV�� WZR�SKDVH� FRPPLW�� XQGR�UHGR� ORJV�� VKDGRZ� SDJHV�� GHDGORFN
GHWHFWLRQ�DQG�SUHYHQWLRQ�³�KDYH�EHHQ�NQRZQ� IRU�D� ORQJ� WLPH�DQG�KDYH
PDGH� WKHLU�ZD\� LQWR� QXPHURXV� SURGXFWV�� ,Q� GHYHORSLQJ� LQWHJULW\� JXLGH�
OLQHV� DQG�RU� HYDOXDWLRQ� FULWHULD�� RQH� PLJKW� FRQVLGHU� VRPH� SURJUHVVLYH
PHDVXUH� RI� WKH� H[WHQW� WR� ZKLFK� D� SDUWLFXODU� '%06�PHHWV� WKHVH� REMHF�
WLYHV��)RU� LQVWDQFH��ZLWK� IDLOXUH�DWRPLFLW\�� LV� WKHUH�D� JXDUDQWHH� WKDW�ZH
ZLOO� NQRZ�ZKLFK� RI� WKH� WZR� SRVVLELOLWLHV� RFFXUUHG"� 6LPLODUO\�� ZLWK� VHUL�
DOL]DELOLW\�� GRHV� WKH� '%06� HQIRUFH� WKH� FRQFXUUHQF\� FRQWURO� SURWRFRO� RU
GRHV� LW� UHO\� RQ� WUDQVDFWLRQV� WR� H[HFXWH� H[SOLFLW� FRPPDQGV� IRU� WKLV� SXU�
SRVH"�$QG��ZLWK�WKH�LVVXH�RI�SURJUHVV��GR�ZH�KDYH�D�SUREDELOLVWLF�RU�DE�
VROXWH�JXDUDQWHH"�6XFK�TXHVWLRQV�PXVW�EH�V\VWHPDWLFDOO\�DGGUHVVHG�
7KH�IRXUWK�SURSHUW\��FRUUHFW�VWDWH�WUDQVIRUPV��LV�WKH�XOWLPDWH�ERWWOHQHFN

LQ�UHDOL]LQJ�ZHOO�IRUPHG� WUDQVDFWLRQV�� ,W� LV�DOVR�DQ�REMHFWLYH� WKDW�FDQQRW
EH� DFKLHYHG� ZLWKRXW� FRQVLGHULQJ� WKH� VHPDQWLFV� RI� WKH� DSSOLFDWLRQ�� 7KH
FRUUHFWQHVV� LVVXH� LV�� RI� FRXUVH�� XQGHFLGDEOH� LQ� JHQHUDO�� ,Q� SUDFWLFH�� ZH
FDQ� DVVXUH� FRUUHFWQHVV� RQO\� WR� VRPH� OLPLWHG� GHJUHH� RI� FRQILGHQFH� E\� D
PL[�RI�VRIWZDUH�HQJLQHHULQJ�WHFKQLTXHV�VXFK�DV�IRUPDO�YHULILFDWLRQ��WHVW�
LQJ��TXDOLW\�DVVXUDQFH��DQG�VR�RQ��5HVSRQVLELOLW\�IRU�LPSOHPHQWLQJ�WUDQV�
DFWLRQV�DV�FRUUHFW�VWDWH�WUDQVIRUPV�KDV�WUDGLWLRQDOO\�EHHQ�DVVLJQHG�WR�WKH
DSSOLFDWLRQ�SURJUDPPHU��(YHQ� LQ� WKHRU\��'%06�PHFKDQLVPV� FDQ�QHYHU
IXOO\�WDNH�RYHU�WKLV�UHVSRQVLELOLW\�
'%06�PHFKDQLVPV�FDQ�KHOS� LQ�DVVXULQJ�WKH�FRUUHFWQHVV�RI�D�VWDWH�E\

HQIRUFLQJ� FRQVLVWHQF\� FRQVWUDLQWV� RQ� WKH� GDWD�� &RQVLVWHQF\� FRQVWUDLQWV
DUH�DOVR�RIWHQ�FDOOHG� LQWHJULW\� FRQVWUDLQWV� RU� LQWHJULW\� UXOHV� LQ� WKH�GDWD�
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EDVH�OLWHUDWXUH��6LQFH�ZH�DUH�XVLQJ� LQWHJULW\� LQ�D�ZLGHU�VHQVH��ZH�SUHIHU
WKH�WHUP�FRQVLVWHQF\�FRQVWUDLQW�
7KH� UHODWLRQDO� GDWD�PRGHO� LQ� SDUWLFXODU� LPSRVHV� WZR� FRQVLVWHQF\� FRQ�

VWUDLQWV�>&2''����'$7(��@�

� (QWLW\� LQWHJULW\� VWLSXODWHV� WKDW� DWWULEXWHV� LQ� WKH� SULPDU\� NH\� RI� D
EDVH� UHODWLRQ� FDQQRW�KDYH�QXOO� YDOXHV�� 7KLV� DPRXQWV� WR� UHTXLULQJ
WKDW� HDFK� HQWLW\� UHSUHVHQWHG� LQ� WKH� GDWDEDVH� PXVW� EH� XQLTXHO\
LGHQWLILDEOH�

� 5HIHUHQWLDO�LQWHJULW\�LV�FRQFHUQHG�ZLWK�UHIHUHQFHV�IURP�RQH�HQWLW\�WR
DQRWKHU��$�IRUHLJQ�NH\� LV�D�VHW�RI�DWWULEXWHV� LQ�RQH�UHODWLRQ�ZKRVH
YDOXHV�DUH�UHTXLUHG�WR�PDWFK�WKRVH�RI�WKH�SULPDU\�NH\�RI�VRPH�VSH�
FLILF�UHODWLRQ��5HIHUHQWLDO�LQWHJULW\�UHTXLUHV�WKDW�HLWKHU�D�IRUHLJQ�NH\
EH� DOO� QXOO�RU� D� PDWFKLQJ� WXSOH� H[LVW� LQ� WKH� ODWWHU� UHODWLRQ�� 7KLV
DPRXQWV�WR�UXOLQJ�RXW�GDQJOLQJ�UHIHUHQFHV�WR�QRQH[LVWHQW�HQWLWLHV�

(QWLW\� LQWHJULW\� LV� HDVLO\� HQIRUFHG�� 5HIHUHQWLDO� LQWHJULW\�� RQ� WKH� RWKHU
KDQG�� UHTXLUHV�PRUH� HIIRUW� DQG�KDV� VHHQ� OLPLWHG� VXSSRUW� LQ� FRPPHUFLDO
SURGXFWV��7KH�SUHFLVH�PDQQHU�LQ�ZKLFK�WR�DFKLHYH�LW�LV�DOVR�YHU\�GHSHQG�
HQW�RQ�WKH�VHPDQWLFV�RI�WKH�DSSOLFDWLRQ��7KLV�LV�SDUWLFXODUO\�VR�ZKHQ�WKH
UHIHUHQFHG�WXSOH�LV�GHOHWHG��7KHUH�DUH�VHYHUDO�FKRLFHV�

�� SURKLELW�WKLV�GHOHWH�RSHUDWLRQ�
�� GHOHWH�WKH�UHIHUHQFLQJ�WXSOH��ZLWK�D�SRVVLELOLW\�RI�IXUWKHU�FDVFDGLQJ

GHOHWHV���RU
�� VHW�WKH�IRUHLJQ�NH\�DWWULEXWHV�LQ�WKH�UHIHUHQFLQJ�WXSOH�WR�QXOO�

7KHUH� DUH� SURSRVDOV� IRU� H[WHQGLQJ� 64/� VR� WKDW� WKHVH� FKRLFHV� FDQ� EH
VSHFLILHG�IRU�HDFK�IRUHLJQ�NH\�
7KH� UHODWLRQDO� PRGHO� LQ� DGGLWLRQ� HQFRXUDJHV� WKH� XVH� RI� GRPDLQ� FRQ�

VWUDLQWV��ZKHUHE\� WKH� YDOXHV� LQ� D� SDUWLFXODU� DWWULEXWH� �FROXPQ�� DUH� FRQ�
VWUDLQHG�WR�FRPH�IURP�VRPH�JLYHQ�VHW��7KHVH�FRQVWUDLQWV�DUH�SDUWLFXODUO\
HDV\�WR�VWDWH�DQG�HQIRUFH��DW�OHDVW�VR�ORQJ�DV�WKH�GRPDLQV�DUH�GHILQHG�LQ
WHUPV�RI�SULPLWLYH�W\SHV�VXFK�DV�LQWHJHUV��GHFLPDO�QXPEHUV��DQG�FKDUDF�
WHU�VWULQJV��$�YDULHW\�RI�GHSHQGHQF\�FRQVWUDLQWV� >'$7(��@�WKDW�FRQVWUDLQ
WKH�WXSOHV�LQ�D�JLYHQ�UHODWLRQ�KDYH�EHHQ�H[WHQVLYHO\�VWXGLHG�LQ�WKH�GDWD�
EDVH�OLWHUDWXUH�
,Q� WKH� OLPLW�� D� FRQVLVWHQF\� FRQVWUDLQW� FDQ� EH� YLHZHG� DV� DQ� DUELWUDU\

SUHGLFDWH�WKDW�DOO�FRUUHFW�VWDWHV�RI�WKH�GDWDEDVH�PXVW�VDWLVI\��7KH�SUHGL�
FDWH�PD\�LQYROYH�DQ\�QXPEHU�RI�UHODWLRQV��$OWKRXJK�WKLV�FRQFHSW�LV�WKHR�
UHWLFDOO\� DSSHDOLQJ� DQG� IOH[LEOH� LQ� LWV� H[SUHVVLYH� SRZHU�� LQ� SUDFWLFH� WKH
RYHUKHDG�LQ�FKHFNLQJ�WKH�SUHGLFDWHV�IRU�HYHU\�WUDQVDFWLRQ�KDV�EHHQ�SUR�
���������������������������������������������
�2IWHQ�WKH�QRWLRQ�RI�D�QXOO�IRUHLJQ�NH\�LV�VHPDQWLFDOO\�LQFRUUHFW��,Q�VXFK�FDVHV�

DQ�DGGLWLRQDO�FRQVLVWHQF\�FRQVWUDLQW�FDQ�GLVDOORZ�QXOO�YDOXHV�
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KLELWLYH��$V�D�UHVXOW��UHODWLRQDO�'%06V�W\SLFDOO\�FRQILQH�WKHLU�HQIRUFHPHQW
RI�FRQVLVWHQF\�FRQVWUDLQWV�WR�GRPDLQ�FRQVWUDLQWV�DQG�HQWLW\�LQWHJULW\�

&RQWLQXLW\�RI�RSHUDWLRQ��7KH�SUREOHP�RI�PDLQWDLQLQJ�FRQWLQXLW\�RI�RS�
HUDWLRQ�LQ�WKH�IDFH�RI�QDWXUDO�GLVDVWHUV��KDUGZDUH�IDLOXUHV��DQG�RWKHU�GLV�
UXSWLYH� HYHQWV� KDV� UHFHLYHG� FRQVLGHUDEOH� DWWHQWLRQ� LQ� ERWK� WKHRU\� DQG
SUDFWLFH� >*5$<��@�� 7KH� EDVLF� WHFKQLTXH� WR� GHDO�ZLWK� VXFK� VLWXDWLRQV� LV
UHGXQGDQF\�LQ�YDULRXV�IRUPV��5HFRYHU\�PHFKDQLVPV�LQ�'%06V�PXVW�DOVR
HQVXUH� WKDW� ZH� DUULYH� DW� D� FRQVLVWHQW� VWDWH�� ,Q� PDQ\� UHVSHFWV�� WKHVH
PHFKDQLVPV�DUH� ´V\QWDFWLFµ� LQ� WKH�VHQVH�RI�EHLQJ�DSSOLFDWLRQ� LQGHSHQG�
HQW��PXFK�DV�PHFKDQLVPV�IRU�WKH�ILUVW�WKUHH�SURSHUWLHV�SUHVHQWHG�LQ�WKH
VHFWLRQ�´:HOO�IRUPHG�WUDQVDFWLRQVµ�ZHUH�

$XWKHQWLFDWHG� XVHUV�� $XWKHQWLFDWLRQ� LV� SULPDULO\� WKH� UHVSRQVLELOLW\� RI
WKH�RSHUDWLQJ�V\VWHP�� ,I� WKH�RSHUDWLQJ�V\VWHP�LV� ODFNLQJ� LQ� LWV�DXWKHQWL�
FDWLRQ�PHFKDQLVP��LW�ZRXOG�EH�YHU\�GLIILFXOW�WR�HQVXUH�WKH�LQWHJULW\�RI�WKH
'%06� LWVHOI��7KH� LQWHJULW\�RI� WKH�GDWDEDVH�ZRXOG� WKHUHE\�EH� WKDW�PXFK
PRUH� VXVSHFW�� ,W� WKHUHIRUH�PDNHV� VHQVH� QRW� WR� GXSOLFDWH� DXWKHQWLFDWLRQ
PHFKDQLVPV�LQ�WKH�'%06�
$XWKHQWLFDWLRQ�XQGHUOLHV�VRPH�RI�WKH�RWKHU�SULQFLSOHV��SDUWLFXODUO\�OHDVW

SULYLOHJH��VHSDUDWLRQ�RI�GXWLHV��UHFRQVWUXFWLRQ�RI�HYHQWV��DQG�GHOHJDWLRQ�RI
DXWKRULW\��,Q�DOO�RI�WKHVH��WKH�HQG�REMHFWLYH�FDQ�EH�DFKLHYHG�WR�WKH�IXOOHVW
H[WHQW�RQO\�LI�DXWKHQWLFDWLRQ�LV�SRVVLEOH�DW�WKH�OHYHO�RI�LQGLYLGXDO�XVHUV�

/HDVW� SULYLOHJH�� 7KH� SULQFLSOH� RI� OHDVW� SULYLOHJH� WUDQVODWHV� LQWR� D� UH�
TXLUHPHQW� IRU� ILQH�JUDLQHG� DFFHVV� FRQWURO�� (DUOLHU� ZH� QRWHG� WKDW� OHDVW
SULYLOHJH� PXVW� EH� WHPSHUHG� ZLWK� SUDFWLFDOLW\� LQ� DYRLGLQJ� H[FHVVLYH� UHG
WDSH��1HYHUWKHOHVV��D�KLJK�HQG�'%06�VKRXOG�SURYLGH�IRU�DFFHVV�FRQWURO�DW
YHU\�ILQH�JUDQXODULW\��OHDYLQJ�LW�WR�WKH�GDWDEDVH�GHVLJQHUV�WR�DSSO\�WKHVH
FRQWUROV�DV�WKH\�VHH�ILW�
,W�LV�FOHDU�IURP�WKH�&ODUN�DQG�:LOVRQ�SDSHUV��LI�QRW�HYLGHQW�IURP�HDUOLHU

ZRUN�� WKDW�PRGLILFDWLRQ�RI�GDWD�PXVW�EH� FRQWUROOHG� LQ� WHUPV�RI� WUDQVDF�
WLRQV�UDWKHU�WKDQ�EODQNHW�SHUPLVVLRQ�WR�ZULWH��:H�KDYH�DOUHDG\�SXW�IRUWK
WKH�FRQFHSW�RI�HQFDSVXODWHG�XSGDWHV�IRU�WKLV�SXUSRVH��,Q�WHUPV�RI�WKH�UH�
ODWLRQDO�PRGHO��LW�LV�QRW�LPPHGLDWHO\�REYLRXV�DW�ZKDW�JUDQXODULW\�RI�GDWD
WKLV�VKRXOG�EH�HQIRUFHG�
7R�FRQWURO�UHDG�DFFHVV��'%06V�KDYH�XVHG�PHFKDQLVPV�EDVHG�RQ�YLHZV

�DV� LQ� 6\VWHP� 5�� RU� TXHU\� PRGLILFDWLRQ� �DV� LQ� ,1*5(6��� 7KHVH� PHFKD�
QLVPV�DUH�H[WUHPHO\�IOH[LEOH�DQG�FDQ�EH�DV�ILQH�JUDLQHG�DV�GHVLUHG��+RZ�
HYHU�� QHLWKHU� RQH� SURYLGHV� WKH� VDPH� SRWHQWLDO� IRU� IOH[LEOH� FRQWURO� RI
XSGDWHV�� 7KH� IXQGDPHQWDO� UHDVRQ� IRU� WKLV� LV� RXU� WKHRUHWLFDO� LQDELOLW\� WR
WUDQVODWH� XSGDWHV� RQ� YLHZV� XQDPELJXRXVO\� LQWR� XSGDWHV� RI� EDVH� UHOD�
WLRQV��$V�D�UHVXOW��DXWKRUL]DWLRQ�WR�FRQWURO�XSGDWHV�LV�RIWHQ�OHVV�VRSKLVWL�
FDWHG�WKDQ�DXWKRUL]DWLRQ�IRU�UHDG�DFFHVV�



��� ,QIRUPDWLRQ�6HFXULW\

,Q�UHODWLRQDO�V\VWHPV��LW�LV�QDWXUDO�IRU�REYLRXV�UHDVRQV�WR�UHSUHVHQW�WKH
DFFHVV�PDWUL[� E\� RQH� RU�PRUH� UHODWLRQV� >6(/,��@�� $W� D� FRDUVH� OHYHO�� ZH
PLJKW�FRQWURO�DFFHVV�E\�WXSOHV�RI�WKH�IROORZLQJ�IRUP�

XVHU��WUDQVDFWLRQ��UHODWLRQ

7KLV�PHDQV�WKDW�WKH�VSHFLILHG�XVHU�FDQ�H[HFXWH�WKH�VSHFLILHG�WUDQVDFWLRQ
RQ� WKH� VSHFLILHG� UHODWLRQ�� 7XSOHV� RI� WKH� IRUP� VKRZQ� EHORZ� ZRXOG� JLYH
JUHDWHU�VHOHFWLYLW\�

XVHU��WUDQVDFWLRQ��UHODWLRQ��DWWULEXWH

7KLV�ZRXOG�DOORZ�XV�WR�FRQWURO�WKH�H[HFXWLRQ�RI�WUDQVDFWLRQV�VXFK�DV�´JLYH
HYHU\RQH�D���SHUFHQW�UDLVH�µ�ZLWKRXW�JLYLQJ�WKH�VDPH�WUDQVDFWLRQ�SHUPLV�
VLRQ�WR�FKDQJH�HPSOR\HH�DGGUHVVHV��7KH�IROORZLQJ�DXWKRUL]DWLRQ�WXSOH�DF�
FRPSOLVKHV�WKLV�

-RH��*LYH����UDLVH��(PSOR\HHV��6DODU\

$�WUDQVDFWLRQ�WKDW�JLYHV�D�UDLVH�WR�D�VSHFLILF�HPSOR\HH�QHHGV�D�IXUWKHU
GLPHQVLRQ� RI� DXWKRUL]DWLRQ� WR� VSHFLI\� ZKLFK� HPSOR\HH� LW� SHUWDLQV� WR�
7KXV��LI�-RH�LV�DXWKRUL]HG�WR�JLYH�D���SHUFHQW�UDLVH�WR�-RKQ��WKH�DXWKRUL�
]DWLRQ�WXSOH�ZRXOG�ORRN�DV�IROORZV�

-RH��*LYH����UDLVH��-RKQ��(PSOR\HHV��6DODU\

:H� DUH� DVVXPLQJ� KHUH� WKDW� -RKQ� XQLTXHO\� LGHQWLILHV� WKH� HPSOR\HH� UH�
FHLYLQJ�WKH�UDLVH��7KH�XSGDWH�LV�UHVWULFWHG�WR�WKH�6DODU\�DWWULEXWH�RI�D�VSH�
FLILF�WXSOH�ZLWK�NH\�HTXDO�WR�´-RKQµ�LQ�WKH�(PSOR\HHV�UHODWLRQ��6R�LW�WDNHV
D�NH\�� UHODWLRQ�� DQG�DWWULEXWH� WR� VSHFLI\� WKH�DFWXDO�SDUDPHWHU� RI� VXFK�D
WUDQVDFWLRQ�
1RZ�FRQVLGHU�D�WUDQVDFWLRQ�ZKLFK�PRYHV�PRQH\�IURP�DFFRXQW�$�WR�DF�

FRXQW�%�� WKDW� LV�� WKHUH�DUH� WZR�DFWXDO�SDUDPHWHUV�RI� WKH� WUDQVDFWLRQ�� ,Q
WHUPV� RI� OHDVW� SULYLOHJH��ZH� QHHG� WKH� DELOLW\� WR� ELQG� WKLV� WUDQVDFWLRQ� WR
XSGDWLQJ�WKH�WZR�VSHFLILF�DFFRXQWV�$�DQG�%��0RUH�JHQHUDOO\��ZH�ZLOO�KDYH
WUDQVDFWLRQV�ZLWK�1�SDUDPHWHUV�LGHQWLILHG�LQ�DQ�DFWXDO�SDUDPHWHU�OLVW��6R
ZH�QHHG�DXWKRUL]DWLRQ�WXSOHV�RI�WKH�IROORZLQJ�IRUP�

XVHU��WUDQVDFWLRQ��DFWXDO�SDUDPHWHU�OLVW

+HUH� HDFK� SDUDPHWHU� LQ� WKH� DFWXDO� SDUDPHWHU� OLVW� VSHFLILHV� WKH� LWHP
DXWKRUL]HG�IRU�XSGDWH�E\�VSHFLI\LQJ�RQH�RI�WKH�IROORZLQJ�LGHQWLILHUV�

� UHODWLRQ�
� UHODWLRQ��DWWULEXWH�
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� NH\��UHODWLRQ��DWWULEXWH�

7KHVH�WKUHH�FDVHV�UHVSHFWLYHO\�JLYH�XV�UHODWLRQ�OHYHO�� ´FROXPQµ�OHYHO��DQG
HOHPHQW�OHYHO�JUDQXODULW\�RI�XSGDWH�FRQWURO�
,W�LV�DOVR� LPSRUWDQW�WR�UHDOL]H�WKDW�HOHPHQW�OHYHO�XSGDWH�DXWKRUL]DWLRQV

VKRXOG� SURSHUO\� EH� WUHDWHG� DV� FRQVXPDEOH� LWHPV�� )RU� H[DPSOH�� RQFH
PRQH\�KDV�EHHQ�PRYHG�IURP�DFFRXQW�$�WR�DFFRXQW�%��WKH�XVHU�VKRXOG�QRW
EH�DEOH�WR�PRYH�LW�DJDLQ��ZLWKRXW�IUHVK�DXWKRUL]DWLRQ�WR�GR�VR�

6HSDUDWLRQ� RI� GXWLHV�� 6HSDUDWLRQ� RI� GXWLHV� ILQGV� OLWWOH� VXSSRUW� LQ� H[�
LVWLQJ� SURGXFWV�� $OWKRXJK� LW� LV� SRVVLEOH� WR� XVH� H[LVWLQJ�PHFKDQLVPV� IRU
WKLV�SXUSRVH��WKHVH�PHFKDQLVPV�KDYH�QRW�EHHQ�GHVLJQHG�ZLWK�WKLV�HQG�LQ
PLQG��$V�D�UHVXOW��WKHLU�XVH� LV�DZNZDUG�DW�EHVW��7KLV� IDFW�ZDV�QRWHG�E\
WKH� '%06� JURXS� DW� WKH� ����� 1,67� GDWD� LQWHJULW\� ZRUNVKRS�� ZKR� FRQ�
FOXGHG� WKHLU� UHSRUW�ZLWK� WKH� IROORZLQJ� UHFRPPHQGDWLRQ� >1,67���� VHFWLRQ
���@�

:KLOH� WKH� JURXS�ZDV� DEOH� WR� XVH� H[LVWLQJ�'%06� IHDWXUHV� WR� LP�
SOHPHQW�VHSDUDWLRQ�RI�UROHV�FRQWUROV��ZH�ZHUH��KRZHYHU��XQDEOH�WR
XVH� H[LVWLQJ� IHDWXUHV� LQ� D�ZD\� WKDW�ZRXOG� VXSSRUW� HDV\�PDLQWH�
QDQFH� DQG� FHUWLILFDWLRQ�� :H� UHFRPPHQG� WKDW� GDWD� GHILQLWLRQ
DQG�RU� FRQVLVWHQF\� FKHFN� IHDWXUHV� EH� HQKDQFHG� WR� SURYLGH� RS�
HUDWRUV�WKDW�OHQG�WKHPVHOYHV�WR�WKH�H[SUHVVLRQ�RI�LQWHJULW\�FRQWUROV
DQG�WR�DOORZ�VHSDUDWLRQ�RI�LQWHJULW\�FRQWUROV�DQG�WUDGLWLRQDO�GDWD�

6HSDUDWLRQ�RI�GXWLHV� LV� LQKHUHQWO\� FRQFHUQHG�ZLWK� VHTXHQFHV�RI� WUDQV�
DFWLRQV�� UDWKHU� WKDQ� LQGLYLGXDO� WUDQVDFWLRQV� LQ� LVRODWLRQ�� )RU� H[DPSOH�
FRQVLGHU�D�VLWXDWLRQ�LQ�ZKLFK�SD\PHQW�LQ�WKH�IRUP�RI�D�FKHFN�LV�SUHSDUHG
DQG�LVVXHG�E\�WKH�IROORZLQJ�VHTXHQFH�RI�HYHQWV�

�� $�FOHUN�SUHSDUHV�D�YRXFKHU�DQG�DVVLJQV�DQ�DFFRXQW�
�� 7KH�YRXFKHU�DQG�DFFRXQW�DUH�DSSURYHG�E\�D�VXSHUYLVRU�
�� 7KH�FKHFN�LV�LVVXHG�E\�D�FOHUN�ZKR�PXVW�EH�GLIIHUHQW�IURP�WKH�FOHUN

LQ� VWHS� ��� ,VVXLQJ� WKH� FKHFN� DOVR� GHELWV� WKH� DVVLJQHG� DFFRXQW�
�6WULFWO\�VSHDNLQJ��ZH�VKRXOG�GHELW�RQH�DFFRXQW�DQG�FUHGLW�DQRWKHU
LQ�HTXDO�DPRXQWV��7KH�LPSRUWDQW�SRLQW� IRU�RXU�SXUSRVH�LV�WKDW� LV�
VXLQJ�D�FKHFN�PRGLILHV�DFFRXQW�EDODQFHV��

7KLV�VHTXHQFH�HPERGLHV�VHSDUDWLRQ�RI�GXWLHV�VLQFH�WKH�WKUHH�VWHSV�PXVW
EH�H[HFXWHG�E\�GLIIHUHQW�SHRSOH��7KH�SROLF\��PRUHRYHU��KDV�D�G\QDPLF�IOD�
YRU�LQ�WKDW�D�SDUWLFXODU�FOHUN�FDQ�SUHSDUH�YRXFKHUV�DV�ZHOO�DV��RQ�GLIIHU�
HQW� RFFDVLRQV�� LVVXH� FKHFNV�� +RZHYHU�� KH� FDQQRW� LVVXH� D� FKHFN� IRU� D
YRXFKHU�SUHSDUHG�E\�KLPVHOI�
,PSOHPHQWDWLRQ�RI�WKLV�SROLF\�LQ�D�SDSHU�EDVHG�V\VWHP�IROORZV�TXLWH�GL�

UHFWO\�IURP�LWV�VWDWHPHQW�



��� ,QIRUPDWLRQ�6HFXULW\

� 7KH�YRXFKHU�LV�UHDOL]HG�DV�D�IRUP�ZLWK�EODQNV�IRU�WKH�DPRXQW�DQG
DFFRXQW�� DV� ZHOO� DV� IRU� VLJQDWXUHV� RI� WKH� SHRSOH� LQYROYHG�� $V� WKH
DERYH� VHTXHQFH� JHWV� H[HFXWHG�� WKHVH� EODQNV� DUH� ILOOHG� LQ�� 2Q� LWV
FRPSOHWLRQ��FRSLHV�RI� WKH�YRXFKHU�DUH� ILOHG� LQ�YDULRXV�DUFKLYHV� IRU
DXGLW�SXUSRVHV�

� 7KH�DFFRXQW�LV�UHSUHVHQWHG�E\��VD\��D�OHGJHU�FDUG��ZKHUH�GHELW�DQG
FUHGLW� HQWULHV� DUH� SRVWHG�� DORQJ�ZLWK� UHIHUHQFHV� WR� WKH� IRUPV� WKDW
DXWKRUL]HG�WKHVH�HQWULHV�

%\�WKHLU�YHU\�QDWXUH��SDSHU�EDVHG�FRQWUROV�UHO\�RQ�HPSOR\HH�YLJLODQFH�DQG
LQWHUQDO�H[WHUQDO� DXGLWV� IRU� WKHLU� HIIHFWLYHQHVV�� &RPSXWHUL]DWLRQ� EULQJV
ZLWK�LW�WKH�SRWHQWLDO�WR�HQIRUFH�WKH�UHTXLUHG�FRQWUROV�E\�PHDQV�RI�DQ�LQ�
IDOOLEOH��HYHU�YLJLODQW��DQG�RPQLVFLHQW�DXWRPDWRQ�³�WKH�FRPSXWHU�LWVHOI�
7KH�FUXFLDO�TXHVWLRQ�LV��KRZ�GR�ZH�VSHFLI\�DQG�LPSOHPHQW�VLPLODU�FRQ�

WUROV� IRU�VHSDUDWLRQ�RI�GXWLHV� LQ�D�FRPSXWHUL]HG�HQYLURQPHQW"�$�PHFKD�
QLVP�IRU�WKLV�SXUSRVH�FDOOHG�WUDQVDFWLRQ�FRQWURO�H[SUHVVLRQV�>6$1'��E@�LV
EDVHG�RQ�WKH�IROORZLQJ�GLIIHUHQFH�EHWZHHQ�YRXFKHUV�DQG�DFFRXQWV�

� 7KH�YRXFKHU�LV�WUDQVLHQW�LQ�WKDW�LW�FRPHV�LQWR�H[LVWHQFH��KDV�D�UHOD�
WLYHO\� VPDOO� VHTXHQFH� RI� VWHSV� DSSOLHG� WR� LW�� DQG� WKHQ� GLVDSSHDUV
IURP� WKH� V\VWHP� �SRVVLEO\� OHDYLQJ� D� UHFRUG� LQ� VRPH� DUFKLYH��� 7KH
KLVWRU\�RI�D�YRXFKHU�FDQ�EH�SUHVFULEHG�DV�D�ILQLWH�VHTXHQFH�RI�VWHSV
ZLWK�DQ�D�SULRUL�PD[LPXP�OHQJWK�

� 7KH�DFFRXQW��RQ�WKH�RWKHU�KDQG�� LV�SHUVLVWHQW� LQ� WKH�VHQVH� WKDW� LW
KDV�D� ORQJ�OLYHG�³�DQG�HVVHQWLDOO\�XQERXQGHG�³�H[LVWHQFH� LQ� WKH
V\VWHP��'XULQJ�LWV�OLIH�WKHUH�PD\�EH�D�YHU\�ODUJH�QXPEHU�RI�FUHGLW
DQG�GHELW�HQWULHV�IRU�LW��2I�FRXUVH��DW�VRPH�SRLQW�WKH�DFFRXQW�PD\
EH�FORVHG�DQG�DUFKLYHG��7KH�NH\�SRLQW�LV�WKDW�ZH�FDQ�RQO\�SUHVFULEH
LWV�KLVWRU\�DV�D�YDULDEOH�OHQJWK�VHTXHQFH�RI� VWHSV�ZLWK�QR�D�SULRUL
PD[LPXP�OHQJWK�

%RWK�NLQGV�RI�REMHFWV�DUH�HVVHQWLDO�WR�WKH�ORJLF�DQG�FRUUHFW�RSHUDWLRQ�RI
DQ� LQIRUPDWLRQ� V\VWHP�� 7UDQVLHQW� REMHFWV� HPERG\� D� ORJLFDOO\� FRPSOHWH
KLVWRU\�RI�WUDQVDFWLRQV�FRUUHVSRQGLQJ�WR�XQLWV�RI�VHUYLFH�SURYLGHG�WR� WKH
H[WHUQDO�ZRUOG�E\�WKH�RUJDQL]DWLRQ��3HUVLVWHQW�REMHFWV�HPERG\� WKH� LQWHU�
QDO�UHFRUGV�UHTXLUHG�WR�NHHS�WKH�RUJDQL]DWLRQ� IXQFWLRQLQJ�ZLWK�DQ�DFFX�
UDWH�FRUUHVSRQGHQFH�WR�LWV�LQWHUDFWLRQV�ZLWK�WKH�H[WHUQDO�ZRUOG�
6HSDUDWLRQ�RI�GXWLHV�LV�DFKLHYHG�E\�HQIRUFLQJ�FRQWUROV�RQ�WUDQVLHQW�RE�

MHFWV��IRU�WKH�PRVW�SDUW��7KH�FUXFLDO�LGHD�WKDW�PDNHV�WKLV�SRVVLEOH�LV�WKDW
WUDQVDFWLRQV�FDQ�EH�H[HFXWHG�RQ�SHUVLVWHQW�REMHFWV�RQO\�DV�VLGH�HIIHFWV�RI
H[HFXWLQJ�WUDQVDFWLRQV�RQ�WUDQVLHQW�REMHFWV��7KLV�WKHVLV�LV�DFWXDOO\�VLPSO\
ERUURZHG� IURP� WKH� SDSHU�EDVHG�ZRUOG�� ZKHUH� LW� KDV� EHHQ� URXWLQHO\� DS�
SOLHG�HYHU�VLQFH�ERRNNHHSLQJ�EHFDPH�DQ�LQWHJUDO�SDUW�RI�EXVLQHVV�RSHUD�
WLRQV�
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:LWK�WKLV�SHUVSHFWLYH��ZH�DUULYH�DW�WKH�GLDJUDP�VKRZQ�LQ�)LJXUH����7KH
LGHD�LV�WKDW�D�VHTXHQFH�RI�WUDQVDFWLRQV�LV�YLHZHG�DV�WUDQVLHQW�GDWD�LQ�WKH
GDWDEDVH�� ,Q� WKLV� SLFWXUH�� WKHUH� LV� D� GRXEOH� HQFDSVXODWLRQ� RI� WKH� GDWD�
EDVH�� ILUVW�E\� WUDQVDFWLRQV�RQ�SHUVLVWHQW� GDWD� DQG� WKHQ�E\� WUDQVDFWLRQV
RQ�WUDQVLHQW�GDWD��8VHUV�FDQ�GLUHFWO\�H[HFXWH�RQO\�WKH�ODWWHU��7KH�IRUPHU
DUH� WULJJHUHG� LQGLUHFWO\� DV� D� UHVXOW�� ZKHQ� WKH� WUDQVLHQW� GDWD� LV� LQ� WKH
SURSHU�VWDWH�IRU�GRLQJ�VR��,Q�RWKHU�ZRUGV��WUDQVLHQW�GDWD�LV�VLQJO\�HQFDS�
VXODWHG�DQG�KDV�GLUHFW�DSSOLFDWLRQ�RI�VHSDUDWLRQ�RI�GXWLHV��3HUVLVWHQW�GDWD
LV�GRXEO\�HQFDSVXODWHG�DQG�KDV�LQGLUHFW�DSSOLFDWLRQ�RI�VHSDUDWLRQ�RI�GX�
WLHV�E\�PHDQV�RI�WUDQVLHQW�GDWD�

8VHUV

7UDQVDFWLRQV�RQ�WUDQVLHQW�GDWD

7UDQVDFWLRQV�RQ
SHUVLVWHQW�GDWD

'DWDEDVH�RI
WUDQVLHQW�GDWD

'DWDEDVH�RI�SHUVLVWHQW�GDWD

Figure 2. Layered updates.

5HFRQVWUXFWLRQ�RI�HYHQWV��7KH�DELOLW\�WR�UHFRQVWUXFW�HYHQWV�LQ�D�V\VWHP
VHUYHV� DV� D� GHWHUUHQW� WR� LPSURSHU� EHKDYLRU�� ,Q� WKH� '%06� FRQWH[W�� WKH
PHFKDQLVP�WR�UHFRUG�WKH�KLVWRU\�RI�WKH�V\VWHP�LV�WUDGLWLRQDOO\�FDOOHG�DQ
DXGLW� WUDLO�� $V� ZLWK� WKH� SULQFLSOH� RI� OHDVW� SULYLOHJH�� D� KLJK�HQG� '%06
VKRXOG�EH�FDSDEOH�RI�UHFRQVWUXFWLQJ�HYHQWV�WR�WKH�ILQHVW�GHWDLO��,W�VKRXOG
DOVR�VWUXFWXUH�WKH�DXGLW�WUDLO�ORJLFDOO\�VR�WKDW�LW�LV�HDV\�WR�TXHU\��)RU�LQ�
VWDQFH��ORJJLQJ�HYHU\�NH\VWURNH�GRHV�JLYH�XV�WKH�DELOLW\�WR�UHFRQVWUXFW�WKH
V\VWHP�KLVWRU\�DFFXUDWHO\��+RZHYHU��ZLWK�WKLV�SULPLWLYH�ORJLFDO�VWUXFWXUH�
LW�WDNHV�VXEVWDQWLDO�HIIRUW�WR�UHFRQVWUXFW�D�SDUWLFXODU�WUDQVDFWLRQ��,Q�DG�
GLWLRQ�WR�DFWXDOO\�UHFRUGLQJ�DOO�HYHQWV�WKDW�WDNH�SODFH�LQ�WKH�GDWDEDVH��DQ
DXGLW� WUDLO� PXVW� DOVR� SURYLGH� VXSSRUW� IRU� DXGLWLQJ�� ,Q� RWKHU� ZRUGV�� DQ
DXGLW�WUDLO�PXVW�DOORZ�´DQ�DXWKRUL]HG�DQG�FRPSHWHQW�DJHQW�WR�DFFHVV�DQG
HYDOXDWH�DFFRXQWDELOLW\�LQIRUPDWLRQ�E\�D�VHFXUH�PHDQV��ZLWKLQ�D�UHDVRQ�
DEOH�DPRXQW�RI� WLPH�DQG�ZLWKRXW�XQGXH�GLIILFXOW\µ� >'2'��@�� ,Q� WKLV� UH�
VSHFW��'%06V�KDYH�D�VLJQLILFDQW�DGYDQWDJH��VLQFH�WKHLU�SRZHUIXO�TXHU\LQJ
DELOLWLHV�FDQ�EH�XVHG�
7KH� DELOLW\� WR� UHFRQVWUXFW� HYHQWV� PHDQV� GLIIHUHQW� WKLQJV� WR� GLIIHUHQW

SHRSOH��$W�RQH�HQG�RI� WKH�VSHFWUXP��ZH�KDYH� WKH� UHTXLUHPHQWV�RI�&ODUN
DQG�:LOVRQ�>&/$5��E@��7KH\�UHTXLUH�RQO\�WZR�WKLQJV�
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�� $� FRPSOHWH� KLVWRU\� RI� HDFK� DQG� HYHU\� PRGLILFDWLRQ� PDGH� WR� WKH
YDOXH�RI�DQ�LWHP�

�� :LWK�HDFK�FKDQJH�LQ�YDOXH�RI�DQ�LWHP��VWRUDJH�RI�WKH�LGHQWLW\�RI�WKH
SHUVRQ�PDNLQJ�WKH�FKDQJH�

2I� FRXUVH�� WKH� V\VWHP�PXVW� EH� UHOLDEOH� LQ� WKDW� LW� PDNHV� H[DFWO\� WKRVH
FKDQJHV�WKDW�DUH�UHTXHVWHG�E\�XVHUV�DQG�WKH�ELQGLQJ�RI�D�YDOXH�ZLWK�LWV
DXWKRU�LV�DOVR�H[DFW��&ODUN�DQG�:LOVRQ�FDOO�WKLV�´DWWULEXWLRQ�RI�FKDQJH�µ
7KLV�FDQ�EH�HDVLO\�DFFRPSOLVKHG�LI�ZH�DUH�ZLOOLQJ�WR�H[WHQG�VOLJKWO\�WKH

VWDQGDUG�ORJJLQJ�WHFKQLTXHV�IRU�UHFRYHU\�SXUSRVHV��)RU�HDFK�WUDQVDFWLRQ�
D� UHFRYHU\� ORJ� FRQWDLQV� WKH� WUDQVDFWLRQ� LGHQWLILHU�� VRPH� EHIRUH�LPDJHV�
DQG�WKH�FRUUHVSRQGLQJ�DIWHU�LPDJHV��,I�ZH�DXJPHQW�WKLV�E\�UHFRUGLQJ�WKH
XVHU� IRU�HDFK�WUDQVDFWLRQ��ZH�KDYH�WKH�GHVLUHG�ELQGLQJ�RI� HDFK�YDOXH� WR
LWV�DXWKRU��7KHUH�LV�RQH�RWKHU�FKDQJH�WKDW�QHHGV�WR�EH�PDGH��7R�VXSSRUW
UHFRYHU\�� WKHUH� LV�D�QHHG�WR�NHHS�D� ORJ�RQO\�XS�WR�D�SRLQW� IURP�ZKLFK�D
FRPSOHWH�GDWDEDVH�EDFNXS�LV�DYDLODEOH��2I�FRXUVH��QRZ�WKHUH�LV�D�QHHG�WR
DUFKLYH�WKH�ORJV�VR�WKH\�UHPDLQ�DYDLODEOH�
2WKHUV�KDYH�DUJXHG�WKDW�WKLV�VLPSOH�´DWWULEXWLRQ�RI�FKDQJHµ�LV�QRW�VXIIL�

FLHQW��:H�QHHG�DQ�DXGLW�WUDLO��D�PHFKDQLVP�IRU�D�FRPSOHWH�UHFRQVWUXFWLRQ
RI�HYHU\�DFWLRQ�WDNHQ�DJDLQVW�WKH�GDWDEDVH��ZKR�KDV�EHHQ�DFFHVVLQJ�ZKDW
GDWD��ZKHQ��DQG�LQ�ZKDW�RUGHU��7KXV��LW�KDV�WKUHH�EDVLF�REMHFWV�RI�LQWHU�
HVW�

�� 7KH�XVHU��:KR� LQLWLDWHG�D� WUDQVDFWLRQ�� IURP�ZKDW� WHUPLQDO��ZKHQ�
DQG�LQ�ZKDW�RUGHU"

�� 7KH�WUDQVDFWLRQ��:KDW�ZDV�WKH�H[DFW�WUDQVDFWLRQ�WKDW�ZDV�LQLWLDWHG"
�� 7KH�GDWD��:KDW�ZDV� WKH� UHVXOW�RI� WKH� WUDQVDFWLRQ"�:KDW�ZHUH� WKH

GDWDEDVH�VWDWHV�EHIRUH�DQG�DIWHU�WKH�WUDQVDFWLRQ�LQLWLDWLRQ"

)RU� WKLV�SXUSRVH��D�GDWDEDVH�DFWLYLW\�PRGHO�KDV�EHHQ� UHFHQWO\�SURSRVHG
>-$-2��J@�WKDW�LPSRVHV�D�XQLIRUP�ORJLFDO�VWUXFWXUH�XSRQ�WKH�SDVW��SUHV�
HQW��DQG�IXWXUH�GDWD��7KHUH�LV�QHYHU�DQ\�ORVV�RI�KLVWRULFDO�RU�FXUUHQW� LQ�
IRUPDWLRQ� LQ� WKLV� PRGHO�� WKXV� WKH� PRGHO� SURYLGHV� D� PHFKDQLVP� IRU
FRPSOHWH� UHFRQVWUXFWLRQ� RI� HYHU\� DFWLRQ� WDNHQ� RQ� WKH� GDWDEDVH�� ,W� DOVR
ORJLFDOO\�VWUXFWXUHV�WKH�DXGLW�GDWD�WR�IDFLOLWDWH�LWV�TXHU\LQJ�

'HOHJDWLRQ�RI�DXWKRULW\�� 7KH� FDSDELOLW\� WR�GHOHJDWH� DXWKRULW\� DQG� UH�
VSRQVLELOLW\�ZLWKLQ�DQ�RUJDQL]DWLRQ�LV�HVVHQWLDO�WR�LWV�VPRRWK�IXQFWLRQLQJ�
,W�DSSHDUV�LQ�LWV�PRVW�GHYHORSHG�IRUP�ZLWK�UHVSHFW�WR�PRQHWDU\�EXGJHWV�
+RZHYHU�� WKH�FRQFHSW�DSSOLHV�HTXDOO\�ZHOO� WR� WKH� FRQWURO� RI� RWKHU�DVVHWV
DQG�UHVRXUFHV�RI�WKH�RUJDQL]DWLRQ�
,Q�PRVW�RUJDQL]DWLRQV��WKH�DELOLW\�WR�JUDQW�DXWKRUL]DWLRQ�LV�QHYHU�FRP�

SOHWHO\�XQFRQVWUDLQHG��)RU�H[DPSOH��D�GHSDUWPHQW�PDQDJHU�PD\�EH�DEOH
WR�GHOHJDWH�VXEVWDQWLDO�DXWKRULW\�RYHU�GHSDUWPHQWDO� UHVRXUFHV� WR�SURMHFW
PDQDJHUV�ZLWKLQ�KLV� GHSDUWPHQW� DQG� \HW� EH� SURKLELWHG� WR� GHOHJDWH� WKLV
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DXWKRULW\� WR�SURMHFW�PDQDJHUV�RXWVLGH� WKH�GHSDUWPHQW��7KHVH� VLWXDWLRQV
FORXG� WKH� FODVVLF�GLVWLQFWLRQ�EHWZHHQ�GLVFUHWLRQDU\�DQG�PDQGDWRU\�SROL�
FLHV� >0855��E�� 6$1'��@�� 7KH� WUDGLWLRQDO� FRQFHSW� RI� RZQHUVKLS� DV� WKH
EDVLV�IRU�GHOHJDWLQJ�DXWKRULW\�DOVR�EHFRPHV�OHVV�DSSOLFDEOH�LQ�WKLV�FRQWH[W
>02))��@�� )LQDOO\�� ZH� QHHG� WKH� DELOLW\� WR� GHOHJDWH� SULYLOHJHV� ZLWKRXW
KDYLQJ�WKH�DELOLW\�WR�H[HUFLVH�WKHVH�SULYLOHJHV��6RPH�PHFKDQLVPV�IRU�WKLV
SXUSRVH�KDYH�EHHQ�UHFHQWO\�SURSRVHG�>02))����6$1'��@�
7KH� FRPSOH[LW\� LQWURGXFHG� E\� G\QDPLF� DXWKRUL]DWLRQ� KDV� EHHQ� UHFRJ�

QL]HG� HYHU� VLQFH� UHVHDUFKHUV� FRQVLGHUHG� WKLV� SUREOHP�� IRU� H[DPSOH�� DV
VWDWHG�E\�6DOW]HU�DQG�6FKURHGHU�>6$/7��@�

���LW� LV�UHODWLYHO\�HDV\�WR�HQYLVLRQ��DQG�GHVLJQ��V\VWHPV�WKDW�VWDWL�
FDOO\� H[SUHVV� D� SDUWLFXODU� SURWHFWLRQ� LQWHQW�� %XW� WKH� QHHG� WR
FKDQJH� DFFHVV� DXWKRUL]DWLRQV� G\QDPLFDOO\���LQWURGXFHV� PXFK
FRPSOH[LW\�LQWR�SURWHFWLRQ�V\VWHPV�

7KLV�FRQWLQXHV�WR�EH�WUXH��GHVSLWH�VXEVWDQWLDO�WKHRUHWLFDO�DGYDQFHV�LQ�WKH
LQWHULP� >6$1'��D@�� ([LVWLQJ� SURGXFWV� SURYLGH� IHZ� IDFLOLWLHV� LQ� WKLV� UH�
VSHFW��DQG�WKHLU�PHFKDQLVPV�WHQG�WR�KDYH�DQ�DG�KRF�IODYRU�

5HDOLW\�FKHFNV��7KLV�SULQFLSOH�LQKHUHQWO\�UHTXLUHV�DFWLYLW\�RXWVLGH�RI�WKH
'%06��7KH�'%06�GRHV�KDYH�WKH�REOLJDWLRQ�WR�SURYLGH�DQ�LQWHUQDOO\�FRQ�
VLVWHQW� YLHZ� RI� WKDW� SRUWLRQ� RI� WKH� GDWDEDVH� ZKLFK� LV� EHLQJ� H[WHUQDOO\
YHULILHG��7KLV�LV�SDUWLFXODUO\�VR�LI�WKH�H[WHUQDO�LQVSHFWLRQ�LV�FRQGXFWHG�RQ
DQ�DG�KRF�RQ�GHPDQG�EDVLV�

(DVH�RI�VDIH�XVH��(DVH�RI�VDIH�XVH�LV�PRUH�DQ�HYDOXDWLRQ�RI�WKH�'%06
PHFKDQLVPV� WKDQ� VRPHWKLQJ� WR� EH� HQIRUFHG� E\� WKH�PHFKDQLVPV� WKHP�
VHOYHV�� 7KH� PHFKDQLVPV� VKRXOG�� RI� FRXUVH�� KDYH� IDLO�VDIH� GHIDXOWV
>6$/7��@�³�IRU�H[DPSOH��DFFHVV�LV�QRW�DYDLODEOH�XQOHVV�H[SOLFLWO\�JUDQWHG
RU�WKLV�GHIDXOW�UXOH�LV�H[SOLFLWO\�FKDQJHG�WR�JUDQW�LW�DXWRPDWLFDOO\��'%06V
GR�RIIHU� D� VLJQLILFDQW�DGYDQWDJH� LQ�SURYLGLQJ�XVHU�IULHQGO\� LQWHUIDFHV� LQ�
WULQVLFDOO\��IRU�WKHLU�PDLQ�REMHFWLYH�RI�GDWD�PDQLSXODWLRQ��7KHVH�LQWHUIDFH
PHFKDQLVPV� FDQ� EH� OHYHUDJHG� WR� PDNH� WKH� DXWKRUL]DWLRQ� PHFKDQLVPV
HDV\�WR�XVH��)RU�LQVWDQFH��KDYLQJ�WKH�SRZHU�RI�64/�TXHULHV�WR�UHYLHZ�WKH
FXUUHQW�DXWKRUL]DWLRQV�LV�D�WDQJLEOH�EHQHILW�

&RQFOXVLRQ

,Q� D� QXWVKHOO�� RXU� FRQFOXVLRQ� LV� WKDW� UHDOLVWLF� '%06�PHFKDQLVPV� GR
H[LVW�WR�VXSSRUW�WKH�LQWHJULW\�REMHFWLYH�RI�LQIRUPDWLRQ�V\VWHPV��6RPH�DUH
ZHOO�HVWDEOLVKHG�LQ�WKH�OLWHUDWXUH��ZKLOH�RWKHUV�KDYH�EHHQ�SURSRVHG�PRUH
UHFHQWO\�DQG�DUH�QRW�VR�ZHOO�NQRZQ�
,Q�WHUPV�RI�ZKDW�'%06�PHFKDQLVPV�FDQ�GR�IRU�XV��ZH�FDQ�JURXS�WKH

QLQH�SULQFLSOHV�HQXPHUDWHG�LQ�WKLV�HVVD\�DV�IROORZV�
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*URXS�, *URXS�,, *URXS�,,,

:HOO�IRUPHG�WUDQVDFWLRQV /HDVW�SULYLOHJH $XWKHQWLFDWHG�XVHUV

&RQWLQXLW\�RI�RSHUDWLRQ 6HSDUDWLRQ�RI�GXWLHV 5HDOLW\�FKHFNV

5HFRQVWUXFWLRQ�RI�HYHQWV (DVH�RI�VDIH�XVH

'HOHJDWLRQ�RI�DXWKRULW\

*URXS� ,� SULQFLSOHV� DUH� DGHTXDWHO\� WUHDWHG� E\� FXUUHQW� '%06� PHFKD�
QLVPV�DQG�KDYH�EHHQ�H[WHQVLYHO\�VWXGLHG�E\�GDWDEDVH�UHVHDUFKHUV��:LWK
WKH� VLQJOH� H[FHSWLRQ� RI� DVVXULQJ� FRUUHFWQHVV� RI� VWDWH� WUDQVIRUPDWLRQV�
WKHVH�SULQFLSOHV�FDQ�EH�DFKLHYHG�E\�'%06�PHFKDQLVPV��7HFKQLTXHV� IRU
LPSOHPHQWLQJ� ZHOO�IRUPHG� WUDQVDFWLRQV� DQG� PDLQWDLQLQJ� FRQWLQXLW\� RI
RSHUDWLRQ� DFURVV� IDLOXUHV� KDYH� EHHQ� VWXGLHG� H[WHQVLYHO\�� 7KHLU� SUDFWLFDO
IHDVLELOLW\�KDV�EHHQ�DPSO\�GHPRQVWUDWHG�LQ�DFWXDO�V\VWHPV��$VVXULQJ�WKDW
ZHOO�IRUPHG� WUDQVDFWLRQV� DUH� FRUUHFW� VWDWH� WUDQVIRUPDWLRQV� UHPDLQV� D
IRUPLGDEOH�SUREOHP��EXW�WKHUH�LV�OLWWOH�WKDW�WKH�'%06�FDQ�GR�WR�DOOHYLDWH
LW��$V�VXFK��LW�LV�D�SUREOHP�RXWVLGH�WKH�VFRSH�RI�'%06�PHFKDQLVPV��7KH
'%06�FDQ

�� HQIRUFH�HQFDSVXODWLRQ�RI�XSGDWHV�E\�UHVWULFWLQJ�WKHLU�RFFXUUHQFH�WR
EH�ZLWKLQ�WUDQVDFWLRQV��DQG

�� SURYLGH�FRQWUROV�IRU�LQVWDOOLQJ�DQG�PDLQWDLQLQJ�WKHVH�WUDQVDFWLRQV�

*URXS� ,,� SULQFLSOHV� QHHG� QHZHU� PHFKDQLVPV� DQG� FRQFHSWXDO� IRXQGD�
WLRQV�� 6HYHUDO� SURPLVLQJ� DSSURDFKHV� KDYH� HPHUJHG� LQ� WKH� OLWHUDWXUH�
3UDFWLFDO� GHPRQVWUDWLRQ� RI� WKHLU� IHDVLELOLW\� UHPDLQV� WR� EH� GRQH�� EXW� LQ
FRQFHSW� WKH\�GR�QRW�SUHVHQW�SURKLELWLYH� LPSOHPHQWDWLRQ�SUREOHPV�� 7KH\
GR�UHTXLUH�WKDW�FXUUHQW�'%06V�EH�H[WHQGHG�LQ�VLJQLILFDQW�ZD\V��*URXS�,,
SULQFLSOHV�DUH�WKH�RQHV�IRU�ZKLFK�DGGLWLRQDO�'%06�PHFKDQLVPV�KROG�WKH
SURPLVH�RI�JUHDWHVW�EHQHILW�
*URXS� ,,,� SULQFLSOHV� DUH� LPSRUWDQW�� EXW� WKHUH� LV� OLWWOH� WKDW� '%06

PHFKDQLVPV�FDQ�GR�WR�DFKLHYH�WKHP��$XWKHQWLFDWLRQ�LV�SULQFLSDOO\�DQ�RS�
HUDWLQJ�V\VWHP�SUREOHP��5HDOLW\�FKHFNV�QHFHVVDULO\� LQYROYH�H[WHUQDO�SUR�
FHGXUHV�� (DVH� RI� VDIH� XVH� LV� PRUH� DQ� HYDOXDWLRQ� RI� WKH� '%06
PHFKDQLVPV� WKDQ� VRPHWKLQJ� WR� EH� HQIRUFHG� E\� WKH�PHFKDQLVPV� WKHP�
VHOYHV�� ,W� LV� IDFLOLWDWHG� LQ� WKH�'%06� FRQWH[W� E\� WKH� LQWULQVLF� '%06� UH�
TXLUHPHQW�RI�XVHU�IULHQGO\�TXHU\�ODQJXDJHV�
,Q�FRQFOXVLRQ��IRU�JURXS�,�SULQFLSOHV�ZH�QHHG�OLWWOH�PRUH�WKDQ�KDV�FXU�

UHQWO\� EHHQ� GHPRQVWUDWHG� LQ� DFWXDO� SURGXFWV�� )RU� JURXS� ,,� SULQFLSOHV�
FXUUHQW� V\VWHPV� GR� VRPHWKLQJ� IRU� HDFK� RQH� EXW� GR� QRW� JR� IDU� HQRXJK�
7KHUH�DUH�VHYHUDO�SURPLVLQJ�SURSRVDOV�EXW�QR�´ZRUNHG�H[DPSOHV�µ�*URXS
,,,�SULQFLSOHV�DUH�LPSRUWDQW�EXW�DUH�QRW�IXOO\�DFKLHYDEOH�E\�'%06�PHFKD�
QLVPV�DORQH�
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