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Abstract - This paper focuses on recommending the
arsage of the Role-Based Access Control (RBAC) model to
define the users’ security voles, permissions, anthoriza-
tion, and role hierarchy to access the SCADA sysiem.
Achieving the desired level of authorization and access
coniral will involve integrating the security system with
SCADA operations and building role based access con-
#rol capabifities in the application level.
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1.0 Introduction

The Swupervisory Control and Data Acquisition
(SCADA) systems and the communication network they
operate in are moving from proprietary and legacy envi-
ronment to more open standard, modern microprocessor,
and networking technologies.  These systems have
evolved over the years from totally centralized mainframe
systems to distributed systems built with Commercial Off-
The-Shelf (COTS) hardware and custom software. Figure
1,0 illustrates the components of SCADA systems, The
availability of reliable communications between the
SCADA components and the advanced fimctionality of
he software used to manage the hardware systems are the
major factors in the renovation and the growth in these
systems,
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Figure 1.0; SCADA Companents

Traditionally, network and securty community in th.e
wtilities industries have focused virtually most of their

attention on the “enterprise network”, generally ignoring
the other part of the network associated with the supervi-
sory control and data acquisifion systems in the belief that
SCADA resides physically on a separate, standalone net-
work [16]. Combining this asswmption with the adoption
and the deployment of (hese new techinologies is creating
a vulnerable environment for sophisticated terrorist, mali-
cious attacks, cyber assaults, and inside assaults to target
and break into the SCADA information systems. As a
result, the fandnmental principles of security (confidenti-
ality, integrity, and availability) is compromised and the
results will create unsafe conditions, which could lead to
loss of the eritical infiastructure assets, loss of lives, and
loss of conswmer confidence, :

In October 1997, the security of the energy industries
became a major focus, when the United States President’s
Commission on Critical Infrastructure Protection high-
lighted the tisk of successful oyber attacks on the SCADA
systems used in these industries as part of the eritical
infrastructures assets, stating that “the widespread and
increasing use of SCADA syslems for control of energy
systems provides increasing ability to cause serious dam-
age and disruption by cyber means.” In February 2003,
fhe United States President provided additional attention
to these systems and highlighted concem about “the threat
of organized cyber attacks capable of causing debilitating
disruption to our Nation's critical infrastructures, econ-
oy, or national security,” noting that “disruption of these
systems can have significant consequences for public
health and safety” and the protection of control systews
lias become “a national priority.” [20]

This created more urgent need for the SCADA deci-
sion makers to take corrective actions lo tighten up their
security components and protect their assets from such
attacks by the use of now security measures. These secu-
rity measures start by developing a comprehensive secu-
ity policy to cover all the elements of security infrastruc-
ture, and work with the vendors to apply more strict secu-
rify capabilities in1 their systems and applications. In addi-
tion, the public sector needs to take a practical initiative to
partner with the private sector 1o help in promoting the
security’s best practices that have been implemented suc-
cessfully in its infrastructure, This parmership requires
some incentives for the private sector te nllocate resources
and budget to deal with these issues.

T, Sobk et al, (eds.), hmovative Algorithns and Technigues in Awiemation, Indusirial Elecironics and Telecommumications, 329-333.
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This paper focuses on the access conirol aspect of the
security policy, Our approach is built on the Role-Based
Access Control (RBAC) model to define the users’ secu-
rity roles, perinissions, authorization, and role hietarchy
to access the SCADA system. Achieving the desired level
of autharization and zccess control will involve integrat-
ing the security system with SCADA operations and
building role based aceess control capabilities in the ap-
plication level throughout the entire life-cycle of the de-
velopment of these applications, Enforcement of access
control decisions at the time of assigning roles to users
and during a real time operation will prevent malicious
commands from reacling the feld instruments and thus
prevent harm,

RBAC pravides great flexibility in the way administra-
fors assign permissions to roles and roles to users. Users
have access to the permissions that are associated with
roles and users are imade members of appropriate roles.
Users can be assigned to a role based on their job deserip-
tion and function and easily can be reassipned from one
role or anather or removed altogether from the system
without modifying the underlying access control struc-
ture, Role can be granted new pemission when necessary,
and permission can be removed from role as needed,

Identifying the data types used in SCADA system, the
Function codes used to comuinicate between the SCADA
objects, and the users whu access the SCADA system and
defining their roles and respousibilities are the first steps
in developing such a policy. In the following subsections
we examine each of these elements and their characteris.
tics to motivate our approach,

2.0 Access control security policy

In general, the security policy goal is to protect the or-
ganization assets and to ensure th at mechanisims are estab-
lished to protect the asgets’ confidentiality, integrity, and
availability. There are many elements that are part of an
enferprise-wide security policy. Few other papers provide
high level framework and ghidance for SCADA enter-
prise security policy [16] [21] [22], but very little has
been done in providing models for all the elements of the
security policy,

SCADA access control security policy starts by identi-
fying critical and important resources, then determining
who can access these resources, and knowing exactly
what kind of access is provided. The roles within SCADA
organization need to be defined and the type of access to
these critical resources, activilies, and operations need to
be detailed,

This paper focuses on the access control security poli-
cies within the SCADA resources, mainly in and between
the control center (CC), the Substatipn (88), and the Re-
mote Substation (RS). The interaction between CC, the
Enterprise Network (EN) and the Regional Transmission

Organization (RTO, &.g, electric power industry), is out of
the scope of this paper, It is not practical to propose one
approach for the entire wilities. Our approach is general
since each organization using the SCADA system needs
to adjust our model to fit its own specific roles and opera-
tions,

RBAC is a framework to help in articulating access
control policies. One of the main design principles of the
RBAC model is to minimize the potential for inside secn-
rity violations by providing greater contro] over users’
access to applications, information, and resources. An-
other design principle of the RBAC modei is to allow
administrators o assign access control to users based on
their function in the organization, RBAC accomplishes
this by introducing a new element called role. Roles can
be granted new permissions as new functions and actions
are incorporated, and permissions can be revoked from
roles as needed.

A general RBAC model was defined by Sandhu [15]
and a reference model is shown in Figure 2.0a [R], The
core RBAC elements are users, roles, objects, permis-
sions, and operations, A user has access to an objoct
based on hisfher assigned role which is defined based on
his function in the organization. The object is concerned
with the user’s role and not the user. Permissions are
defined based on job authority and responsibilities within
a job function, Operations on an object are invoked based
on the pennissions.
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Figure 2,04, RBAC Reference Mude] [8]

In RBAC, the administrator uses the tole to manage
penmissions and assignments. For example, a utility com-
pany using a SCADA system may create a role called
“Senior Operator™ that has the permissions o access spe-
cific fimetion codes and specific objects that he/she needs
to conduct to carry his/her day-to-day job. When a senior
operator is hired, he/she is assigned the “Senior Operator”
role and directly has all required permissions to do his
job,

Section 2.1 introduces the objects of a SCADA system.
Section 2.2 describes the first threo elements of RBAC:
users, roles, and operations on objects, Section 2.3 de-
scribes our reconunendation for a SCADA role hierarchy,
Section 2.4 describes our approach for the permitted op-
erations on objects and functions for the predefined roles




in SCADA systems. Section 2.5 highlights the policy
nules in RBAC for SCADA systems.
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i
i SCADA Innut & Ouipu)

2.1 SCADA Objects

Objects in SCADA are composed of sets of resources
that contain or receive information. Figure 2.1a highlights
the objects in SCADA. The Control Center's main func-
tion is to monitor and control remote equipment. The
control mnay be automatic, or initiated by operator com-
wands, The CC initiates all communications, gathers and
stores data, sends control commands, and interfaces with
remote devices directly or through the substations; it pro-
vides the infrastructire to the operators to handle these
fanctions. The Historical Server (HS) logs real-time data
in the database and i3 configured for a predefined set of
remote devices and equipments. This data is used by the
corporate office to conduct business analysis, auditing,
and provide reporting,

ECADA ork Tepolo

Fleld IO & contral devices

Figure 2.1a, SCADA Objects

The SubStation initiates communication with the Re-
mote Substations or the field devices and works as the
middle 1man between the Control Center and the field
devices.

The Remote Substation gathers information from its
remote devices, like valves, meters, alarms and punps
and reports it back to the CC or the SS based on the setup
and the pre-defined flow of data. The CC or the 8S scans
TEDs or the [EDs report back data to the Master Station or
to the SubStation.

Figure 2.1b [4] depicts some of the inputs and the out-
puts from and to the three main SCADA components, CC,
88§, and RS.
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Figure 2. 1b, SCADA inputs and curputs per component

The SCADA objects listed abave, in addition to fhe
operations and the functions permitted on these objects,
need to be listed as part of RBAC permissions in the
SCADA application level and in tarn to be assigned to
roles.

2.2 Users, Roles and Operatious

The SCADA internal and external roles need to be
identified and the type of access each of these roles re-
quires for the SCADA system should be outlined. The
external role is defined as auy external user accessing the
SCADA system, Access should be allowed only to the
HS) database and not to any other data in the SCADA
system. The flow of this data sheuld be from the SCADA
system to the corporate enterprise network, We call this
role an External User (EU) Role and the permission type
need to be restricted and assigned by the SCADA Systemn
Administrator (SA) and the organization should decide
what type of security controls should be put in place fo
enforce such policy.

Several internal roles need to be defined, In a SCADA
enyironment, we find a Manager (MR), a Supervisor
(SU), a Senior Operator (SO}, a Junior Operator (JO), an
Instrument Technician (IT), and an Engineer (EG) role,
The petmissions to access SCADA obiects for these users
should be restricted to the role of each user. SCADA
applications provide the infrastructure for the CC to com-
municate with the rest of the SCADA objects. The
SCADA Operator initiates the communications with these
objects. For example, CC through the MS sends requests
(commands) to S8 and RS and receives data from 88, RS,
and the field devices. It receives requests from EU fto
access HS.

The policy for the interaction of CC with 8S and RS
should be centered around the input, the output, and con-
trol functions between these identities. CC receives defer-
ent types of data from 88, For example, CC could receive
field analog data, alarms, equipment status, totaled meters
signals, and equipment messages. A “Janior Operator”
(JO) could have permission to poll and view such data.
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Also, CC controls field instruments by executing soms
operalional commands, As a result, MS could send dis-
crete control orders, analog setling instruciions, stepping
motor pulses, and orclers to S8 to respond. A Supervisor
(SU) could have permission o conduet such functions. In
Figure 2.2a, we show the different users, roles, and opera-
tions [4] in the SCADA systems.

A utility company using the SCADA system may cre-
ate the roles and functions we identified in Figure 2.1a.
Wien a user is hired, he/she is assigned the role based on
his/her job description and in turn he/she will be carrying
his’her job function based on the permissions assigned to
hisfher role, For example, when the company hires an
“Instrument Technician®, the administrator will assign the
“Instrument Technician” role to the user. Based on the
pre-assipned permission to this role, the user will be able
1o carry the following operations: view any screen, tune
controllers, analyze all alarn reports, and conduct simple
configuration, When the uscr leaves the company, he will
be removed from the position of “Instrument Technician”
role and no longer has the permission to access the sys-
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Figrure 2.2, Relationship between wsers, roles, and operations In
SCADA

A user can be assigned to one or many roles, and n role
can be assigned to one or nany users, In our model we
assume that we have a single administrator who assigns
users o roles and roles to users. For example, the supervi-
sor is assigned a junior operator, senior operator, and
supervisor roles. The supervisor needs all of these roles to
conduct his job.

MAIDALAWIEH ET AL,

2.3 Role Hierarchy

The Role Hierarchy reflects the organizational struc-
ture based on job's authorities and responsibilities. In
some organizations, one tole can include the tasks and
permissions that are asseciated with another role. In such
case, RBAC role hierarchy provides an efficient way to
avoid specifying common tasks. Tasks and roles depead
on organizational policies. When tasks overlap, you can
esfablish hierarchies of roles.

The President’s Critical Infrastructure Proteclion
Board, and the Department of Energy, has developed 21
steps 1o help a wtility organization improve the security of
its SCADA system [19]. Step number 12 defines (he
importance of taking an action to “Clearly define cyber
security roles, responsibilities, and authorities for manag-
ers, system administrators, and users.” To address this
issue we recominend a role hierarchy structure for a
SCADA organization as described in Fipure 3.3a. For
exampie, the “Supervisor” role overlaps with the “Seaior
Operator” 1ole. SU will have authority to carry the tasks
of SO, whicl is established by assigning SO role to SV,

SCADA Systom Rolg Hierarchy

Manager ..
e ™ \

e N

Supervisar
Enginaer Instrument
Tachnician

Senlor
Qperator

\ Junior

Operaler

Figure 2,30, SCADA Role Hierarclyy

2.4 Roles and Permissions at the Application Level

Sandbu [13} indicated that the nature of permissions
and operations mediated by RBAC depends on the nature
of the system in which RBAC is embedded. The authori-
zation decisions associated with the operations are based
on factors that can be known eniy to the application,
Similarly, the request {commands) and reply (status/data)
control operations must be programmed as part of the
SCADA application access control, Vendors shonld pro-
vide functionalities for application programmers to effec-
tively build such application programs that provide ab-
stract application-level operations and to protect them by
means of RBAC capabilities. The use of role-based con-




trols at the application level will enable enforcement of
policies that closely conform to the intentions of stake-
holdess, while causing minimal inferference with legiti-
mate operator actions,
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11 Freeze with ime | Copy the specified objects to n freeze
buffer af the specified time and inter-
vals; respond with statys,
12 Freeze with ime | Copy the specified objects to a freeze
— No Ack buffer at Mha specified time and inter-
vals; do not respond with a message.

SCADA. abstract application operations and permis-
sions are centered around the system objects and the inter-
fice objects. In section 3.1 we discussed the system ob-
jects which are composed of CC, 88, RS, and IEDs.

The interface objects are presented by the system
comumunication protocols, There are several protocols that
are supported in the SCADA coramunications architec-
ture. For the purpose of this paper we will use the DNP3
protocol [6] [}, The DNP3 or Distributed Network Pro-
tocol version 3.3 (DNP3) is a telecommunication standard
protocol that defines communications between MS, 88,
RS, and IEDs, In the Master/Slave architecture, the master
communicates with the slaves using the application layer
message function.

The DNP frame format is limited to 292 bytes. One
important structure of the frame {ields is the frame control
byte. The control byte is used to communicate the fanc-
tion codes (commands) from the master-to-slave {request)
and the slave-to-master (reply). The request commands
need to be carefully examined and assigned to the right
role and the roles be assigned the right permissions based
on the function code of such command. Such assigmment
should ocour at the application user level, The application
should have some mechanisms fo verify that the user has
permission 1o use such code function when a user at-
{empts to perform an operation on an object. At the same
time, mechanisms should be implemented at the slave side
to verify that the command code function is coming from
a frusted souree,

The request and response function codes specified in
the frame control byte are described in the DNP3 specifi-
caticns [6]. The function code identifies the purpose of
the message and indicates what function is required to be
performed. For example, the Freeze Functions type could
be assigned to the “Supervisor” role and excluded from
the “Janior” role. At the time of operation the SCADA
application should provide mechanisms to allow the Su-
pervisor fo execute {request) such function ot a specific
object and deny the “Junior Operator” access to such
functions. As an example, table 2.1a shows the freeze
request function codes.

Table 2. 1a: Freeze Request Function Codes

Code | Funelion Description
7 Tmmediate Copy the specified chjects to a freeze
Freeze buffer and respond with status of the
operation,
3 Tnediate Copy the specified objects to a freeze
Freeze — No Ack | buffer; do not respond with a message.
9 Freeze and clear | Copy the specified objects 1o a freeze
buffer, then clear the objects; respond
with the status of the operation.
10 Treeze and clear | Copy the specified objecis to n frecze
—No Ack buffer, then clear the chjects; do not
_respond with At

In RBAC; a session relates one user (o possibly one or
more roles. A user eslablishes a session during which he
or she activates some subset of roles that he / she is a
member of. The permissions available to the user are the
union of permissions {rom all roles activated in that ses-
sion. Each session is associated with a single vser. Per-
missions are assigned and granted to roles in order to
access the object. The permission for a specific role could
be restricted to access specific objests, which in turn deny
the user with such role to send and receive information
fram such object, In addifion the permission for the same
role could be restricted to access specific function codes,
which in turn deny the user with such role 1o access other
function codes.

A user assigned fo a role is authorized to perform an
operation on the object only if the operation is a member
of tlie set of permitied functions for that object (See Fig-
ure 2.4a). As such, the operations for an object need to be
defined and the object nccess types need to be identified
and permissions need to be authorized to perform a func-
tion on an object at the SCADA application level. For
example, a user assigned to the “Senior Operator” role
must be able to view screens, send control signals to con-
trollers, and receive and acknowledge alarm nlerts. Thus,
the *Senfor Operator” has permission to read information
displayed on the Human Machine Interface, send (re-
quest) conirol signals (ON/OFF) to the controllers at-
tached fo the Substations and the Remote Substations, and
receive (reply) and acknowledge alarm alerts from the
controllers attached to the Substations and the Remote
Substations, On other hand, the “Senior Operator” does
not have permission to send (request) signals (ON/OFEF)
to change alarm points, to send signals (ON/OFF) to dis-
able controllers, or to send signals (ON/OFF) to disable
alarms attached to the Substations ot to the Remote Sub-
stations. These operations need to be mapped by the
SCADA application and allocated specific function codes
that can carry such operations,

Associating permissions with function codes and ob-
jects lias the pofential fo create a level of difficulty ta the
policy to be understood and developed without further
knowledpe about the SCADA application and its proto-
cols. Since the function codes and the objects (by name
and address) are predefined, the SCADA application
vendors need to provide some tools to help the SCADA
administrators to associate roles with permissions and vise
versa. Such tools will kelp also to provide the mecha-
nisnis to associate objects and function codes with per-
missions.

Also, there is a need in using application specific fac-
tors in authorization decisions, The sophisticated access
control policies in SCADA systems are due to the major
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effect these systems have on the service to the public and
the liability requirements imposed by state and federal
legislation, Ideally, authorization decisions in the SCADA
systems should be based on the following factors: the size
of operntions, subject affiliation (EN, RTO), subject role,
subject location, access time, and relationship between the
subject and the SCADA objects whose data are 1o be
accessed,

By introducing role based access control on the appli-
cation level, aulhorization decisions and cbjects access
types for SCADA systems and the affiliation with other
subjects are two important topics for future work.
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Figwre 2.4a, SCADA System Topology: Multiple Master

3.5 Policy Rules in the RBAC model

The main purpose of a policy is to be sure that the re-
sources are protected and information is transmitted in
secwre and appropriate manner, In addition, all users who
nccess the system are using appropriate permissions based
on their roles to conduct specific tasks and operations in a
secure and control manner. RBAC supports several secu-
rity principles and policies that can be implemented as a
set of rules to be used in defining and enforcing access
contro] policy for a SCADIA system. Some of these are:
the rofe authorization, the enforcement of least privilege

for administrators and users, the dynamic separation of

duties, and the cardinality property.

These policies can be enforced at the time operations
are authorized for a role, at the time users are assigned a
role, at the time of role activation, or when # user attempis
to perform an opetation on an object. The SCADA ven-
dors can design and build such policies in their applica-
tions and provide some mechanisms fo implement such
policies in the SCADA systems. For example, a Senior
Operator can be constrained to change controller set
points but not to change alarm points. This is possible
becanse of the RBAC capability to associate the opera-
tions with the roles. The decision to gront or deny an SO
from changing the controfler set points or changing the
alarm point could be enforced at the time when SO at-
tempts to perform such operation or at the time such SO
assigned to a role.

In the role authorization policy, a user can never have
an active role that is not authorized for that user, To per-
form an operation on an object controlled under RBAC, a
user must be active in some role. Before the user can be
active in a role, that user must first have been authorized
as & member of the role by an administrator. In Figure
2.2a we described the major roles in the SCADA systems
and the operations associated with each role. For example,
the administrator assigns an “Engineer” role to a new
employee whese job function is to carry complex eonfigu-
ration operations. When this user accesses the SCADA
sysiemn, the granting or denying access to this operation
will take place at the time the user is assigned to the role
and will be in effect when the user uses the system,

The enforcement of the least privilege principle is
based on allocating the minimum amount of permissions
in a role to access an object. In the same principle, the
user is assigned to a role that allows him/her to perform
ouly what's required for that role. In addition no single
role is given more permission than the same role for ane
other user. As discussed earlier, the norm in SCADA
environment is to trust the users when they are inside ihe
control station center. With RBAC, users are anthorized
to access objects based on pre-assigned permissions and
pre-defined operations. These permissions and operatioas
should be at a minimum to allow the user to conduct
hisfher day-to-day job and be responsible for such acticns.

The Dynamic Separation of Duty (DSD) rule provides
the capabilify to address potential conflicts of interest
issues at the time a user's membership is authorized for a
role. However, in some organizations it is permissible fer
a user to be a member of two roles which do not consti-
tute a conflict of interest when acted independently, bt
introduce policy concerns when allowed to be acted in
simultaneously. DSD places constraints on the users that
can be assigned to a set of roles, thereby reducing the
nmmber of potential permissions that can be made avail-
able to a user. The objective behind DSD is to allow maore
flexibility in operations. DSD places constraints on the
simultaneous activation of rtoles. So for example, a
SCADA “Senior Operator” can be authorized for both the
acknowledgement of alarms and the change of the alarm
points, but can dynamically assume only one of these
roles at the same time. This could happen when a “Senior
Operator” is covering for a “*Supervisor” Rale.

Some roles can only be occupied by a certain number
of employees at any given time. This policy is enforced
by the cardinality property. For example, consider the role
of a Manager. Although other employees may act in iliat
role, only one employee may assume the responsibilities
of a Manger at a certain time. A user can become a new
member of a role as long as the number of members al-
lowed for the role is not exceeded.

An important design principle of RBAC model is the
administrative capabilities it supports. In other access
control models, the administrative process is very com-
plex and requires a specific capability and knowledge. In
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RBAC, users become members of roles based on thetr
functions and responsibilities in the organization. Users
are nol granted permission to perform operations based on
individual basis, but operations are associated with roles,
and users are nssociated with roles. Under RBAC, new
operations can be added to a role and operations could be
zemoved from a tole, All of this could happen without
affecting the assignment of a user to a role.

Another administrative advantage of RBAC is that ad-
jinistrators control access at an abstraction level. This is
established by introducing the “role™ principle. Users are
assigned to roles based on their job function and respon-
sibility. After creating the RBAC framework, the admin-
istrator’s actions will be limited to granting and revaking
users into and out of roles. Therefore, RBAC simplifies
ihe administrator role and makes it very efficient.

4 Conclusion

SCADA systems were not designed with security ca-
pabifities in mind, The SCADA vendors can build such
capabilities by utilizing the RBAC functions with a mini-
mum time and cost and without a major impact on the
sysienis components. RBAC strong administration capa-
bilities can help simplifying the process of security man-
agement in SCADA systems,

In this paper we developed a security access control
framework using RBAC for the SCADA systems. We
deseribed the capabilities of RBAC in providing abstract
application level operations such as request {send) and
reply (receive) signals (ON/OFF) from and to the Contral
Center, the SubStation, and the Remote Substation. A
security model to verify the authorization at the time of
operalions on the system objects using the DNP3 could be
a topic worth more investigation.

In addition, the external users (EN, RTO) accessing the
SCADA systems could be a topic worth of further inves-
tigation. Moreover, the flow of data between the major
SCADA obijects could be another topic for research in the
contents of access control pelicy.
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