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e Access control regulates access to protected resources in the
system with respect to the policy.

Generally an individual, process, or
device causing information to flow  Attribute-Based Access Control

among objects or change to the system

state. P
6 = [
N 1

System-related protected entity (e.g.,

devices, files, records, tables, ; Bearaales Dadior v cpen
i edit a patient’s health record

proce.ss.es, pr?grams' df)malns) in the hospital emergency

containing or receiving information. room between 5PM and 8 AM.

A set of rules which regulates access of
subjects to protected objects in the
system.
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e Consistency Problem: When multiple attributes are involved,
consistency problem results in granting access when it
should be denied (safety violation) or denying access when it
should be granted (availability violation), due to following
reasons:

e Asynchronous nature of distributed systems
e Cached values of attributes

* Network and system failures

* Incremental assembly of subject attributes

e Differing validity periods for subject attribute values
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e Safety and consistency in trust negotiation [Lee-Winslett,
CCS’06]

e Safety and consistency in ABAC

e Revocation-based

Refresh

* Refresh-based Granted Access

Revocation

Valid ¢ StlII-Good

Revocation(c,t) Refresh(c,,t) % rNew Value
Invalid ¢ Revocation
| Llnvalld

Refresh
Denied Access

(a)

e Consistency of Mutable attribute: this work
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e First introduced in UCON,;.: a family of access control
models to extend traditional access control.

e Mutability: attribute changes as a side effect of access
e Account balance changes after each payment

e Mutability adds further complication to safety and
consistency management, as modification of attribute values
should be done in a trusted way to avoid outdated values
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e Quota:
e For reusable resources
* For consumable resources

e Each mutable attribute has a global limit known to AA
which could be managed centrally or be distributed to
local servers

* Quota apportion could be done through:
e Service-based
e User-based
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« An ABAC model is in place

e Attribute credential provision is through multiple
authorities

* Administrative changes are always done through AA

e Quota-based approach has been applied to manage
concurrency while using multiple authorities

* Decision point is the entity which determines the set of
relevant attributes
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e Centralized Approach

U': set of Users

& set of all Services

ATT(S) = {elobalLimit, usageCount}
globallimit : § — {1, 2,..., N} i
usageCount : § — [0, 1,2, ..., M}, Vs E8: s.usageCount < ‘ount : N (!, VusU: vusageCount < u.globalLimit
s.globalLimit

w.globalLimit
allowedyu, s, utilize) = s.usageCount <
preUpdate(s.usageCount):

s.usageCount = s.usageCount +

allowedu, s, endUse)
postUpdate(s.usageC
s.usageCount = s.u

umge{i‘oum =u. usage{:aunr -

(a) (

o
@
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 Distributed approach:

U : set of Users

8. set of Services

SIO : set of Service Instance Objects
ATT(S) = {globalLimit, SIOSet}

ATT(SI0) ={Quota, usageCount, SIOUsers)
globalLimit : § — {1, 2, ..., N}

SIOSet : § — 2519 .
Cuota : SIO — {0, 1, 2, ... .M} WM< N
usageCount - 810 — {0, 1, 2, ..., C} wsageCount : Ul — [0, ;
SIOUsers: SIO — 2Y

allowed(s, sio, create(q)) = ((q =s. gfoba!L:’mif) Af(s.g It =3, s SE0.Quota) > g) allowed(u, ui, create(q)) = (u. gfo .

preUpdare(sio. Quota): sio.Quota = — o ———— prelpdaie(ui, Quata): u _Quofa =
relpdate(sio.usageCount): sio.usa e‘ ount rel/pdate(ui usageCount): ui. usa eCounr
prelp 8 g prelp g 8

preUpdaptgsSIC KIAY( = 5. SIgSet date(u. UlSet): u. UlSet = w. UIS

preOBL g&éﬁﬁbllﬁﬁ f prefiBL C OBS x OBO * OB |
OBS = ju} OBH = fui}

080 - il SEIVers !
OB = [enduse}

=I5}
= fenduse}

ctPrOBL: S 510« faclete) — (Mgl . o o et OB Uil s T Rl o o |

preFulfilled: OBS = OBO » OB — [True, False} prefFulfilled: OBS » OBO = OB — {True, False/

getPreOBL(s, sio, delete) = { Vu < sio.SIQ wetPreOBL(w, wi, delete) = fallowed(ui,_sgenduse)}
allowed(s, sio, delete) = preFulfilled(get A Howed(u, ui, delete) = preFulfilled(t L S te)) A
postUpdate(s.SI0Set): 5. SI0Set = 5. 5108, postUpdate(u. UlSet): u.UlSet = u. Ul ;
allowed(ui, s, utilize) = ui.usage Dot
prelUpdate(ui. usageCount): ui. % usageCou
allowed(ui, s, enduse) = Tr
postUpdate(ui.usageCount): wi.usdgeCount = uiusageCount - 1
<] o L
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allowed(u, sio, utilize) = sio.usageCgfint
prelpdate(sio.usageCount): sio.us
prelpdate(sio. SIOUsers): sio. SIOUse
allowed(u, sio, enduse) = Tme’
postUpdate(sio.usageCount)., usageCount = sio.usageCount -
postUpdate(sio. SIOUsers): s Users = sio. SIOUsers | fu)
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* Property 1:

Centralized quota management provides correct access control decision.

* Property 2:
Distributed quota management approach provides less availability and less
utilization, comparing to the centralized approach.

* Property 3:

Distributed quota management access provision is correct.
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e Lifetime Overlap

req d
| | | |
m | | | | .
" ‘ —
1 I i | 41
t start,1 riit ref1 | t end,1
—
t2 t2 i i i i t2
cim start, 1 ref1 | | | | end,1
- ._ T T T T d
i o i
2 L 42 | I i 2
t start,2 7: _t ref,lp i :’ t end,?
T e —
| | | I
3 3 I I I 3
‘ t start, 1 t ref’iI | i | t end, 1
cmy ' 1 1
3 I 3 I | 3
t stat2 -4 - .t ref2 | | t end,2
— A R i *
N | | |
I I I |
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e Freshness Overlap

req t 1:d
cm, . .
1 1 1
t start,1 ___'____1t ref,1] | t end,1
: o =
__________ R | |
2 2 I b 2
cim t start,1 t ref,1 i i i t end,1
L @ T T *®
2 | I |
2 2 | [ i 2
t start,2 ;t ref 2 | : _t end,2
| | I |
T2 k2 2
t start,w ref,iil : -t end,3
Ly — 1 i |
3 3 I L 3
t start,1 t ref,1 i i i t end, 1
Cim [ 0 : : | °
3 NS £ n &
start,2 o ._c{atp : ! s end?2
| | I
T N 431 1 43
t start, ?l _t ' : t end,3
I._i_ ....... il l I
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 We observe revocation as inappropriate for mutable
attributes, so we used refresh.

e As for immutable attribute, consistency problem arise
only if there are multiple attributes in relevant attribute
sets
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e The safety and availability of mutable in multi-authority
distributed ABAC systems has been formally characterized.

* The revocation scenario claimed to be inappropriate for mutable
attributes.

* We proposed two consistency levels which are totally ordered in
strictness.

Some future research directions:

e Other access control information is subject to staleness, e.g. policy
and object attributes.

* Models could be developed for ongoing authorization.
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