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ReBAC in General Computing
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A sample Relationship Graph for Organizational Environment [repwm,
Crampton et al. ,2014 ]
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I C S Object Relationships in Existing

ReBAC UTSA

» Most of the ReBAC for OSN considers only user to
user relationship

» OSN has very specific types of resources — photos,
notes, comments. Which only makes sense along
with users.

» Even though some ReBAC models consider general
computing system they still need users/subjects
existence in relationship graph.
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I C S Existence of Object Relationship
AN Independent of User
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History of a Git Project (Version Control
System) is a DAG
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Limitations of Existing ReBAC

ICS Models UTSA
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» Cannot configure relationship between objects
independent of user.

» Cannot express authorization policy solely
considering object relationship.

Considering these limitations we are proposing an
object-to-object relationship based access control
model.
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An Object to Object Relationship
Based Access Control

Relationship
o ACL

........... — = Access Request

ACL(0,) = {u,}
ACL(o,) = {}
ACL(0s) = {u,}
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How the model would look like?

UTSA

Policy Level Example

u
1
NACL

T oy )

policyLevel 2.2 8,2
a0
N

a,.3 »
a2 a,,0

a1

a,,0
policyLevel(a, ,0,) =2
policyLevel(a, ,0,) =0
policyLevel(a,;,0,) =1
policyLevel(a, ,0,) =0
policyLevel(a, ,05) =3
policyLevel(a, ,05) =2
policyLevel(a, ,0,) =2
policyLevel(a, ,0,) =0
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OOReBAC: Model Components

ICS and Definition UTSA
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1 15 a set of users

O 15 a set of objects

RCiz|zCOA|z|=2}

G={0, R} iz an undirected relationship praph with vertices O and

edges B

o A5 a set of actions

o (o) = { og | there exists a sirnple path of length p in praph G
from o4 to og}

: o policylevel: O x A — N

I o ACL: O = 2V which returns the Access control List of a
partieular object.

+ There 15 a single policy configuration point. Authorization Poliey.
for each action a € A, Authz, (w:U,0:0) 15 a boolean function
which returns true or false and u and o are formal parameters,

+ Authorization Poliey Langnage:

Bach action *a” has a shgle authorizatlon poliey
Authz, (w00 specified using the following language.
¢ =1 & PATH; .

T == Constraints PATH; = ACL(P (o) U ... U ACL(P*(c)) where 1 = min(| O |

- 1, polieyLevel(a, o))

where for any set X, ACLZD = [

* &% & &

Authorization

wex ACLE)
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ICS OOReBAC: An Example U'I'SA
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Sequence of operations and its outcome:

U= {U1> uz, Ua}
0= { 04, Oz, Oz, 04}

R = {{o1, 03}, {02, 03}, {03, 04} }
o ACL'I:'D:L} = {Ui}
ACL'I:'DZ:} = {Ug}
ACL'I:'DS} = {Ug}
ACL(O4} = {Ug}
policyLevel{read, 04} = 2

policyLevel{write, 01} = 0
policyLeveliread, o)= 2

policyLevel{write,05) = 1

={read, write}

" o -

-«

policyLevel 582 e e, e policyLeveliread,05) = 0
» ACL policyLevel{write,05) = 0
Relationship policyLevel{read,0,) = 2
policyLevel(write,04) = 1
Configuration: Sequence of operations and its outcome:

W A= {read Write} + read(u;,03), write(u;,03) are denied
Auth Tl = PpoiieyLevei(mead,o) + read{us, 04) is allowed, wrlte(u%, 04) is denied
+ Authz,. s(0:UoU)=ue + read(uy,04, write(uy,04) are denied

* AUthzwmﬁe(u:U,DZO) =R = PpoﬂicyLeveE(wﬂﬁe,oj
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OOReBAC: Application

UTSA

An OOReBAC Instantiation

« U= { Wpps Ugss Uad, Ugp, Usd, Uinyp }

-

O = 4 mrp,, Mrg,, Or.g, Moy, Mg, M, ©

+ R= {{H]rppa rnrgs}a {ITII'Q.S, H]I'cd}, {H]ch, H]Ieo'[}, {rﬂrop

e}, (e, mrea}}}

ACL{mry,} = {ug, },

ACLimr, ;) = {Ugs},

ACL(nlrcd) = {ucd},

ACL{mrop) = {uop },

ACL{mr. g} = {ued}a

ACL(mr,,} = {u,,}

Action ={read, write}

policyLevel{read mr,, }=co, policyLevel{write,mr,,)=0,
policyLevel(read,mr,. )=co, policyLevel(write,mr,.)=0,
policyLevel(read jur .4 )=co, policyLevel{write,mr.4)=0,
policyLevel{read mr _, }=co, policyLevel(write,mr ,, )=0,
policyLevel{read mr _;}=c0, policyLevel(write,mr_)=0,
policyLevel{read jur ., }=co, policyLevel(write,mr ., }=0
Aunthorization policy:

Authz, ..q(u,0) = u & profeylevsi(read,o)

AUuthZ, wmiee(,0) = 1 € proficy Level{writs,o)

Sequence of Operations and Outcomes
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1)

read{u,,,, mr,, ) : authorized

2} read{u.q, mr,, ) . authorized
3} Write({W,, My )+ authorized
4y write(u,,,, mr,,., ) . denied
5) write{u,,,, mr,,} : denied

11



I C S Implementation: Openstack
AV Object Storage (Swift) UTSA

Relationship

SourceFileName TargetFilelist
f @cloudy :accounty :containery | {fz @cloudy:accounty:containery,

The Institute for Cyber Security

[Authonzation Service]

&L ||| Relationship ||| Policy Level | = : ) -

| R Rkl fy @cloudg:aceounty :contanery }

\.\
[ Filename UserList
fi @cloudy:accounty :containery | {uy @cloudyaccounty,
|0u|j1 Cloud, { up @elondy raceounty
y FEdEFEtIDn _
ane 2
Establishment
L, U L
1 1 2- 3 G TE VTR .
PolicyLevel
] FileNarne Poliey Level
SWIﬁ S"-""'-'I'ftz fz @clouds ;aceountoeontamers | (download,2)
Ohjed Server, Objed Server,
f.1.1, fo fu Ty
4 =
/ Y
/ \

f \

download(L @, &, 1,0 f

Y
! N download{ugic a, 1)
downloadiu @c, a7 1
downloadiu, oo a, 10

= Authorization Eequest & Response
————— = Access Reduest
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Functional Specification:

Implementation

UTSA

Algorithm for Authorization

Algorithm 1 authorize(u,f,G)

Functions | Condifions | Updaes
Admnistrative Actions
CreateRelationship admin € tole(l) A Relationshipdet(filenamey ) U= {Rlenamey |
(1, lenarmey filenames) cloud(flenamey ) = eloud(u) RelstionshipSet(flenarey) L= {flenamey |
A flenarney ¢ RelationshipSet(lenarney)
A flenarney ¢ RelationshipSet(flenarne )
DeleteRelationship admn € tole(u) A RelstionshipSetflenarey ) \= {flenaruey |
(nflenarne flenamey) clond (Flenarvey ) = elond(n) RelstionshipSet(flenamey) \= {flenarse }
flenarney € RelationshipSet(filenarmey)
A fkenarney € RelationshipSet(filenames
InchndeAUserinACL Rol(u) € AdrinA ACL3et(flenamey ) L= {usemams; |
(1 lenamey usermame; ) cloud(flenarmey) = eloud(u)A
useenarey ¢ ACLSet(flenarne:)
ExcludeAUser FromACL Role(n) € AdrinA ACLSet{flenamey) \= Jusemame; }
(1 flenamey usermarne; cloud(flenarne ) = eloud(u)A
wsernattey € ACLSet(flenarney)
ConfigurePolicyLevel Rokefu)e Admin A PolicyLevel(flename)= mim
(1,5 lenarne ) cloud(flenamey ) = eloud(u)
[0
(perational Cornmand
download e 1J allow user u to download fle filenere;
(u flenamey ) A authorize(u filenames )
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if v in ACL(f) then
return true
else
policyLevel = policyLevel(f)
for depth limited search upto min(policyLevel, |O| - 1)
do
if if any of the file’s ACL contains u then
return true
end if
end for
return false
end if
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Conclusion and Future Work

e OOReBAC is the first attempt towards using object
relationship independent of user in authorization policy
specification and can only do where single type symmetric
relationship is used.

e Limitations of OOReBAC:

— Version Control system uses asymmetric relationship.

— Object oriented Programming needs multiple Type asymmetric
relationships.

We need to extend this model to accommodate multiple
type asymmetric relationships to configure version control
and object oriented system.
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Questions?
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