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d We have presented a unified model (Uni-ARBAC) for
administering user-role and permission-role assignments by

combining many of the existing administrative principles.
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Separation principle
[ARBAC97]

Separation of user & Separation of regular roles
permission administration from administration

Unification principles

Task as a group of User-pool as a group of
Permissions [TRBAC] USErS [ARBACO2]
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Inspiring concepts & principles

Design of administrative structure

Strictly based on role Flexible role hierarchy
hierarchy [Administrative scope] [Role-graph administration]

Principles of role administration [UARBAC]

Reversibility Administrative structure
flexibility
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e Pancres ARBAC97 |ARBACO02|SARBAC|UARBAC |Role graph |Uni-
[15] [13] (4], [5] |[10] model [18] [ARBAC

Task & task hierarchy v

Separation of user & .

permission administration ¥ “ v ‘ i

Separation of regular roles .

from administration v v v s

User pools & user pool hierarchy v v

Administrative structure design v v v

Reversibility & administrative o s

structure flexibility

Senior most administrators v v
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Variation of Uni-ARBAC

Aggressive inheritance No-self administration Discriminative revoke
model model model
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3. Iterate the process until
all roles are partitioned into
Administrative Units.

1. Use role hierarchy to discover

senior and junior roles.

“Junior-
most”
roles

“Senior-
most”
roles

2.Separate senior-most and junior-most
roles from role graph & define Administrative
Units with these roles.
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(a) Role Hierarchy Director (Dir)

Cloud Project Lead (CPL) Mobile Project Lead (MPL)
Cloud Engineer (CE) Quality Engineer Cloud Mabile Engineer (ME) Quality Engineer Mobile
{QEC) (QEM)

Cloud Developers (CD) Mobile Developers (MD)

Developers (Dev)

Employee (Emp)

Figl: Role hierarchy
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roles:{Emp., Dev., CD, MD} | | rodes:{CE, QEC, ME, QEM} roles:{Emp., Dev.} roles:{CPL, CE, QEC, CD} roles:{MPL, ME, QEM, MD}
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Fig2: Generated Administrative Units
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HealthCare

Figl: Role hierarchy

AU
roles:{}
roles: {Gastrology roles: {Payrol

Specialist, Cardiologist} | | Clerk, Taxes, Payroll}

Y
roles: { Gastrology roles;

{Primary-care
moles: {HeslthCare) Murse, Cardinlogy Physician, Specialist
Nurse, Murse} Physician, Doctor}

Fig2: Generated Administrative Units
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Uni-ARBAC unifies different role administrative principles into
a single model. It addresses different concerns raised in the
literatures of role-based administration.
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