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Abstract
Internet of Things (IoT) is revolutionizing the capabilities of

the Internet with billions of connected devices in the cyberspace.
These devices are commonly referred to as smart things enabling
smart environments, such as Smart Home, Smart Health, Smart
Transportation, and overall Smart Communities, together with
key enabling technologies like Cloud Computing, Artificial Intelli-
gence (AI) and Machine Learning (ML). Security and privacy are
major concerns for today’s diverse autonomous IoT ecosystem.
Autonomous things and a large amount of data associated with
things have fueled significant research in IoT access control and
privacy in both academia and industry. To enable futuristic IoT with
sustainable growth, dynamic access and communication control
framework that adequately addresses security and privacy issues
in IoT is inevitable. In this paper, we analyze the access and com-
munication control requirements in Cloud-Enabled IoT (CE-IoT)
and propose an attribute-based framework for access control and
communication control, known as ABAC-CC, to secure accesses
and communications (data flow) between various entities in the
IoT architecture. We also introduce a novel Attribute-Based Com-
munication Control (ABCC) model, which focuses on securing
communications and data flow in IoT and enables users to define
privacy policies using attributes of various entities. Furthermore,
we analyze the applicability of ABAC-CC in specific IoT application
domains, and finally, we present future research directions in the
context of Cloud and Edge computing enabled IoT platforms.
CCS Concepts
• Security and privacy → Access control; Authorization.
Keywords
Internet of Things; Attributes; Message Attributes; Cloud-Enabled
IoT; Communication Control; Attribute-Based Communication Con-
trol;
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1 Introduction
Internet of Things (IoT), with “anything” and “everything” be-

ing connected to the Internet, is becoming a pervasive reality of
our lives today. IoT devices are rapidly expanding both in terms of
numbers and capabilities. With advancements in IoT enabling tech-
nologies, such as Cloud and Edge computing, Artificial Intelligence
(AI), and Machine Learning (ML), users envision an autonomous
smart ecosystem where everything will be connected and contin-
uously communicating with each other. For example, in a Smart
Home scenario, you will be able to turn on smart appliances when
leaving fromwork to home, for your convenience. More specifically,
turn on the thermostat with desired set temperature, set and play
your desired music, and turn on your smart cooker with set timer,
so that as you reach home you have a relaxing ambience with your
food ready. Some of these are already shaping into reality with
IoT devices like a smart thermostat by NEST [8], or a smart watch
monitoring health and fitness, e.g., Fitbit [5], Apple watch [2].

However, this smart vision brings several challenges and con-
cerns with huge number of Internet-connected devices and other
services involved, e.g., Cloud and Edge Computing services. For
users, managing billion of IoT devices and data in their associated
Cloud platforms can soon become a nightmare. Moreover, the expo-
nential growth of connected smart devices, with expected number
of IoT devices to reach 25 billion devices by 2025 [46], tremendously
expands the IoT attack surface and raises various security and pri-
vacy concerns for the users. It is a challenging task to address
security and privacy issues in dynamic and evolving IoT space with
heterogeneous devices, communication platforms and protocols.
Therefore, a systematic and dynamic research approach is essential
to secure access, authorization, communication and data flow in
IoT for its continued success in the future.
1.1 Motivation

IoT devices have some unique characteristics which makes them
distinct compared to other Internet-connected user devices, such as
computers and smartphones. Some of these distinct characteristics
are discussed as follows.

• Distributed and Remote Location: IoT devices are widely
distributed and remotely located in different locations where
sometimes users do not have any physical control over these
devices, unlike their personal laptops or smartphones.

• Diverse Nature: IoT devices vary in size, capability and
functionality, communication and networking mechanisms
or protocols, and are manufactured by various vendors that
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have their own Cloud platforms to enable authentication,
authorization, and communication.

• Autonomicity: IoT devices, once deployed, can act autonomously
with technologies like AI and ML along with Cloud capabili-
ties (e.g., storage, computation, analytics).

• Dynamic Behavior: IoT devices behave differently in dif-
ferent scenarios based on the characteristics and contexts
for different users. Thus, contextual parameters play a vital
role in securing and managing these devices.

With such evolving characteristics of IoT devices, managing security
and privacy in IoT becomes even bigger challenge. In this paper, we
mainly focus on access control and communication control aspects
of security and privacy in Cloud-Enabled IoT. Traditional access
control models are inadequate to address the dynamic and diverse
access control requirements for the future IoT ecosystem with new
emerging capabilities and applications. Most of the current IoT
access control models [46] in the literature have focused on a single
centralized cloud IoT platform and are based on the dominant ac-
cess control model, viz Role-Based Access Control (RBAC) [27, 42].
However, IoT will soon move beyond a single Cloud platform and
access control and authorization will be managed or shared across
a set of collaborating Cloud providers or servers and become decen-
tralized [46]. In the realm of the diverse and dynamic nature of IoT,
we believe that different characteristics (or attributes) of users, de-
vices, and context need to be employed beyond roles in identifying
the authorizations associated with IoT devices and applications.

In addition to access control, communications in terms of data
flow in the IoT architecture need to be secured from unauthorized
data access and modifications. With pervasive IoT devices (e.g.,
smart wearable devices and medical IoT devices), collecting, storing,
and sharing sensitive user data, novel communication and data flow
control mechanisms need to be developed with detailed research for
preserving user data privacy. However, an access and communica-
tion control framework for IoT remains yet to be developed. In this
paper, we propose an attribute-based access control and com-
munication control framework, known asABAC-CC, to secure
accesses and communications in the context of Cloud-Enabled IoT
architecture with multiple devices, gateways, and multiple Cloud
services providers. It utilizes attributes of different entities, such
as users, devices, gateways, etc., to secure access and authoriza-
tions, and to determine allowed communications and data flow
among various entities in IoT. While Attribute-Based Access Con-
trol (ABAC) [29] has received significant attention in academia, it
is still in early transition phase in the industry.

On the other hand, in this research, we introduce the novel
Attribute-BasedCommunicationControl (ABCC)model, which
can secure data communication and flow between different enti-
ties in Cloud and edge network based on specified attribute-based
communication control policies. These policies are written using
the attributes of relevant IoT entities (e.g., devices, gateways, and
virtual objects (VOs)) including a new type of attribute, i.e., the
message attributes. In the ABCC model, we introduce message
attributes where attributes of the message are derived from the con-
tent or data in the message. IoT devices are continuously gathering
and sharing messages with different entities in the IoT architec-
ture. Messages are the unit of communication, and communication

control policies utilize message/data attributes (attribute name and
value) along with other attributes of relevant entities, such as users,
devices, and gateways [16]. Users can also define communication
control policies based on their privacy requirements. Besides, with
expected IoT advancements in the future and a collaborative IoT
framework, we identify the Attribute-Based Communication Con-
trol (ABCC) model as an essential component of the ABAC-CC
framework to enable secure communications across multiple smart
devices, gateways, and multiple Cloud platforms.

The rest of the paper is divided into six sections. Section 2 dis-
cusses brief background and related work. Section 3 presents cur-
rent and future access control and communication control require-
ments in diverse and evolving IoT architecture. Section 4 introduces
the basic conceptual ABCCmodel and discusses various entities and
types of attributes involved in ABCC policies. Section 5 presents the
ABAC-CC framework and depicts its applicability in IoT use case
scenarios. Section 6 presents potential future research directions,
followed by conclusion in Section 7.

2 Background and Related Work
In this section, we first provide brief overview of today’s dom-

inant IoT paradigm - the Cloud-Enabled Internet of Things that
we are considering in this research. We then briefly discuss related
work on attribute-based access control and communication control
mechanisms.
2.1 Cloud-Enabled Internet of Things (IoT)

Today, IoT is being explored in various sectors, such as com-
merce, government, academia, and industry. Generally, IoT devices
or “things” are resource-constrained with limited storage, power,
and computation capabilities. An emerging IoT architecture today is
the integration of Cloud and IoT, with major cloud service providers
(CSPs) offering IoT services and applications on top of their existing
cloud framework [9, 20]. Cloud computing has become a key en-
abling technology with virtually unlimited capabilities (e.g., storage,
computation, analytics) for IoT devices that supports its ongoing
and future success in a sustainable manner.

The integration of Cloud and IoT has been widely suggested
in the literature [12, 15, 24, 31, 38, 41]. In industry, major CSPs,
such as Amazon Web Services (AWS) [1], Microsoft Azure [11],
Google Cloud [6] Cloud, including others, have introduced new IoT
services. The integration of Cloud and IoT forms a new powerful
Cloud-Enabled Internet of Things (CE-IoT) paradigm [20]. Con-
sequently, it also introduces new security and privacy challenges
in IoT, including traditional Cloud threats and vulnerabilities and
emerging security and privacy threats to IoT sensors, devices, and
applications.Within a CE-IoT architecture, edge computing services
and capabilities are being explored which generates an interesting
research direction in the context of IoT security and privacy.

The developments of IoT has been maintained based on under-
lying IoT architectures. A basic IoT architecture comprises three
layers: i) Object or perception layer, comprising devices and physical
objects, ii) One or more Middleware layer(s), that include virtual
objects (digital counterpart of physical objects) [36], and Service-
Oriented Architecture (SOA) management services, and iii) An
Application layer, which is at the top of the architecture where
users and administrators can directly interact with IoT applications.
Many different layered IoT architectures have been proposed in
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Figure 1: Access Control Oriented (ACO) [13] and Enhanced
ACO [20] CE-IoT Architectures

the literature [12, 15, 39, 49]. In particular, an access control ori-
ented (ACO) architecture for Cloud-Enabled IoT is proposed in [13].
The ACO architecture has four layers: an object layer, virtual ob-
ject layer, cloud services layer, and applications layer. Each of these
layers encapsulates different entities, associated data, and their ac-
cess control requirements in the CE-IoT framework. To abstract
the heterogeneity of IoT devices, and enable edge computing ca-
pabilities, particularly in domains like Wearable IoT (WIoT), we
extended the ACO architecture and proposed an Enhanced ACO
architecture (EACO) in [20]. Figure 1 shows the two layered CE-IoT
architectures. In this paper, we focus on access and communications
between various entities in the EACO architecture.
2.2 Related Work

Most access control models for IoT have been developed based
on few popular models in the industry, such as Role-based Access
Control (RBAC) and Capability-Based Access Control (CapBAC)
[33]. A more flexible access control model that has recently gained
attention in academia is Attribute-Based Access Control (ABAC)
[29, 30] where permissions are determined based on attributes
(properties) of users (or subjects) and objects. Despite the devel-
opment of numerous access control models, there is no consensus
on a standard formal access control model for Cloud-Enabled IoT
due to its evolving characteristics. Cloud-Enabled IoT platforms are
rapidly being developed and deployed by major CSPs. However,
these platforms have a heterogeneous set of capabilities for their
IoT architectures, including different communication protocols, e.g.,
MQTT [10], CoAP [4], and HTTP, and different authentication and
authorization mechanisms. Similarly, there are many IoT manufac-
turers and vendors, which also results in heterogeneity in devices’
characteristics, and networking and communication protocols. This
diverse and a rapidly growing number of industry players in the
IoT space makes it even more difficult to develop a standard access
control and communication control framework for CE-IoT.

There are various IoT access control models developed to address
access and authorization in single cloud enabled IoT architectures
[13, 14, 20, 21, 25, 47, 48, 50]. Ouaddah et al. in [37] present a com-
prehensive review of IoT access control models. In Ye et al. [50],

the authors proposed an efficient authentication and access control
scheme for IoT where they employed an ABAC-based authorization
method as access control policy with an efficient mutual authenti-
cation mechanism based on secure key establishment using ECC
(Elliptic Curve Cryptosystem). Currently, in CE-IoT, major Cloud
service providers utilize a cryptographic authentication mechanism
to secure IoT devices. Some CE-IoT platforms, such as AWS IoT [3]
and Google IoT Core [7], have started to explore ABAC capabili-
ties. However, an ABAC authorization mechanism for authorizing
users and devices based on their attributes is yet to be adopted and
implemented in real-world Cloud-based IoT platforms.

Besides, with large amount of IoT data, communication control
to secure data flow in IoT is a critical aspect of ensuring security
and privacy in IoT. With billions of connected devices, there is
a huge amount of data continuously being generated, collected,
shared/transmitted, and analyzed in IoT components [17]. This IoT
data can be categorized into two general categories: i) static data
or data at rest, and ii) dynamic data or data in motion. Currently,
access control mechanisms are being applied to secure the static
data where the data is considered as an object in the system. In CE-
IoT, IoT devices, gateways, Virtual objects, and multiple Clouds are
continuously communicating and sharing data with each other. It
is critical to address security and privacy concerns associated with
communication and data flow by developing secure and flexible
communication control models. However, a communication control
model in the context of IoT is currently lacking.

While access control models secure access to objects by autho-
rized subjects, communication control models are essential to secure
communication and data flow from one component to the other
and to enable user-defined privacy policies in CE-IoT architecture.
Unlike extensive literature on access control models, there is very
limited research on communication control models. However, re-
searchers have developed access control models to secure access to
the data in databases [26, 40] based on role-based approach with
some special attribute.

Generally, communication control has been widely studied in
the networking domain. In networks, there are distinct devices and
systems, such as routers and firewalls, which control communica-
tion occurring in the form of packets based on some predefined
rules and algorithms. A more specific example of a communication
control device or system in information security is a Guard device.
Guards control communication from one component to the other in
a network [16]. In Section 4, we develop and present a conceptual
model of Attribute-Based Communication Control (ABCC) and dis-
cuss its design and components. This is a first general conceptual
model of ABCC to the best of our knowledge. Similarly, formal
communication control models based on attributes of IoT entities
can be designed and developed to secure communications among
various authorized entities in the CE-IoT architecture.
2.3 Scope and Assumptions

In this research, we mainly focus on current and emerging ac-
cess control and communication control requirements in CE-IoT.
Unlike access control, communication control is a novel concept
which need to be explored in detail for IoT devices and applications,
especially when these devices and applications are continuously
gathering and transmitting sensitive user data between different
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Figure 2: CE-IoT Architectures - Access and Communication Control shown in Cloud with and without Edge Cloudlets

entities in a CE-IoT architecture. Besides, as shown in Figure 1, we
assume the Device-to-Device communication will occur through
theObject Abstraction layer, i.e., encapsulating the edge gateways. In
some IoT domains, such as Vehicular IoT and Internet of Battlefield
or Military Things (IoMT/IoBT), device-to-device communication
is critical and would be enabled by edge or fog computing. Here, we
assume authentication on physical devices is enabled through cryp-
tographic keys and certificates. Hence, discussions associated with
device-to-device communications at the object layer are outside
the scope of this paper.

3 Access Control and Communication Control
Requirements in IoT

In order to develop an access control and communication con-
trol framework for CE-IoT, we first need to identify access control
and communication control requirements in CE-IoT by analyzing
existing limitations, differences, and gaps in the CE-IoT architec-
ture. In this section, we discuss some relevant issues within the
IoT ecosystem and analyze current and future access control and
communication control requirements for CE-IoT.

Today, most popular CE-IoT architecture is a single Cloud-IoT
architecture where IoT devices connect and communicate with a
Cloud platform. However, to support communication between bil-
lions of IoT devices and provide local computation, analytics, and
storage at the edge of the network, we envision a CE-IoT architec-
ture with edge computing capabilities enabled through small edge
cloudlets [43]. One mechanism to implement cloudlets is through
gateways which have sufficient capabilities, such as storage and
computation power, to act as a small cloud on the edge. However,
influenced by different instances of the Cloud-IoT architecture, the
access control and communication control requirements will evolve
accordingly based on the architecture being used for IoT devices
and applications.

As discussed earlier, there is no unified CE-IoT architecture for
IoT yet. Based on different scenarios users can adapt different in-
stances of the CE-IoT architecture. It is partly due to the current
marketing strategy of CSPs to develop and deploy their IoT devices,
for example numerous Smart Home Assistants, which are com-
patible and can communicate only with the Cloud platform that
developed it. Therefore, with billions of IoT devices, these single cen-
tralized Cloud-IoT architecture creates an interoperability issue,
which is already being realized by the users who ownmultiple smart
devices from different manufacturers or vendors. Therefore, single
cloud-IoT architecture will soon evolve with real-time communica-
tions and collaboration across several Cloud platforms [46]. With
inter-Cloud collaboration being inevitable in the future, we need
dynamic and flexible access control and communication control
mechanisms to enable collaborations and trust across single-cloud
and multi-cloud environments.

Figure 2 shows two different instances of the Cloud-Enabled IoT
architecture. Figure 2 (a) shows a Cloud-IoT architecture without
edge computing consistent with the ACO architecture shown in
Figure 1 (a). Figure 2 (b) shows a Cloud-IoT architecture with edge
cloudlets which enable edge computation, communication, and
storage consistent with the ACO architecture shown in Figure 1 (b).
The CE-IoT architecture in Figure 2 (b) is more suitable to support
local computation and analysis towards the edge by utilizing AI and
ML techniques and support real-time communications with fast
response even in intermittent network once the gateway (cloudlet)
and devices are authenticated and configured through the Cloud.
Now, in both architectures, the access control and communication
control requirements will vary based on different entities involved
and user privacy concerns. For example, in Figure 2 (a), IoT devices
connect to the Cloud and send all the data to the Cloud. Here the
devices access and communicate with the virtual objects (VOs)
hosted in the Cloud platform and the VOs can be access by IoT
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Figure 3: Access Control and Communication Control Requirements in CE-IoT

applications and other services to get and send or update data to
physical devices.

However, in Figure 2 (b), the devices connect and communicate
with the edge gateway/cloudlet which provide edge computation
and enables access control and communication control towards the
edge of the network. The gateway enabled communication with
the VOs in the cloud and makes sure that physical devices can
communicate with respective VOs in the Cloud platform. Moreover,
the edge cloudlets enables users to define privacy preserving com-
munication control policies. For example, users with higher privacy
concerns do not want all their data to move to the Cloud platform
at all times and would rather prefer that their data remains within
the edge network, possibly stored in the edge cloudlet (gateway)
unless some emergency or extraordinary condition occurs.

Figure 3 shows a holistic view of CE-IoT with different users,
devices, gateways in cloudlets, and virtual objects in the Cloud
platform along with other services. This figure is a more specific
version of the Figure 2 (b) which shows various access control
and communication control requirements in the CE-IoT architec-
ture. Here, it depicts a Smart Health scenario, where users have
multiple wearable IoT devices that connect to some gateways and
the gateways are connected to the Cloud. In this scenario, there
are various accesses and authorizations involved between devices,
gateways, and virtual objects. Many Cloud-Enabled IoT platforms,
such as AWS IoT and Google IoT Core manage access control and
authorization through some customized form of RBAC models in
an Identity and Access Management (IAM) service in the Cloud
shown as ACP (access control policies). However, they have real-
ized the limitations of RBAC and have already started looking into
ABAC, but not yet fully implemented it successfully. At the same
time, how would you control the flow of data from one end to the

other, such as device to gateway, or gateway to VO in the Cloud
platform, and even across gateways and across multiple Cloud
platforms. The possible accesses and communications are shown
through various colors in Figure 3 asDevice-and-Gateway (access
and communication from device to gateway and gateway to de-
vice), Gateway-to-Gateway (access and communication between
gateway and gateway), Gateway-and-Cloud (access and commu-
nication from gateway to VO in the Cloud platform and from VO
in the Cloud platform to gateway), and Cloud-to-Cloud (access
and communication between VOs in different Cloud platforms).
3.1 Use Case Scenario

With the in figure, some use case scenarios are discussed below.

• Scenario 1: In the smart health monitoring example in 
Figure 3, the users do not want their data to be shared with 
the Cloud at all times and rather confine the data at the 
edge network and only send important updates to the Cloud 
platform based on some predefined conditions.

• Scenario 2: Similarly, users want to restrict messages 
(e.g., recommendations for health, exercise, etc. which 
are less critical in nature) coming from Cloud to users 
through IoT applications.

Within these scenarios, there are several questions that need to be
answered. For example, How would a user be able to control com-
munications in these scenarios? What is a secure and flexible way to
do so? How would they define access control policies together with
communication control policies? These are some of the specific ques-
tions that require further research and can be facilitated through
the ABAC-AC framework. The ultimate goal is to enable the users
to have the flexibility to define fine-grained access control and com-
munication control policies for their smart devices. A promising
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Figure 4: Attribute-Based Access Control (ABAC) vs. Attribute-Based Communication Control (ABCC)

approach is to utilize the attribute-based approach for access and
communication control within the ABAC-CC framework.

4 Attribute-Based Communication Control
In this section, we propose a general conceptual Attribute-Based

Communication Control (ABCC) and compare the structure of
Attribute-Based Access Control (ABAC) and Attribute-Based Com-
munication Control (ABCC)models. In general, access control refers
to controlling access (e.g., read, write) to a protected entity (e.g., an
object, or a subject) from another entity (e.g., a user or a subject)
requesting that access on it. Whereas, in communication control,
the communication of a specific element (e.g., message) is being
controlled from one entity (or endpoint) to another. The specific
entities, elements and their characteristics in the models depend on
the system or domain they are designed for and are more concretely
designed during the model implementation.
4.1 Attribute-Based Access Control (ABAC)

There have been many ABAC models proposed for various do-
mains in the literature [18, 19, 23, 32, 44, 45, 51]. ABAC models
have also been applied in administrative context for controlling
administrators accesses, such as CRUD (create, delete, update, re-
voke) operations on model entities – users, objects, subjects, roles,
and virtual objects [14, 28, 34, 35]. Figure 4(a) presents a simplified
structure of a conceptual ABAC model. In simplest form of ABAC
model, there are subjects (S), objects(O), subject attributes (SA),
objects attributes (OA) and operations (OP). A subject is a user
or a process, and an object is a resource (e.g., printer, file) or data
stored in a system. An operation is an access right (e.g., read, write,
credit, debit) to be performed on the object. The subject attributes
represent the characteristics of the subject, for example, for a user

the attributes could be the name, age, title, etc. Similarly, the object
attributes represent the characteristics of the objects, such as owner,
type, sensitivity level, etc.

Besides subject and object attributes, there are contextual at-
tributes, also known as environment attributes (EA), such as time
of day, location and so on, which can be employed to define more
fine-grained authorization policies. An example of an attribute-
based authorization policy is – a user with title as manager can
read an object with sensitivity level as high when the time of the
day is between 9:00 am to 5:00 pm and location is office. ABAC poli-
cies can be specified in two ways: logical formulas with predicate
logic and enumerations policy [22]. An authorization function –
Auth_f unc = (s ,o, r ) which identifies the authorization of a sub-
ject s on an object o to perform some right (or operation) r, is
evaluated based on the attributes of subject s and object o and
specified authorization policies. If a policy is satisfied based on the
attributes of subject and object to perform the right r, then access
is granted, otherwise denied.
4.2 A Conceptual Model of Attribute-Based

Communication Control (ABCC)
In ABAC models, attributes of different entities are used to de-

termine allowed accesses on protected resources and data from
authorized entities. However, in Attribute-Based Communication
Control (ABCC) models, both the attributes of entities communi-
cating with each other and the attributes of the communication
unit are taken into consideration while determining if the com-
munication should be allowed or denied. Some of the prior work
has identified the need to control data and communication in IoT
and also developed models to control VO to VO communications
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[13, 14]. However, a general conceptual model for attribute-based
communication control is still lacking.

Here, we propose a conceptual model for attribute-based com-
munication control as shown in Figure 4 (b). ABCC has unique
characteristics compared to ABAC. There are two endpoints End-
pointA and EndpointB, and a Message is being communicated
between these two endpoints. The endpoints could be devices as
routers (stateless/stateful or internal/external routers), systems, or
even IoT devices. EndpointA and EndpointB have attributes which
represent the properties of these endpoints, such as type, owner,
etc. The attributes of EndpointA and EndpointB are represented as
EA-A and EB-A respectively. Themessage is a unique new element
which is created and is in existence when an endpoint generates it,
sends it, and receives it during the communication and data flow
process. It is a structured message (e.g., JSON, XML) that comprises
a set of properties. Thus, the message attributes and their values
are derived from these properties within a message rather than
being assigned by an administrator. MA represents the message
attributes. The properties in the message content, which are in the
form of key and value(s), can be derived as the message attributes.
For example, if the message has a property as temp = 80 where temp
is the key and 80 is the value, then it can be derived as a message
attribute temp with value 80.

In ABCC, there is only one operation send-filter. The send-filter
operation is a directional one-way operation from a sender to a
receiver, so we have two instances to capture two-way commu-
nications. For example, from an IoT device (sender) to the Cloud
(receiver), and from Cloud (sender) to devices (receiver). The two
instances are distinguished due to different communication con-
trol and information flow requirements in the two directions. The
send-filter(A → B) represents a send-filter operation where the
sender of a message is EndpointA and receiver is EndpointB. Simi-
larly, send-filter(B → A) represents the communication from End-
pointB to EndpointA, where EndpointB is the sender and EndpointA
is the receiver.

The send-filter function is defined with 2 inputs, a sender and a
receiver. Evaluation of this function also requires an attribute-based
communication control policy. This policy is specified in terms
of attributes of the sender, receiver, messages, and environment
and is evaluated in the communication control policy function
(CCP in Figure 4 (b)). The evaluation results in the message being
blocked, forwarded as is or forwarded with some portions removed
or sanitized. Assume there is an “ownerâĂİ attribute for endpointA
and endpointB, thus, examples of communication control policies
areas follows.

• If the owner attribute values for a gateway (endpoint A) and
owner attribute values for a virtual wearable IoT device (end-
point B) in Cloud are same, and the temperature value (a
message attribute) is greater than 102 degrees Fahrenheit, then
send the unfiltered (original) message from A to B.

• If the temperature value is in normal range, then either send a
filtered message removing some sensitive information such as
location of the user, or even do not send the message and store
it at the gateway (endpoint A) since it is not a critical scenario.

In order to secure communication and data flow, a set of commu-
nication control policies are defined by a user or an administrator

based on the attributes of endpoints and messages in a system. For
a specific sender, receiver (target), and a message, the Communi-
cation Control Policy (CCP) function is evaluated to identify if
the message should be sent unfiltered (original message), filtered
(removing sensitive information), or should not be sent from a
sender to a receiver. As per the direction of communication and
data flow, either of the endpoints can act as a sender or a receiver of
a message. Similar to ABAC, Environment attributes (EA) can
also be included in CCP to enable more fine-grained and dynamic
communication control based on respective context (e.g., time of
day, location). A simple communication control policy is given as:
“if the owner of endpoint A and endpoint B is the same, then allow
the message to be sent from A to B, otherwise deny.” The CCP func-
tion is defined and co-located with one of the two endpoints, or in
some cases be hosted in a separate system between two endpoints.
In CE-IoT architecture, the data and information is continuously
flowing between several components. For instance, in a wearable
IoT scenario, IoT messages are communicated between wearable
devices, gateways, virtual objects (VOs), cloud services, and appli-
cations. Therefore, the endpoints, the messages, and the direction
of communication and data flow will change as per the type of
communication architecture under consideration.

While there have been many ABAC models proposed in the lit-
erature, this is a first general conceptual ABCC model presented
for controlling communication between two endpoints based on
their attributes as well as message attributes, to the best of our
knowledge. This model is abstract in nature and can be shaped
into concrete entities and components based on the communication
paradigm being used in real scenario. Some of the prevalent com-
munication models are publish/subscribe model for IoT devices,
and widely adopted TCP/IP communication model, for Internet
communications, etc.
4.3 ABAC vs. ABCC

Both the ABAC and ABCC models utilize attributes of various
entities in the system, however, the units being controlled are dis-
tinctly different. Additionally, the uniqueness of ABCC lies in its use
of the attributes of the communication unit together with attributes
of other entities in the communication control policies. Another
major difference is that ABAC protects data and information stored
in the system which is static, whereas ABCC secures data and in-
formation in motion, such as communications and data flowing
from one entity to the other. ABCC model is also distinct compared
to ABAC since it is responsible for addressing two major security
concerns. First, it identifies if two endpoints should be allowed to
communicate with each other utilizing their attributes. Second, it
controls the flow of data and information from one endpoint to
another endpoint while considering the content of data and infor-
mation. This is critical especially to preserve user privacy and data
security while data is in motion.

Moreover, in ABCC, the endpoints are system entities rather than
individuals and represent machines in active states. A user’s identity
is embedded in the attributes of the endpoints and the message
being communicated between these endpoints. While ABCC and
its capabilities are pertinent to many domains, this paper focuses
on ABCC models in realm of the CE-IoT architecture.
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Figure 5: Attribute-Based Access and Communication Con-
trol Framework in EACO Layers

5 Attribute-Based Access and Communication
Control Framework

In a CE-IoT architecture, there are various entities and compo-
nents continuously interacting with each other, such as users, IoT
things/devices, gateways, virtual objects, Cloud services, and ap-
plications. These interactions includes access and authorizations
defined for several components and communications and data flow
among these components. IoT has some unique characteristics com-
pared to Cloud computing, especially due to the distributed and
autonomous nature of IoT devices (e.g., sensors, actuators) and
gateways deployed in the wild. Therefore, in order to rethink and
reevaluate traditional access control models and mechanisms, cur-
rently being employed by CSPs for their Cloud services, we propose
an Attribute-Based Access Control and Communication Control
framework to adequately capture and address the evolving access
control and communication control requirements in Cloud-Enabled
IoT architecture.
5.1 ABAC-CC Framework

Figure 5 represents the attribute-based access control and com-
munication control (ABAC-CC) framework across the Enhanced
ACO layers. The ABAC-CC framework is based on the attribute-
based approach which forms the foundation of the framework
to control access to various entities and to control communica-
tion in terms of data flow from one end to another in CE-IoT ser-
vices/applications.

The core components of ABAC-CC framework are described as
follows.

• Authentication: Here, we assume the authentication for
devices is enabled through cryptographic key coupling be-
tween physical devices and virtual objects, and is managed
at the cloud platform level.

• Attribute-BasedAccessControl andAuthorization: For
proper access control decisions, there has to be secure ABAC
models developed with a mechanism to define fine-grained
access control and authorization policies. These models can
be applied and implemented at the Cloud Level and enforced
on entities at lower levels.

• Attribute-BasedCommunicationControl: Attribute-Based
communication control policies defined based on entities and
message attributes which allows the users to define their
desired privacy policies. Including the message attributes
by inspecting the message content itself introduces a lot of

flexibility and enhanced data security and privacy in con-
trolling the flow of IoT data/messages from one components
to the other in the CE-IoT architecture with edge computing
capability. The ideal place to enforce communication control
policies would change and can be adapted as required. For
example, if the user want to control data flow from edge to
Cloud, then they should deploy ABCC policies at the gate-
way/cloudlet level.

• Cloud-Enabled IoT Services and Applications: Utilizing
the attribute-based approach, CE-IoT applications and ser-
vices can enable fine-grained access and communications
compare to their existing role-based and policy-based ap-
proaches.

ABAC-CC framework can be employed to control access and
communication between different components,Devices-and-Gateways,
Gateways-to-Gateways, Gateways-and-Cloud(Virtual Objects), and
Cloud-to-Cloud, as discussed in Section 3 in Figure 3. For Devices-
to-Devices, currently we consider a cryptographic key coupling
authentication and authorization on physical devices due to re-
source constrained nature of IoT devices. For now, we assume the
device-to-device access and communication is enabled through
the edge gateways. However, in the future with Vehicular IoT and
IoBT/IoMT domains where devices become capable to support edge
computation, we might need to expand the ABAC-CC framework to
incorporate relevant Device-to-Device access and communication.

Figure 6 shows a Smart Health use case scenario where is a user
has wearable devices continuously collecting data and monitoring
the physiological parameters. It also shows a general mapping of the
ABAC-CC framework and its application in context of the use case
with attribute-based access and communication control policies.
Here, the user wants to restrict her location and other data values,
such as temperature and heartrate (if they are in normal range) to
flow from the gateway to Cloud virtual object.

The first thing that will be checked here will be the attribute-
based access control policy, if a device and gateway have the same
value for an owner attribute, then only they will be able to access
each other. Now, for communication control, the attribute-based
communication control policy will be checked with message at-
tribute values, such as if heartrate, location, and temperature are
message attributes, then if we they are in the specified range of
values, the data will be stored in gateway and will not flow from
gateway to Cloud VO for the device. However, there need to be
more research to be done to answers specific questions, such asHow
the formal models and definitions will be devised for ABCC models?,
How the ABAC and ABCC policies can be defined together in a single
or distributed platform?, etc. Moreover, there has to be a gradual
shift from current RBAC models to the attribute-based ABAC-
CC framework in current and future CE-IoT platforms enabled by
relevant real-world use case scenarios and applications.

6 Future Research Directions
With the proposed ABAC-CC framework, we aim to enable se-

cure and user-privacy enhanced access and communication control
in CE-IoT. Furthermore, here we expand on additional research
challenges and directions in different areas beyond the ABAC-CC
framework to support the goal of enabling security and privacy
enhanced CE-IoT and smart communities.
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Figure 6: Access and Communication Control from Edge Cloudlet to Cloud Utilizing ABAC-CC Framework

• Artificial Intelligence andMachine Learning:With var-
ious intelligent and autonomous systems in the IoT context,
AI and ML technologies can enable autonomous interactions,
secure communication and information flow between smart
entities and devices. Therefore, research on utilizing AI and
ML techniques for efficient autonomicity and IoT security
and privacy is a promising research direction.

• Distributed Computing: To enable secure smart whole
communities in the future, research in areas of trusted dis-
tributed computing infrastructure and technologies is neces-
sary. Some of the research areas are: Blockchain trust frame-
works, distributed and dynamic access and communication
control models, efficient and low-latency communication
protocols and distributed Cloud and edge computing.

• Collaborative IoTModels: For a sustainable growth of IoT,
collaboration among multiple Cloud platforms and cloudlets
at the edge of the network is inevitable. Secure and trust-
worthy collaboration, possibly based on sharing of attributes
of entities, can be utilized in developing trust relationships
across several Cloud and IoT platforms for developing ubiq-
uitous IoT network and connectivity.

• Insider Threats andRogueDevices:WithABCC,we iden-
tified that the users will be able to define privacy preserving
communication control policies. The other aspect that needs
further exploration is offensive attackers perspective in IoT,
such as an insider threats or unauthorized physical access
gained to IoT devices for creating IoT-Bot devices. Further
research on attacks and defenses in these scenarios is in
demand, currently and in the future.

• Dynamic Edge and Fog Computing: IoT devices and sen-
sors at the edge of network and users, especially in domains
such as Internet of Vehicles (IoV), Wearable IoT, and Internet
of Battlefield Things (IoBT), are continuously mobile along
with highly sensitive data in motion. Significant research
on edge and fog computing technology is crucial for IoT
frameworks, such as ABCC-CC to enable data security and
communication in a distributed and dynamic environment
for futuristic IoT.

7 Conclusion
In this paper, we introduced the Attribute-based Communication

Control (ABCC) model and compared its structure with the basic
ABAC model. We also proposed an Attribute-Based approach to
secure access and communication in CE-IoT architecture with edge
computing capabilities and discussed its utility in a Smart Health use
case. We also presented future research directions and challenges.
Overall, the main goal of this research is to reevaluate and rethink
current access control mechanisms and design newmodels on top of
the attribute-based approach to secure IoT access, communication,
and data at rest and in motion. Furthermore, the objective here is to
introduce and stimulate research on ABCC models for real-world
IoT application domains, such as Smart Home, Smart Health, etc.
In addition, real-world implementation and enforcement of ABAC
is still a challenge. Therefore, real-world use cases implementation
and enforcement employing ABAC together with ABCC models
are necessary. In the future work, we plan to develop formal ABCC
models for securing communication between various components
in the context of CE-IoT.
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