
• Internet of Things (IoT), a pervasive and diverse concept, refers to a

network of Internet enabled smart devices and their communication with

each other, applications and systems.

• With ubiquitous Internet, IoT devices and applications have started to

play a vital role in every aspect of our lives with “anything” and

“everything” being connected to the Internet.

• A recent IoT architecture shaping the industry today is the integration of

Cloud and IoT, with major cloud services providers offering IoT

services and applications on top of their existing cloud services [1].

• Security and Privacy are the primary concerns that need to be

addressed in a Cloud-enabled IoT (CEIoT) architecture.

• IoT devices and applications in some domains like healthcare and

military are highly privacy and latency sensitive with low bandwidth

and power capabilities.

• Currently, most cloud-IoT platforms (e.g., AWS IoT [2], Azure IoT

Suite [3], etc.) utilize a centralized single-cloud architecture to enable

secure connection and communication in IoT.

• According to Gartner, there will be more than 25 billion connected IoT

devices by 2020 [4], therefore, we believe that the need for a multi-

cloud IoT architecture is inevitable to support IoT in the near future.

• Formal access control models addressing security and privacy issues in

such an architecture are still not well-defined.

• Multi-Cloud IoT Architecture:

 With more than 25 billion connected IoT devices by 2020 [1], 

the need for a multi-cloud IoT architecture, employing edge 

computing, is inevitable to support IoT in the near future.

 Cloudlets, introduced by Satyanarayanan et al. [2], are mobility-

enhanced small-scale cloud datacenter located at the edge of the 

Internet extending today’s cloud computing infrastructure. 

 Here, we propose a multi-cloud IoT architecture utilizing 

cloudlets for providing a part of cloud capabilities at the edge 

and address above single-cloud IoT issues. 
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Figure 1: IoT Application Domains [1]

Figure 2: A Cloud-IoT Architecture

Figure 7: A layered view of RHFM example [1]

Fig 5: A smart light use case scenario [5]
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• Attributes of different entities, such as IoT things, could also be used in an authorization 

policy consistent with Attribute-based access control (ABAC) [7] but in limited scope.

• To demonstrate access control and authorization aspects of a CEIoT, we present a smart-

home use case configured based on the AWS-IoTAC model utilizing AWS IoT and cloud 

services, with defined access control policies.

Figure 3: AWS IoT access control (AWS-IoTAC) 

model within a single account [4]

• Initially, we investigated a commercial cloud-

enabled IoT (CEIoT) platform, viz., AWS IoT 

[2], and developed a formal access control 

model for it, the AWS-IoTAC model [5]. 

• AWS [6] uses a policy-based access control 

mechanism for its cloud and IoT services,

where authorization policies can be attached to 

users, user groups, “roles”, and certificates [2].

MULTI-CLOUD IoT ARCHITECTURE

• In a multi-cloud architecture, there are numerous IoT components, such as multiple-

clouds, associated users, devices and applications, and interaction between these

components need to be controlled with appropriate access control models.

• One of the IoT domains where multiple clouds interactions can be realized is health care.

• A Remote Health and Fitness Monitoring (RHFM) Example [1]:

• Access Control Requirements:

 User-centric data security and privacy

 Privacy-preserving policies at gateway level

 Secure collaborative data sharing

 Secure trust mechanisms between two or more clouds

Fig 6: A sequential view of RHFM Example [1]
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• Access control model for AWS IoT will act as a base model and allow

us to develop multi-cloud IoT models to control access to IoT entities

and data in multiple cloud scenario (can be realized as cross-account

in homogenous clouds).

• Besides role-based access control (RBAC) [8], ABAC is a promising

approach for securing dynamic IoT space, moreover relationship-

based access control (ReBAC) [9] is another model we plan to

investigate to capture user-devices and other relationships.
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