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I-C-S RBAC Shortcomings
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I-C-S ABAC Status
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I.C.S ABAC is not New
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I.C.S ABAC is not New
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I.C.S ABAC is not New
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I.C.S ABAC is not New
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I.C.S ABAC is not New
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ICS ABACa Model Structure UTSA

The Institute for Cybet Security

Policy Configuration Points

1, Constraints on subject attributes at 2, Qgnstraints on object attributes at

creation and modification time, cration and modification time,
| UA >| SA I —»=-| OA
i A 4
I |
| |
| - o
. 3, Authorization policy .

@ ° Authorization

- Constraints e e Associalion - Creator

Just sufficient mechanism to do
simple forms of DAC, MAC, RBAC

© Ravi Sandhu World-Leading Research with Real-World Impact! 13



[-C:S§ ABACa Authorization Policy UTSA
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+DAC

+MAC

+RBACO

+RBAC1

© Ravi Sandhu

Authorization__, (s,0) = SubCreator(s) € reader(0)

rea

Authorization, . (s,0) = SubCreator(s) € writer(0)

write

Authorization ., (s,0) = sensitivity(0) < sclearance(s)
Liberal star : Aauthorization, .. (S,0) = sclearance(s) < sensitivity(0)
Strict star : Aauthorization,,... (S, 0) = sensitivity(0) = sclearance(s)

Authorization__, (s,0) = 3r e srole(s).r € rrole(o)

read

Authorization , (S,0) = 3rl e srole(s).dr2 e rrole(o).r2<rl
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I C S ABACa Subject Attribute Constraints UTSA

e for Cyber Sec

SMAC creation ConstrSub(u, s,{(sclearance,value)}) = value < uclearance(u)

modification FALSE

SRBACO ConstrSub(u, s,{srole, value}) = value c urole(u)

+RBAC1 ConstrSub(u, s,{srole,value}) = Vrl e value.ar2 e urole(u).r1<r2



I C S ABACa Obiject Attribute Constraints UTSA

e for Cyber Security

++DAC Creation ConstrObj(s, 0,{(reader,vall), (writer,val 2), (createdby, val3)}) =
val3 = SubCreator(s)

Modification ConstrObj(s,o0,{(reader,vall), (writer,val2), (createdby,val3)}) =
createdby(o) = SubCreator(s)

+MAC Creation ConstrObij(s, o,{sensitivity, value}) = sclearance(s) < value

Modification FALSE



o . ABACB Model

The Institute for Cyber Security

1. Constraints on subject attribute 2. Constraints on object attributes at
at creation and modification time creation and modification time

(Different policies can be specified for creation  ((Different policies can be specified for

and modification time) creation and modification time)

i A 4
|
|
|

3. Authorization policy

¥

Authorization

)

=P Constraints « o= = Association gy Creator

Can be configured to do many
but not all RBAC extensions
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I. C.S Roles and Attributes UTSA
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