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What is Safety in an Access Control  Model? 
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Safety  Analyzer(For 
Decidable  Safety Problem) 

Initial  State 



ABACα Model 
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Basic Sets and Functions of ABACα 
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Safety Question On ABACα 

© Tahmina  Ahmed World-Leading Research with Real-World Impact! 5 

∈



Safety Analysis Scope of ABACα 
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Our Analysis Scope 
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Is Safety Of ABACα UnDecidable? 
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Turing Machine  
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Turing Machine 
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Turing Machine 
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http://turing.slc.edu/~jmarshall/courses/2002/fall/cs30/Lectures/week08/Computation.html 



Extension of ABACα Require to 
Construct TM 
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Construction Of Turing Machine 
With  ABACα (+) 
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Simulation of Right Move 
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PCP Construction 
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Source: http://en.wikipedia.org/wiki/Post_correspondence_problem 



PCP Construction with ABACα 
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Is Safety Of ABAC Decidable? 
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For Convenience of Analysis we have defined some notation 



Example 
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Notations 
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Example 
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Notational Change From ABACα 
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Observation Towards 
Decidability Analysis 

 In ABACα Object creation and modification of newly created object’s 
attribute doesn’t have any impact on existing subjects’ and objects’ 
attribute value. So we can disregard newly created object during our 
analysis.  

 Subject Creation and modification of any subject attribute value has 
an impact on object creation and modification in the system. 

 Only the subject’s attribute value not the subject itself is important 
for the analysis. 

 We need to create as many subjects necessary and sufficient to 
figure out the worst case modification of object’s attribute value. 

     This will be called the unfolding state. 
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Operations on Unfolding State 

No subject or object creation operation 
Construct a finite state machine with unfolding 

state subject and initial state objects 
Transition functions  are  
Subject Modification: user can modify  only initial 

state subjects 
Object Modification: Any Subject From the unfolding 
State can modify objects of initial state.  
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Subject Attribute Update Graph 
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Subject Attribute Update Graph 
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Subject Attribute Creation Set and 
Reachable Set 

© Tahmina Ahmed World-Leading Research with Real-World Impact! 26 



Subject Mapping Function 
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Unfolding Algorithm 

© Tahmina Ahmed World-Leading Research with Real-World Impact! 28 



Runtime Analysis 
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