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I C S Using Relations For Controlling
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I C S Existing Access Control Models those use some kind
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ICS What Does ReBAC Mean? UTSA

* What does relationship based access
control mean?

 What are the core characteristics of a
ReBAC Model ?
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I. C . S A Simple ReBAC Model (SReBAC[p]) UTSA
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Command (C) An Example Command
If u; & P (us)then
RU = {ug,u}
» addRelation | R\ = (u..0,]
* deleteRelation

(Including optional update) Instantiation of SReBAC[3]
o deleteRelation®(u.:U, u;:U)
* access . e access(us:U, us:U)
If u; = P*(u.) then

« addRelation®(u,:U, u; :U)
‘Authuriza’ciun
q:l
Commands | If u; € PY(ug) A ug € P?(u,) then
allow

------------ Constraints
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An Example of a Simple ReBAC Command Execution

a. |Initial state

)
o%cca

b. After execution of action addRelation (u, , u,)

c. After execution of action deleteRelation (u ,u.)

d. After execution of action access( u,, u,)
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I. C .S Expression of Relationship in ABAC m
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friend /\ friend
Composite Attribute

Attribute Composition
O Needs two attribute

O Needs one attribute: friend 1. friend
O Policy Expression uses 2. friendoffriend
Attribute composition O Policy Expression uses

direct attributes
friend(Alice)={Bob}

friend(friend(Alice))={Carol} friend(Alice) ={Bob}

friendoffriend(Alice)={Carol}
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Is this enough to keep the end user as an attribute
I' C 'S value for Composite Attribute?
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friend friend

friend

friend(Alice) = {Bob, John}
friendoffriend(Alice) = {Carol}
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Is this enough to keep the end user as an attribute
I’ C 'S value for Composite Attribute? m
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friend

friend

After execution of deleteRelation(“Alice”, “Bob”)

friend(Alice) = {John}
friendoffriend(Alice) = ?

So we need to keep the relationship path information

as a value of a composite attribute.

friendoffriend(Alice) = {Bob.Carol, John.Carol}----- Before Deletion
friendoffriend(Alice) = {John.Carol} @ -—-- After Deletion
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A Composite ABAC Model : ABAC, [n,m]

Command (C)

(including optional update)

Attribute Composition

@ .\
| ! ~ |

[ UA(IncIude; ] [ UA(IncIudes J
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omposite Attributes) omposite Attributes)

------------ Constraints
— — — —-Association
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I C S Comparison: Expressive Power Vs.

Complexity UTSA
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SReBAC [p] : Can Express Authorization Policy upto level p

ABAC. [n,m]: Can do n level attribute composition in authorization policy
and has m -1 composite attributes.

So ABAC. [n,m] can express Authorization Policy upto level n X m

Expressive Power Comparison:
Soifp=nXm

SReBAC [p] has same expressive power as ABAC. [n,m]
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Comparison: Expressive Power Vs.
Complexity
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I C S Comparison: Expressive Power Vs.

Complexity UTSA
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Complexity Comparison

Performance Parameter SReBAC[n] ABACgn,1] ABAC[1,m] ABAC¢ [pq]
Space Complexity for Maintaining Relation- | O(|U [+[U |?) O(U |7) O(|U [*xq) O(| U [*xq)
shi

Tin?e Complexity for Computing Autho- | O{|U ™) O(jU ™) O(l) o(UP)
rization Decision Rule

Number of update operations need for ac- | 1 2 U [xmx(m+1) U |x gx(g+l)
tions which change relationship

Cost for update (Worst Case) 0(1) O(1) Ofm) O(m)
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