
CS 6393

DAC anDAC an

Prof RaviProf. Ravi
Executive Director a

January 2

ravi.sandhu@
www profsawww.profsa

© Ravi  Sandhu World-Leading Research w

3 Lecture 2

d MACd MAC

i Sandhui Sandhu
and Endowed Chair

22, 2016

@utsa.edu
ndhu comndhu.com

1with Real-World Impact!



Access Con

 Discretionary Access Cont
 Owner controls access but 

Mandatory Access Contro Mandatory Access Contro
Same as Lattice-Based Ac
 Access based on security laAccess based on security la
 Labels propagate to copies

 Role-Based Access Contro
 Access based on roles
 Can be configured to do DA

 What’s next?

Numerous other models b

 Attribute-Based Access Con
 Relationship-Based Access
 Usage Control (UCON)Usage Control (UCON)
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ntrol Models

trol (DAC)
only to the original, not to copies
l (MAC)l (MAC)
ccess Control (LBAC)
abelsabels

ol (RBAC)

AC or MAC

but only 3 successes

ntrol (ABAC)
s Control (ReBAC)
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PEI M
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Models

Idealized

Enforceable
(Approximate)( pp )

Codeable
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Access

Discretionary Access ControlDiscretionary Access Control 
(DAC), 1970

Role Bas
(R

Attribute Ba
(A(A
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s Control

Mandatory Access ControlMandatory Access Control 
(MAC), 1970

ed Access Control 
RBAC), 1995

ased Access Control 
BAC) ????BAC), ????
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Access

Discretionary Access Control

Fixed
policy

Discretionary Access Control 
(DAC), 1970

Role Bas
(R

Attribute Ba
(A(A

Flexible
policy
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s Control

Mandatory Access ControlMandatory Access Control 
(MAC), 1970

ed Access Control 
RBAC), 1995

ased Access Control 
BAC) ????BAC), ????
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Access

Discretionary Access Control

Enterprise
Oriented

Discretionary Access Control 
(DAC), 1970

Role Bas
(R

Attribute Ba
(A(A

Beyond
Enterprise
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s Control

Mandatory Access ControlMandatory Access Control 
(MAC), 1970

ed Access Control 
RBAC), 1995

ased Access Control 
BAC) ????BAC), ????
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Access

Discretionary Access Control

Administration
Driven

Discretionary Access Control 
(DAC), 1970

Role Bas
(R

Attribute Ba
(A(A

Automated
Adaptive
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s Control

Mandatory Access ControlMandatory Access Control 
(MAC), 1970

ed Access Control 
RBAC), 1995

ased Access Control 
BAC) ????BAC), ????
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DAC: ACCESS 

F
ObjectsP model

r w

F
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own
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MATRIX MODEL

s (and Subjects)
GG

r

r w
own

rights
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ACCESS CONTR

F
E model

F
U:r
UU:w
U:own

each column of the aceach column of the ac
with the object corresp
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ROL LISTS (ACLs)

GG
U:r
V:rV:r
V:w
V:own

ccess matrix is storedccess matrix is stored 
ponding to that column

9with Real-World Impact!



CAPABIL

E model

U F/r, F/w, F/

V G/ G/ GV G/r, G/w, G

each row of the acce
the subject corresthe subject corres
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LITY LISTS

own, G/r

G/G/own

ess matrix is stored with 
sponding to that rowsponding to that row
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ACCESS CON

E model
Subject Acce

U r
U w
U owU ow
U r
VV r
V w
V ow

commonly use
database manag

© Ravi  Sandhu World-Leading Research w

TROL TRIPLES

ess Object
F
F

wn Fwn F
G
GG
G

wn G

ed in relational 
gement systems
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DAC: TROJAN HOR

B cannot read file F
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RSE VULNERABILITY

A:r

ACL

File F
A:r
A:w

B:r
File G

B:r
A:w
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DAC: TROJAN HOR

A
t

Program Goodies

executes

read
Program Goodies

T j HTrojan Horse

write

B can read contents o

write

B can read contents o
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RSE VULNERABILITY

ACL

File F
A:r
A:wd A:w

File G
B:r
A:we A:w

of file F copied to file G

e

of file F copied to file G
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DAC CHA

 Owner unrestricted DAC versu
 Safety in restricted DAC

 UndecidableUndecidable
 NP-Hard, PSpace-Hard

 Transfer of ownership
 Multiple ownership Multiple ownership
 Cascading grants and revokes
 Negative authorizations and co

 Worse with groups and hierarchie
 DAC policy limits

 You can give only what you have
 How about user administration?

 Practical DAC deployments
 Ownership consolidated in a sing
 Can lead to inadvertent cascadin
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ALLENGES

us restricted DAC

s
onflict resolution
es

e

gle administrator
ng revokes
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LBAC: LATTICE

P model

can-flowdominance

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E STRUCTURES

Top Secret

Secret

Confidential

Unclassified

Confidential

Unclassified

w
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LBAC: LATTICE

{A,B}TS,P model

{A}TS, T

TS, {}

{S,

{A}S,

S,
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E STRUCTURES

Hierarchical
Classes withClasses with

Compartments{B}TS,

{A,B}

{B}S,

{}
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LBAC: LATTICE

SIMPLE-SECURITY
Subject S can read object O only ifj j y

• label(S) dominates label

STAR PROPERTY (LIBESTAR-PROPERTY (LIBE
Subject S can write object O only if

l b l(O) d i t l b l• label(O) dominates label

STAR-PROPERTY (STRIC
Subject S can write object O only if

• label(O) equals label(S)
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E STRUCTURES

(O)

RAL)RAL)

l(S)l(S)

CT)
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EQUIVALENCE O

P model

HI (High Integrity)



LI (Low Integrity)LI (Low Integrity)

BIBA LATTICEBIBA LATTICE

Information flow downwards
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OF BLP AND BIBA

LI (Low Integrity)

HI (High Integrity)

EQUIVALENT BLP LATTICE

HI (High Integrity)

EQUIVALENT BLP LATTICE

Information flow upwards
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EQUIVALENCE O

P model

HS (High Secrecy)



LS (Low Secrecy)LS (Low Secrecy)

BLP LATTICE

Information flow downwards

BLP LATTICE
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OF BLP AND BIBA

LS (Low Secrecy)

HS (High Secrecy)

EQUIVALENT BIBA LATTICE

HS (High Secrecy)

Information flow upwards

EQUIVALENT BIBA LATTICE
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COMBINATION OF 

P model

HS LI



LS HILS HI

BLP BIBA

Information flow upwards

GIVEN
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DISTINCT LATTICES

HS, LI

 HS, HI LS, LI

LS, HILS, HI

Information flow upwards

EQUIVALENT BLP LATTICE
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LBAC: LATTICE

High UserHigh User

Information is leakedInformation is leaked 
unknown to the high user

Low User
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E STRUCTURES

High Trojan Horse
Infected Subject

COVERT
CHANNEL

L T j HLow Trojan Horse
Infected Subject
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Discuss figures froDiscuss figures fro
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om LBAC93 paperom LBAC93 paper
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