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I-C-S Access Control UTSA
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Discretionary Access Control Mandatory Access Control
(DAC), 1970 (MAC), 1970

Role Based Access Control
(RBAC), 1995

v
Attribute Based Access Control
(ABAC), ???7
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I-C-S
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Discuss Figs 2 and 3 of NIST SP 800-162
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I.C.S ABAC is not New
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User (Identity)

Attributes Public-keys +
Secured secrets
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I.C.S ABAC is not New

The Institute for Cyber Secutity

User (Identity)

X.500 X.509
Directory ldentity
Certificates
Attributes Public-keys +

Secured secrets

Pre Internet, early 1990s
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I.C.S ABAC is not New

The Institute for Cyber Secutity

User (Identity)

X.509 X.509
Attribute ldentity
Certificates Certificates

Attributes Public-keys +

Secured secrets

Post Internet, late 1990s
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I.C.S ABAC is not New
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User (Identity)

Attributes SPKI Certificates Public-keys +
Secured secrets

Post Internet, late 1990s
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I.C.S ABAC is not New
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User (Identity)

Attributes Public-keys +

Anonymous Secured secrets

Credentials
Mature Internet, 2000s
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Attributes

Action

User

Subject

> Yes/No

Object

Context
XACML

Policy

Mature Internet, 2000s
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e unified model integrating
 authorization
 obligation
 conditions

e and incorporating
e continuity of decisions
o mutability of attributes

Continuity of

ABAC is not New

Rights
(R)

4age
Decisions

Subject Attributes (SA)

Authoriz
ations

(A)

after-usage

post-update

»

Decisions
pre-decision ongoing-decision >
before-usage ongoing-Usage

pre-update ongoing-update
Mutability of
Attributes
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Objects
©)

Object Attributes (OA)

Usage Control Models, early 2000s
ABAC on steroids
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Policy Configuration Points

1, Constraints on subject attributes at 2, Qgnstraints on object attributes at

creation and modification time, cration and modification time,
| UA >| SA I —»=-| OA
i A 4
I |
| |
| - o
. 3, Authorization policy .

@ ° Authorization

- Constraints e e Associalion - Creator

Can be configured to do simple forms of
DAC, MAC, RBAC
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Discuss highlights of Jin 2012 paper
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1,2,4,5 —
= t’ d’d (;" - Rofe A t Extended Concept of Role: 1’ 4’ o

xtended Constraints on Role Activation: Role Template-1997 [45], , - 2
Attributo-Based Usor-Role Assignment- 2002 [6], OASIS-RBAC-2002[9]. ~Parameterized RBAC-2004[2],  woamos 1 Role-Permission
SRBAC-2003 [46] Parameterized RBAC-2003 [34], st e )
Rule-RBAC-2004 [5} Faramefenzed Role-2004 |!r43_|il, Task-RBAC-2003 ﬁ,ra-jrl
GEO-RBAC-2005 [16] Attributed Role-2006 [99] o

Extended Permission Structure:
<~ RBAC with Object class- 2007 [24],

Conditional PRBAC 07 [74],
PRBAC 07 [75],
Purpose-aware RBAC- 2008 [67],

Context:

Ubi-RBAC-2010 [76],

C-TMAG-2001 [44], :
4 5 GRBAC 2001 [70]. RCPBAC-2011 [55]
0 izati d Team: Context Role-2001 [30],
R;ﬁgf&’;ﬁ;&_ﬁg 2] Context-Sensitive RBAC-2002 [63], 1,2, ,3,4,5
' Contextual RBAC-2003 [69],
D ] SESSIONS) 4 — ~ STREAC2008064),

TeamMAC-2004 [7],
ROBAC-2006 [103], — p=
Group-RBAC-2008 [66],
RABAC-2013 [51],

Domain-RBAC -2013 [98]

WITH
DSD

Spatial-temporal-RBAC-2007(81]
CA-RBAC-2008 [62]
Maodelling Context-2008 [32]

4 1,4,5

1. Context Attributes

2. Subject attribute constraints policy are different at || 4. Policy Language
creation and modification time.

5. Meta-Attributes

3. Subject attributes constrained by attributes of
subjects created by the same user.
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o . ABACB Model

The Institute for Cyber Security

1. Constraints on subject attribute 2. Constraints on object attributes at
at creation and modification time creation and modification time

(Different policies can be specified for creation  ((Different policies can be specified for

and modification time) creation and modification time)

i A 4
|
|
|

3. Authorization policy

¥

Authorization

)

=P Constraints « o= = Association gy Creator

Can be configured to do many
RBAC extensions
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UTSA

Attributes

Relationships Provenance
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» Cloud computing
» Internet of Things
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Discuss Fig 1 of Kandala 2011 paper
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Discuss Fig 1 and Table 1 of Hu 2015 paper
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Discuss Kuhn 2010 paper

21

© Ravi Sandhu World-Leading Research with Real-World Impact!



	Slide Number 1
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Application Domains
	Slide Number 19
	Slide Number 20
	Slide Number 21

