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1. INTRODUCTION

An overview of the worldwide current state of online banking security was made in
2002 [Claessens et al. 2002]. It provided a state of the art that gave many researchers
a base for their work. Since then, the adoption of online banking and the different
ways to conduct it has changed quite a bit. We provide a new state of the art, based
on a longer observation period between 2013 and 2015, and with a larger number of
banks from different parts of the world. The scope of our work is authentication and
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Fig. 1. Overview of worldwide surveyed banks.

communications security between banks and customers. These aspects were picked
since they form a first line of defense against online banking fraud. Used information
sources were the websites of banks and publicly available documentation.

In 2013, we examined 81 banks on SSL/TLS use and offered customer authentica-
tion methods. The resulting data was distributed in a technical report [Kiljan et al.
2014a]. 80 of the same banks were examined again by us in the first half of 2015 (the
number of banks has been reduced by one since two European banks merged between
2013 and 2015). Search criteria for choosing the banks in 2013 were based on global
representation and type of bank. The new data and comparisons with data from 2013
are included in this new article (see Figure 1 for an overview of the global distribution
of the 80 surveyed banks between North and South America, Europe, the Middle East,
Africa, Russia, East Asia, and Oceania).

The focus was on banks that provide account and payment services to consumers and
small businesses (also referred to as “retail banks”). The assumption was made that
retail banks with the most assets have the most customers. Having the most customers
makes them represent how most people in their countries use online banking, and it
also makes them a larger target for attacks conducted through customers. Random
banks were picked for countries where the amounts of assets were closeer to each other
or unclear. Language barriers were overcome by colleagues who translated critical
information and by automated translation tools. We only examined publicly available
documentation and software.

Due to technical, security, and usability differences between the different types of
devices owned by banking customers, a distinction is made throughout this article be-
tween the use of Personal Computers (PCs) and Mobile Devices (MDs) for home banking
and mobile banking, respectively. All banks were examined on how they facilitate home
banking, while mobile banking services were examined at 66 banks.1 Figure 1 makes
a distinction between banks that were examined for the services they provide for both
home and mobile banking, and for banks that were only examined for home banking.

1We could not find information about any offered mobile banking services for the other 14 banks.
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The remainder of this article starts with Section 2, which opens with a short history
of electronic banking and follows with an identified trend in the development of both
home and mobile banking, based on both technological and sociological development.

The results of the conducted survey are split into two sections, based on the direction
of the authentication process. In Section 3, the wide range of methods to authenticate
users to banks are discussed for both home and mobile banking. Banks use the SSL/TLS
protocol suite to authenticate to their users in the opposite direction and to provide
communications security. Findings about how well banks implement SSL/TLS can be
found in Section 4.

Section 5 reflects on the differences in uniformity between communications security
and user authentication, and the limitations of our survey. It also provides some point-
ers for possible further research, based on the current development of online banking
and the knowledge gained from the survey. Related work is mentioned in Section 6 and
we give our concluding remarks in Section 7.

The first major contribution of this article consists of a mapping of online banking
development phases based on technological and sociological developments, as well as
an insight that describes the future adoption of web standard-based Hybrid Mobile
Applications and how this development has the potential to make mobile banking
a future target for exploitation by adversaries. This can be found in Section 2. Our
second major contribution is the survey data and analyses of data from different time
points in Section 3 for user authentication methods in home and mobile banking, and
in Section 4 for communications security in home banking. Data is compared between
2013 and 2015. Additionally, for user authentication methods a comparison is made
with data from 2002.

2. ONLINE AND MOBILE BANKING DEVELOPMENT

This section notes the history of electronic banking and an identified trend in the
development of online and mobile banking platforms. Based on these observations, we
note a number of security implications in the further development of mobile banking.

2.1. A Short History of Electronic Banking

The electronic transfer of money was already offered in 1871 as a service [Western
Union 2012]*. However, transmitting money orders through a telegraph relied on op-
erators to translate between human language and Morse code. It would take almost
110 years before banking customers could do something similar themselves from the
comfort of their homes. Starting from the beginning of the 1980s, it became possible for
customers to simply call the bank and talk to an employee through a telephone instead
of visiting a branch office [Allchin 2012]*. Customers were capable of managing their
account remotely. However, employing call operators to assist customers is expensive.
Banks looked at ways to remove the bank employee from the process. The most obvious
approach was to let customers interact with a bank computer.

Introduced in 1983, PRONTO was the first electronic banking system that did not
rely on bank employees to be used by customers. Access to the system was possible with
various types of home computers and a modem [Burns 1983]*. Similar systems soon
followed. An example is Citibank’s Direct Access, which could be accessed through a
Commodore 64 or a phone with an embedded terminal [Moser 2012]*. These pioneers
share a technical characteristic, which is that they all relied on proprietary terminal-
based software. If a home computer was used, it was little more than a gateway to the
user interface provided by the bank’s computer.

This changed slowly at the end of the 1980s and during the 1990s. Having a contin-
uous connection with a bank through a phone line to conduct banking business was
expensive. To reduce costs (and with that, make it more accessible), so-called “home
banking software” was developed. Utilizing the increase in processing power, memory,
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and storage space, bank customers could now conduct their banking business offline for
the most part. Only a brief modem connection with the bank was necessary to receive
up-to-date account information, such as an account’s transaction history and balance,
and to transmit money transactions.

The Internet became more accessible at the end of the 1990s. Some banks updated
their home banking software to support the use of the Internet to connect a customer’s
computer with the bank, instead of directly through a telephone line. Other banks
saw potential in the World Wide Web (WWW), which offered a standardized way to
present information to users and receive information from users through the Internet.
A customer does not need any client-side software aside from a standard web browser
when accessing a bank’s website. When banks offer websites to conduct online banking,
it saves them the effort of developing, maintaining, and distributing platform-specific
client-side software. Banks either had a website for online banking, or soon provided
one after the turn of the millennium. Home banking software was slowly being discon-
tinued, and by 2013 most banks only provided a website for online banking on home
computers [Kiljan et al. 2014a].

Mobile banking is online banking through a mobile device in a way that is more
location independent compared to home banking. It started with the Wireless Applica-
tion Protocol (WAP) in the period in which home banking was becoming more mature.2
WAP can be described as a “light” version of the WWW and its underlying technologies.
After it was introduced in 1997, banks started to offer mobile online banking services
[ITavisen 1999]*. The use of WAP can be compared to the use of terminal-based elec-
tronic banking that was done on home computers at the beginning of the 1980s: it was
revolutionary yet not user friendly, quite expensive, and accessible only by a limited
user base.

The mobile operating systems Android and iOS became popular to develop online
banking applications for after 2010. Developing and publishing applications for both
platforms is relatively easy, and most banks provide applications for these mobile
operating systems [Kiljan et al. 2014a]. Mobile banking is also widely being embraced
by customers since that time. The number of mobile banking users has been growing
substantially in Belgium since 2013 [Febelfin 2015]* and in the United States since
2011 [Board of Governors of the Federal Reserve System 2015]*. The number of mobile
banking logins surpassed the number of site logins in the United Kingdom in 2015 [BBA
2015]*. In volume of transactions, most are performed through mobile banking for the
majority of banks worldwide, and an exponential increase in the number of users
is expected for the period 2020–2025. The highest adoption rates are in developing
countries (such as China and India) [KPMG 2015]*. So far, the use of “traditional”
home banking (using personal computers) is not declining. Mobile banking seems to
be used in addition to home banking, not as a replacement [Board of Governors of the
Federal Reserve System 2015; Cetera 2015]*.

Overall, online banking is very popular in different parts of the world. For 2014
in the United States, it was estimated that 74% of consumers with a bank account
interacted with it through home banking while 35% did the same through mobile
banking [Board of Governors of the Federal Reserve System 2015]*. For the same year
in Europe, the estimation is that 44% of individuals aged 16 to 74 used home and mobile
banking [Eurostat 2016]*. This varies for individual countries in Europe. Bulgaria and
Romania had relatively low numbers of persons using online banking (4%–5%), while
Iceland, Norway, and Finland had relatively high numbers (all above 85%). Separate
home and mobile banking statistics are not available for the whole of Europe, but some
individual countries release such numbers. For Ireland it was reported that in 2014

2We do note that SMS was used for mobile banking earlier and is still offered today by some banks, but elect
to concentrate on online (Internet-based) banking instead.
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Fig. 2. Some examples of the development of online banking from the Netherlands (NL) and the United
States (US).

home banking was used by 2.4 million users and mobile banking by 1.0 million users
[Banking & Payments Federation Ireland 2015]*. Based on the last population count
of 2011 [Ireland’s Central Statistics Office 2012]*, Ireland’s population of individuals
aged 15 to 74 was 3.37 million. Therefore, the relative population in Ireland that used
home and mobile banking can be estimated to be 71% and 29%, respectively. We can
also make an estimation for China for 2013. Home banking was applied by 77.1% of
the population that used the Internet, and the same value for mobile banking would
be 44.6% [iResearch 2014]*. The total number of Internet users in China at the end
of 2013 was 618 million [China Internet Network Information Center 2014]*. For the
same year, the estimated population size of people aged 15 to 64 was 74% of the total
population (estimated to be 1,357 million), so around 1,004 million [World Bank Open
Data 2016]*. When assumed that only people aged 15 to 64 would use the Internet, it
can be estimated that 47% of the Chinese population aged 15 to 64 used home banking
in 2013. For the same year and the same population, the estimation would be 27% for
mobile banking.

2.2. Development and Acceptance of Online and Mobile Banking

Figure 2 illustrates when what kind of online services were offered by several banks
in the United States and the Netherlands. This figure is used to show the similarities
between the development of home banking and mobile banking. We chose these two
countries because banks in the United States were among the early adopters to offer
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home banking services, while the same is true for the banks in the Netherlands for
mobile banking.

Three technological phases for the development and use of home banking are iden-
tified: early adoption, expansion, and exploitation. Some early adopters (both banks
and customers in the United States) started with electronic banking using a terminal-
based modem connection through a phone line. This evolved into intelligent client-side
software that allowed connections with the bank either directly through a phone line
or (later) through the Internet. It was this second phase that most banks in the United
States and the Netherlands started to offer online banking services that were picked
up by the masses, which is why we named it expansion. All banks continued with the
exploitation phase and broke off the second phase around the turn of the century. Sites
were preferred above client-side code, and eventually were the only way to conduct
home banking.

The Technology Acceptance Model (TAM) can be applied to examine what motivates
users to accept (intent to use) new technologies. TAM can also be applied to online
banking [Lai and Li 2005]. The overlapping conclusions from research that applies
TAM on home banking indicates that the most significant motivators are perceived
usefulness and perceived credibility (trust) [Pikkarainen et al. 2004; Chong et al. 2010;
Kesharwani and Bisht 2012]. Perceived ease of use has no direct significant effect
on the intention to use online banking, although it can indirectly do so by affecting
perceived usefulness.

For home banking in the early adoption phase, initially not many people had com-
puters at home and hardware to make dial-up connections. The intent to use might
have been there (if home banking would be perceived as useful and trustworthy at
this time), but the ability to actually do so was simply missing. This changed in the
expansion phase, in which more bank customers had access to computers at home and
more banks started offering home banking. The idea that one could manage their bank
affairs from the comfort of his or her home using a personal computer they already
owned was considered useful and there was enough trust for users to intend to use it,
which they did. Banks switched technologies in the exploitation phase from proprietary
client-side code to open web standards by offering websites accessible through popular
browsers. Adoption rates did not stall since the use of a browser instead of a bank’s
own application did not hamper the perceived usefulness and perceived credibility by
bank customers.

The development of the technological phases of mobile banking and motivators to use
it are similar. Expectations were high [van den Heuvel 2001]*, but the early adoption
phase in the Netherlands was not successful [Houtman 2002; Tomesen 2006b]*. Early
mobile sites used standardized technology for web page distribution (I-mode, WAP, or
HTTP), but these sites could only be reached if the mobile provider allowed access to
the site and if the mobile phone supported the necessary security features to access the
site. Therefore, as with the early adoption phase of home banking, not all potential bank
customers were able to use mobile banking. The expansion phase began in 2007, when
providers started offering more open Internet access and affordable data subscription
plans [Tomesen 2006a; Boogert 2008]*. All mobile sites were now easier to reach,
including those of banks. It was also around this time that the mobile operating systems
Apple iOS and Google Android were introduced to the market, which both offer a
very developer- and user-friendly ecosystem. This made most banks release mobile
applications around 2010, which were quickly accepted by their customers. Mobile
banking is now offered by a large number of banks3 and its adoption by customers is
steadily climbing [Wilhelm 2014; Board of Governors of the Federal Reserve System
2015]*.

3Of the worldwide 80 banks examined in the survey for this article, at least 66 offer mobile services.
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The TAM has also been used to examine which perceptions contribute most to the
acceptance of mobile banking. As with home banking, perceived usefulness and trust
are large motivators to accept (use) mobile banking. Unlike home banking, perceived
ease of use also has a direct influence on the intent to use mobile banking [Luarn
and Lin 2005; Gu et al. 2009]. One explanation for this is that most mobile banking
users use mobile banking in addition to home banking, instead of replacing the latter
with the former [Board of Governors of the Federal Reserve System 2015]*. The main
(perceived) reasons to use mobile banking are the ability to access one’s bank account
from anywhere, that it saves time, and that it can be used without either using a home
computer or visiting a bank. This is in contrast to home banking, where the main
reasons also include managing household finances and financial tasks without visiting
a bank [Cetera 2015]*. As mobile banking offers partially redundant functionality,
perceived ease of use is also considered important. If it would not be (perceived to be)
easy to use, users would be inclined to exclusively use home banking.

For mobile banking in its early adoption phase, the intent to use it was there for some
part (as with home banking, due to the existing perceptions of usefulness and trustwor-
thiness), but it was not perceived as being easy to use. Aesthetics play an important
role in the adoption of mobile commerce, such as mobile banking [Cyr et al. 2006]. The
displays of older phones did not have the capability to show an aesthetically pleasing
user interface due to low resolutions and (in very old phones) the absence of color, which
likely influenced the intent to use mobile banking negatively. The expansion phase be-
gan at the moment smartphones were introduced. Touch controls likely influenced the
ease of use perception positively and the increase in technical capabilities of mobile
device displays provided banks the opportunity to improve aesthetics.

2.3. Standardization: The Pressure to Go Multiplatform

When looking at the development of home banking, the transfer from the early adoption
phase to the expansion phase was driven by the need for more users to use home
banking. This is different from the transfer of the expansion phase to the exploitation
phase, which seems to be driven more by banks to reduce costs and increase client-
side interoperability. The perceptions that have the most influence on embracing home
banking were positive in the expansion phase, and stayed positive after the transfer to
the exploitation phase.

For mobile banking, the changes between phases were quite similar. The changes
made during the transfer from the early adoption phase to the expansion phase were
also due to the need for an increase in user acceptance. Unlike home banking, it
seems that an exploitation phase (characterized by the use of open (web) technologies)
has not been reached yet for mobile banking. Browser-independent mobile banking
sites actually exist, but they are not offered by as many banks as mobile client-side
applications. While we do not know the exact reasons used to rationalize the choice
to offer mobile banking applications over mobile sites, we understand that there are
enough possible arguments from many different perspectives for why applications
are preferred. A technical reason for this might be that applications have a better
integration with the underlying operating system and hardware, through which banks
can gain more information (such as data from sensors, biometrics, etc.) compared to
mobile browsers. As noted earlier, aesthetics are an important factor in the acceptance
of mobile banking. A functional reason might be that an application integrates visually
better with the operating system, creating a more consistent user experience. A usable
security reason might be that it is not required to provide a client-side application
with information (e.g., a URL) to reach the bank, which is both user friendly and
which reduces the risk of visiting a wrong (and possibly fraudulent) website. Of course,
the risk still exists that a user accidentally installs a malicious application instead of

ACM Computing Surveys, Vol. 49, No. 4, Article 61, Publication date: December 2016.



61:8 S. Kiljan et al.

code that legitimately comes from a bank, but that is a small risk that only applies
to the initial installation of a mobile banking application, since future upgrades are
automatically managed by the mobile platform.

The current situation of mobile banking can be compared to the end of the expansion
phase of home banking: there are only a limited number of software platforms used
for online banking (home banking in the 1990s: mostly DOS and Windows; mobile
banking in 2015: mostly Android and iOS). At the time, banks slowly replaced their
client-side applications with websites for online banking services, preferring the use of
standardized technologies over custom client-side code. Ignoring the less often offered
mobile banking sites, the current situation for mobile banking can be compared to the
same time period for home banking. Mobile banking applications are currently written
specifically for the most popular platforms of the moment (Android and iOS). There are
several reasons for why this might change in the future.

The mobile landscape is still evolving. Standardization of technologies and device
use seems to be a rising trend. Frameworks are available that allow developers to
create Hybrid Mobile Applications (HMAs). An HMA is a mobile application of which
the underlying code is largely written using web technologies, wrapped inside a native
application that facilitates access to the mobile device’s hardware, data sources, and
native looks [Bristowe 2015]*. Use of HMAs can become attractive for banks in the
future for reasons related to cost. First of all, using HMAs can reduce the amount of
client-specific code to maintain between mobile platforms. Also, HMAs make it easier
to support new mobile operating systems, because most code is platform independent.
Different parties are currently developing platforms that seamlessly integrate desktop
and mobile work environments [Collins 2013; Foley 2014]*. Another promising aspect
of HMAs is that they can reduce the overhead of developing graphical user interfaces
for different platforms and screen sizes.

Similar to the slow but steady move from client-side applications to websites for
home banking in the exploitation phase, it can be expected that mobile banking will
make a move from native client-side applications to a mix of easy to maintain native
and web-based code.

2.4. Security Implications

The future use of standardized web technologies in mobile banking will likely be similar
to that of home banking using browsers and websites, but not the same. The similarities
and differences allow us to distill some implications.

What kept mobile banking relatively safe so far is a number of factors:

(1) Mobile banking is not as popular as home banking [iResearch 2014; Board of Gover-
nors of the Federal Reserve System 2015; Banking & Payments Federation Ireland
2015]*. It is logical that malware is written for the most popular platform for online
banking, since more users equals more possible fraud victims.

(2) Home and mobile banking have an overlap in supported functions. If these func-
tions are security critical (such as when transferring money), the mobile banking
implementation is sometimes more limited compared to the home banking imple-
mentation by the same bank. Some banks in our survey only allow money transfers
to previously used account numbers as destinations through mobile banking. Some
others do allow first-time transfers to new accounts, but only with an extra authen-
tication step or with a limit on the amount of money (which is sometimes adjustable
by the user in the home banking environment).

(3) Malware aimed at home banking can be written once and customized for each
targeted bank site to allow browser injection and hijacking, a modus operandi
known as Man-in-the-Browser [Eisen 2010; Curran and Dougan 2012]. Malware
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kits are developed as an open platform to be customized by an adversary for a
specific target audience [Ollmann 2008; Alazab et al. 2012]. An example of such
a malware kit is Zeus, which allows (silent) injection of data in a browser session
on a Windows machine [IO Active 2012]*. Such easy customization is currently
not possible in the ecosystem of mobile platforms, since banks tend to write their
own platform-specific code for each supported mobile operating system. Individual
mobile banking application can be written in an insecure manner [Fahl et al.
2012; Georgiev et al. 2012; Reaves et al. 2015], but these applications still have
an inherent security advantage because the custom code base makes large-scale
attacks on multiple banks difficult.

These factors slowly start to change in the evolving mobile landscape. It is claimed
that the global number of mobile internet users surpassed the number of traditional
desktop Internet users in 2014 [Bosomworth 2015]*, the popularity of mobile banking is
increasing [Board of Governors of the Federal Reserve System 2014]*, and its growth
is expected to continue [Cetera 2015]*. Banks have stated that customer loyalty is
seen as critical in their mobile strategy. This might be seen as more important than
security when it is considered that the latter has been neglected by a large number
of banks during the development of their mobile applications [Sanchez 2014]*. The
increase in popularity and the existence of vulnerabilities provide new fertile ground
for adversaries, taking away the advantage which (1) provides.

Banks have been pushing their mobile services quite hard. When mobile banking
replaces home banking further, banks could relax the restrictions placed on certain
mobile banking functions. This could reduce the advantage that (2) brings. India pro-
vides an example where banks gained the freedom to do this. The government had a
policy that stated that transactions initiated through mobile banking had an upper
limit. This policy was removed to allow individual banks to set limits based on their
own risk perception [Srivastava 2013]. In a market where mobile banking is becoming
increasingly more popular [Business Standard News 2014]*, banks could be urged to
relax their limits.

As noted earlier in Section 2.3, banks will likely be motivated to move toward a
largely shared code base, based on standard web technologies. Factor (3) will therefore
change, since it will be possible for malware manufacturers to create malware kits that
are easy to adjust to the HMAs of different banks.

That personal computers by consumers are inherently insecure for home banking
was noted in the expansion phase of home banking [Redhead and Povey 1998; Slewe
and Hoogenboom 2004]. At the time, the notion that adoption was more important than
security was accepted. Bank customers adopted a system that relies on an untrusted
machine-in-the-middle, through which attacks are conducted to this day. Home banking
communications rely on standard web technologies that make the alteration of the same
attack to target different banks easy. Mobile banking is developing similarly to home
banking. Adoption rates are high and a logical next step would be the reduction of
operation costs, such as through shared code bases offered by HMAs. This presents
a new opportunity for attacks on mobile banking that scale well to large numbers of
banks.

3. CUSTOMER TO BANK AUTHENTICATION

Customers must perform authentication to prove their identity to a bank before a ses-
sion is initiated in which bank account(s) can be managed. This is referred to as entity
authentication. Furthermore, it is possible that an extra authentication step is re-
quired to authorize the transfer of money. This is defined as transaction authentication.
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Entity authentication is mandatory, while transaction authentication is optional to im-
plement [Claessens et al. 2002].

Several factors can be used in user authentication. These are knowledge (something
the user knows), possession (something the user physically has), and biometrics (some-
thing the user physically is or does). The terms two- or multifactor authentication are
used when at least two different factors need to be fulfilled to establish an authenticated
session. Knowledge is mostly represented, followed by possession. Biometrics based on
physical characteristics is rarely used, and was only observed in mobile banking.

We examined 80 home banking sites on the use of authentication methods for per-
sonal computers. The same was done for 60 mobile banking applications and 25 mobile
banking sites. Not every bank that offers home banking offers mobile banking, which
is why the numbers of the different types of examined online banking systems differ.
Mobile banking applications seem to be far more popular compared to mobile banking
sites, despite that the latter is more independent of the used platform. Also, for mobile
banking we could not determine the used authentication methods for two applications
and one site because we could not get the necessary information from the offered user
interface or documentation. These are excluded from the 58 applications and 24 sites
for which we could collect this information.

We also compare our findings with our research data from 2013. At the time, we
examined 81 home banking sites, 45 mobile applications, and 19 mobile sites. For one
home banking site, it was in 2013 not possible to determine what kind of authenti-
cation method they used since a customer number had to be entered first before any
information about authentication options were given [Kiljan et al. 2014a]. Therefore,
for user authentication, only 80 banks home banking sites are considered for 2013, the
same number of home banking sites as were examined in 2015.

First, we will present our findings concerning the combinations of factors (knowledge,
possession, biometrics). After that, each factor will be discussed in more detail. We close
with a comparison of data from 2002, 2013, and 2015.

3.1. Single or Multifactor?

Factors concern the difference in the amount of resources required by users and by
adversaries to use a system. Resources can be in the form of secret knowledge possessed
by the user that nobody else is supposed to know, something the user has in his or her
possession that is hard to duplicate, and something that only the user is or does and
that can be measured using biometrics. The three factors (knowledge, possession, and
biometrics) can be combined to increase the amount of effort required by an adversary
to commit successful identity fraud.

While multiple factors do provide protection against long-term credential stealing
attacks, they are not the holy grail of information security. Multifactor authentication
does not protect against social (e.g., phishing) or various technical attacks (e.g., session
hijacking/injection attacks) [Schneier 2005]. There are also various technological, eco-
nomical, and usability limitations that delayed sector-wide acceptance of multifactor
authentication [Herley et al. 2009].

We will take a look at how factors are used and combined in home and mobile
banking. More detailed information about individual authentication methods is given
in Section 3.2 for knowledge, Section 3.3 for possession, and Section 3.4 for biometrics.

3.1.1. Home Banking. Figure 3 shows a comparison of the use of multifactor authen-
tication in 2013 and 2015. Not a lot has changed. Banks that applied multifactor
authentication still do so, and most banks that opted to use only knowledge have not
gone back on this decision. Only a small number of banks that previously only relied
on a password and/or PIN have changed their authentication methods to multifactor.
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Fig. 3. The use of multifactor in home banking, 2013 and 2015 compared.

Fig. 4. Authentication factors used in online banking on PCs in different regions in 2015.

A separation of authentication factors based on region is shown in Figure 4. Most
banks in Europe, South America, and Oceania require the use of multiple factors, while
most other regions seem to be more divided.

Banks that offer multifactor authentication are rare in North America compared to
other parts of the world. An explanation for this could be that people in this region
are reluctant to embrace the use of multiple factors to protect financial assets. For
example, the United States has only recently started to widely implement smart card-
based payment cards that require a PIN [Scott 2014]*. Before that, shoppers were often
able to electronically pay with a credit card using its magnetic stripe without using a
PIN.

East Asia is quite exceptional, since some banks there allow users to log in using only
the possession factor. This is achieved by making users log in using digital certificates
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Fig. 5. Knowledge and possession factor use in mobile banking. (A) Applications in 2013 (based on 56
examined banks), (B) applications in 2015 (58 banks), (C) sites in 2013 (22 banks), and (D) sites in 2015 (25
banks).

without any PIN or password validation. More information about the use of certificates
can be found in Section 3.3.

3.1.2. Mobile Banking. Figure 5 shows the use of knowledge and possession authenti-
cation factors by mobile banking applications and sites in 2013 and 2015.

We made categories for the possession factor since they vary greatly. These categories
are as follows:

—Software indicates that supporting information for a possession factor is stored in
the main memory of the mobile device that runs the banking application. Exam-
ples include a piece of information that binds the mobile device to a specific user’s
bank account(s), and the use of another mobile application that generates one-time
passwords based on a secret key stored on the device itself.

—Online requires some kind of mobile connection to retrieve authentication credentials
such as One-Time Passwords (OTPs). The end-point of the connection on the receiving
device used by the user acts as a possession factor, since it is assumed that adversaries
do not have access to transferred information and that they do not have the ability
to change the end-point of the connection.

Examples include the use of Short Message Service (SMS) text messages and of
other mobile banking applications that receive OTPs from banks using an internet
connection. The use of an online connection can be almost the same as software if
the mobile device used to receive the one-time password is also the same device
used for mobile banking, such as with a smartphone. However, it can also be that a
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second mobile device is used to receive OTPs, such as with a tablet (to use the mobile
banking application on) and a mobile phone (to receive SMS text messages). Both
options are supported and it is up to the user which is chosen.

—External means that the possession factor is a separate item issued by the bank to
the user. Examples include physical paper or plastic cards from which OTPs can be
read or derived, and electronic tokens (either stand-alone or using the user’s bank
card) that can generate OTPs.

More details about authentication methods from each category are given in
Section 3.3.

As Figure 5 shows, there is not much change in the overall use of knowledge and
possession factors in both mobile applications and sites between 2013 and 2015. The
only unusual sight is the introduction of possession only authentication in 2015 by
a handful of banks. This concerns a single bank for mobile applications (using OTPs
received by SMS) and a single bank for mobile sites (using OTPs from an external
physical card).

For multifactor authentication, the number of banks that apply an external posses-
sion factor stayed almost the same between 2013 and 2015. However, several banks
started to offer an online possession factor as an alternative in 2015. A possible reason
for this could be the inconvenience of carrying an additional device around, since the
mobile device used for banking can also act as the possession factor. The online pos-
session factor was not encountered in 2013, but was used compulsorily or offered as a
choice in 2015.

The use of a software possession factor stayed more or less the same. Similar to
the online possession factor, the used mobile device for banking can also provide the
possession factor if it is kept in software.

We noticed in 2013 a few mobile banking applications of which their use required
both registration of the bank account to the user’s phone and an additional authenti-
cation device (accounting for “Software & External” in the graph). This combination
of different possession factors is something we did not encounter anymore in 2015 for
applications. However, it was used by a few mobile banking sites in 2013 and 2015.

It is interesting to note that most banks that offer a mobile site and that apply
multiple factors require the use of an external possession factor. This implies that banks
trust the user’s device less for their mobile sites compared to their mobile applications.
A possible explanation for this is that mobile sites are also usable on PCs with only a
browser, which are less trusted by banks due to the higher risk of malware attacks.

Aside from knowledge and possession, there is also the biometrics factor (not shown
in Figure 5). Its use was not observed in 2013, but in our survey for 2015 a few banks
offer the use of a mobile device’s fingerprint scanner as an alternative authentication
scheme. More detailed information about biometrics is given in Section 3.4.

3.2. Knowledge: Passwords and PINs

Text-based passwords and PINs were the only encountered implementations of
knowledge-based factors. Other knowledge-based schemes have been proposed in the
past, such as cognitive and graphical passwords [Zviran and Haga 1990; Suo et al.
2005], but none of them are used by the banks examined in the survey.

Using knowledge as a single factor for authentication is quite unsafe. Passwords
and PINs are often kept static for longer periods of time to keep them memorable. As
long-term secrets, passwords and PINs entered as plain text on a user’s computer can
be collected by software-based keyloggers, to be used instantly in subsequent attacks
[Mannan and Van Oorschot 2007]. Despite this vulnerability and as shown in Table I,
a relatively large number of banks still use passwords or PINs exclusively in home and
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Table I. Knowledge Authentication Factor Use in Online Banking in 2015

Knowledge factor Possession factor
↓ Regular sites (80) Mobile apps (60) Mobile sites (25)

None Present None Present None Present
Password 14 32 16 14 13 4

PIN 2 17 5 20 2 3
Password and PIN 1 6 1 0 1 0
Password or PIN 0 3 0 1 0 0

Password and/or PIN 0 2 0 0 0 0
None N/A 3 N/A 1 N/A 1

Unknown 0 2 1

mobile banking (20% for home banking, 35% and 60% for mobile banking applications
and sites, respectively).

The “Password and/or PIN” knowledge factor in Table I requires some explanation.
It relates to banks that offer different combinations of authentication options that
support either passwords, passwords and PINs, or PINs only. This is because they
offer different physical or electronic authentication devices, each with its own set of
knowledge factors. For example, a bank can require a password to log in, and either
physical paper or an electronic device to derive one-time passwords from for transaction
authorization. The electronic device requires a PIN to be accessible, while a PIN is not
necessary for the physical paper.

Passwords are popular in both situations where knowledge is used as a single factor
and when a possession factor is used. PINs are only popular in combination with a pos-
session factor. If the only factor is knowledge, it is logical that passwords are preferred
above PINs, since passwords offer more security due to their higher complexity, making
them harder to guess. An explanation for why PINs are still quite popular in multi-
factor scenarios is that they are often an intrinsic part of the authentication method.
For instance, some OTP generators require the use of some knowledge to unlock their
functionality. If the knowledge has to be provided on the (often relatively small) device
itself, a PIN would be the most practical way since its entry requires less buttons and
button presses compared to a password.

Some banks provide additional proprietary software to detect or protect against pas-
sive password or PIN sniffing attacks against home banking. The use of this software
is mandatory at eight banks and optional at one bank. We did not study this software
in depth on how passwords are protected, but it is implied by documentation that some
possible offered features include a scanner for malware-based sniffers and an overlay
for password and PIN fields that offers a randomized keyboard to be used with a pointer
device, such as a mouse.

Another security enhancing feature is the use of an on-screen keyboard with ran-
domly placed buttons, offered for home banking on a bank site and not through soft-
ware. Passive sniffing of keyboard and mouse data will not gain passwords or PINs in
an attack if this feature is used. Two banks offer this through their sites for password
entry and one bank offers this for PIN entry.

In addition to using a password, one bank implemented a system that relies on
questions answerable by the user. Upon registration, the user creates three pairs of
questions and answers. Whenever the user wants to log in, the bank asks for the
password and one of the user-chosen questions. The user has to enter specific letters
(chosen by the bank) of the answer and not the entire answer. This ensures that all
secret knowledge cannot be gained in a single password sniffing attack. However, it
does not protect against long-term repeated passive attacks, or against active and social
engineering attacks.
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3.3. Possession: Physical and Digital

The possession factor is often used in multifactor authentication but rarely as a single
factor. Exact numbers of banks that apply possession as a single factor are shown in
Table I (under the knowledge factor label “None” and possession factor label “Present”).

There are many different types of possession factors banks can accept. We note the
different types based on the earlier made separation between software, online, and
external possession factors.

3.3.1. Software. Software as a possession factor uses information to present some kind
of proof that the user is in possession of said information. The information is stored
and processed on a device owned by the user.

There are two authentication methods that use this in home banking:

—Software certificates
If the private key of a certificate is not stored in a secure hardware device, it must
be stored and processed in software. Five banks (all in the East Asian territory)
apply this. Of these, four use proprietary software in the form of browser plugins
for key management and signature handling. A single bank relies on the browser’s
own certificate management system. Potentially, users could also use a hardware
device for this single bank if it is supported by the browser. Of the four banks, one
also optionally supports proprietary hardware devices for key storage through the
provided software.

The popularity of this software-based possession factor is slowly decreasing. In
2013, seven banks in East Asia applied software certificates, of which four also
offered hardware certificates as an option.

—File-based
One observed method is where a bank provides a file to be stored on a user’s home
computer. Whenever the user initiates an action that requires extra security (such as
the transfer of money to a third party), the site requests the file. If the file is provided
by the user, the operation is permitted and a new file is provided for the next action.
The file can be stored on the user’s computer itself or on removable media. A single
bank used this in 2013 and still does so in 2015.

Software as a possession factor is not popular in home banking. However, the use of
data stored in software as a possession factor is the most applied type of possession
factor in mobile banking applications, as can be seen in Figure 5. Twenty-four of the 58
mobile banking applications (41.4%) for which we were able to document authentication
factors in 2015 use software as a possession factor in a multifactor authentication
scheme. To be able to use mobile banking with one of these applications, a user must
register his/her bank account through the application and bind its use to the mobile
device. Once registered, the application only works for that specific user’s account at the
bank. The registered mobile device represents the possession factor. We did not analyze
the internal workings of the applications, but it can be assumed that registration of a
user’s bank account on a mobile device results in a possession factor based on one or
more identifiers from that device.

Software possession factors are stored and processed on user-owned devices. We
marked the exclusive use of software factors gray in Figure 5 since using these intro-
duces a security risk. The possession factor is represented by the mobile device itself
in an untrusted digital environment, which makes it possible for an adversary to copy
the possession factor in a malware attack. Combined with retrieval of the knowledge
factor, every used authentication factor can be retrieved from the same mobile device
in a single attack.
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3.3.2. Online. Online is a type of possession factor where the end-point of a network
connection represents the possession factor. Every method that applies this relies on
the ability to authenticate or receive messages through an online connection.

For home banking on PCs, the most popular online possession factor is the use of
SMS text messages to send OTPs to the user, used by 21 out of 80 banks (26.3%) in 2013
and 25 of the same 80 banks (31.3%) in 2015. In this case, SMS uses an out-of-band
channel and the user’s mobile phone represents the possession factor. The use of SMS
to provide a user with OTPs is also proposed in literature, such as by Aloul et al. [2009],
Hisamatsu et al. [2010], and Weigold and Hiltgen [2011]. A less popular variant is the
use of a mobile application to receive OTPs from the bank through the Internet. We did
not encounter this in 2013, but 11 of the 80 banks (13.8%) offered this as an alternative
authentication method in 2015. We also encountered a rare variant that uses email
instead of SMS to send transaction data and an OTP to the user, only observed in 2015
and used by two out of 80 banks (2.5%) for home banking authentication.

Home banking can alternatively use other connected devices as a possession factor
to authenticate to the bank. Two types of such devices can be distinguished:

—Hardware certificates
Similar to software certificates, this can be used for signature-based authentication.
The only difference is that secret key material is stored in an external device, pro-
tecting it against authentication credential stealing through malware attacks. With
hardware certificates, the device that has the secret keys represents the possession
factor. Seven out of 80 banks (8.8%) use hardware certificates to let their users au-
thenticate in 2015, of which four require the use of proprietary software to support
the hardware. Six out of 80 banks (7.5%) supported hardware certificates in 2013.
We did not encounter the use of hardware certificates in mobile banking in 2013 or
2015.

—Connected hardware tokens
A significant difference between hardware certificates and connected hardware to-
kens is the amount of user interaction with the device. Hardware certificates are
only connected by the user to the computer used for home banking. Connected hard-
ware tokens expect more user interaction with the device itself, such as PIN entry
and information verification. Three of 80 banks (3.8%) from our 2015 survey offer
connected hardware tokens for home banking (all connected through USB). Of these,
two banks use these devices to make the user verify transaction data and they pro-
tect these devices with a PIN, while the last one only lets a user verify the entered
name and account number of new beneficiaries, without the necessity to enter a PIN
on the device itself.

A rare example of a connected hardware token used in mobile banking has been
observed in our 2015 survey. A small token can use a two-way connection using Near-
Field Communication (NFC) to communicate with a mobile banking application on
the phone. Critical transaction details can be verified and accepted or rejected by the
user on the token.

A few other possession factors that are classified as online have also been observed in
our 2015 survey for mobile banking. Four out of 58 mobile bank applications (6.9%) use
OTPs received by SMS on either the same or another mobile device. A single bank does
something similar, but relies on a mobile application to receive the OTP. Another bank
uses challenge-response authentication using QR-like codes, which are shown on the
first mobile device (used for mobile banking) to be scanned by a second mobile device.
The entered transactions and a response code are shown on the screen of the second
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mobile device. The user is expected to verify the transactions and enter the response
code for confirmation.4

Depending on the kind of authentication method used, an online possession factor
can be as insecure as a software possession factor or as secure as an external possession
factor. It is insecure if the factor is effectively represented by the user’s mobile device,
since its untrusted environment is vulnerable to malware. It is also insecure if the
transportation channel of information cannot be trusted, such as with SMS (which is
vulnerable to SIM swap scams [Nedbank 2011]*). However, as a connected external
device, an authentication method can be secure if it offers a trusted environment
separate from the untrusted environment of the user’s mobile device, and if it does not
rely on the security of the communication channel between an untrusted device and
the bank.

3.3.3. External. Some trusted devices have earlier been described under ‘Online.” These
concern devices that rely on a network connection (hence the name). An “External”
possession factor relies on a bank-issued authentication device that does not use an
electronic connection with other devices. There are a few variations that are either
low-tech or high-tech.

—OTPs on paper/plastic
This is the simplest form of a possession factor. It consists of an indexed list of OTPs
on paper or an indexed grid of characters on a small plastic card. A user derives an
OTP from one of these when the bank requests it. The bank specifies which OTP
it wants by referring to one or more index numbers. The physical paper or plastic
represents the possession factor. Advantages are that it is easy to use and that it
is protected against malware-based attacks, like all external possession factors. A
disadvantage is that a physical medium with written text is easy to copy. A picture
of the page or card made by a camera already represents a copy of the possession
factor that is usable by an adversary.

We observed that 16 out of 80 banks (20%) let users authenticate with OTPs from
paper or plastic in 2015. Of these 16 banks, five (31.3%) do not give the user an
alternative choice for the possession factor. Most of the 16 banks are located in
Europe and South America, where this method seems to be more popular compared
to other regions. Paper and plastic OTPs have become more popular since 2013,
when only 13 banks (16.3%) applied it for home banking. At that time, eight of the
13 banks (61.5%) required the use of a physical page or card to get OTPs from and an
alternative was not available. This implies that this representation of the possession
factor became more popular as an alternative authentication scheme instead of as
the only (mandatory) option.

OTPs from a physical medium are used for authentication in six of 58 examined
mobile applications (10.3%), and in four out of 24 mobile sites (16.7%) in 2015.
The same numbers for 2013 were three out of 45 (6.7%) and zero out of 19 (0%),
respectively.

—Offline electronic tokens
We added the “offline” keyword to the description of these kind of tokens to dis-
tinguish them from online hardware tokens. These tokens do not have an electronic
connection with any other device, but rely on their own battery as a power source and
nonelectronic methods for information transfer. There are different types of tokens,
ranging in functionality and offered user interface.

4We did not examine these secondary mobile banking applications (one which generates an OTP, one which
scans QR-like codes) on a technical level and assume that they require an online connection to receive OTPs
or response codes.
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Table II. Offline Tokens Used for Home Banking at 31 Out of 80 Banks (38.8%).
One Bank Implemented Two Different Kinds of Devices, Resulting in a Total

Value of 32. Numbers in Parentheses Represent Banks from the same Group
which also Use Tokens for Mobile Banking

Authentication method
Device(s) and optional knowledge factor OTP CR OTP & CR WYSIWYS

Stand-alone token 8 (1) 0 0 2
Stand-alone token with PIN 10 0 3 0
Smart card, token and PIN 1 2 5 (1) 1

The simplest token consists of a single button and a small display. When the
button is pushed, the display shows a single OTP. Eight out of 80 (10%) observed
home banking sites applied such a token in 2015 and seven out of the same number
of observed banks (8.8%) did so for home banking in 2013.

A slightly more complex token consists of a display, a number of function buttons,
and possibly a keypad. These tokens work stand-alone or rely on an inserted bank
card to provide cryptographic credentials. The functions of some of these tokens are
only usable after it is unlocked by a PIN (associated either with the device itself or
with a smart card). There are several functions that can be supported by different
kinds of tokens:
—Generate OTPs. Like the one-button tokens, OTPs can be generated after entering

a PIN. Offering the OTP to the bank proves that the user is in possession of the
device used to create the OTP and (indirectly) of the PIN required to operate the
device.

—Generate responses for Challenge-Response (CR) authentication. After entering
the PIN, the user must enter a challenge (given by the bank), after which the
token will generate a response for the user to enter in the online banking site.
Receiving the expected response to the sent challenge is an indication for the bank
that the user is in possession of what is needed to generate the response (a specific
token or bank card and a PIN).

—Show critical transaction information and confirmation codes. The information is
received through a nonelectronic one-way connection between the token and the
user’s device. We only observed this new authentication method in our 2015 survey.
The one-way information transfer is facilitated by an optical sensor, which scans
QR-like codes from the monitor of a user’s device.

Table II provides an overview of the types and numbers of offline electronic tokens
we encountered in our 2015 survey.

3.3.4. Most Often Applied Possession Factors by Region. There are many different posses-
sion factors employed in the online banking world. Table III shows for each region
which possession factors are most often applied according to the survey data. A value
of “none” indicates that most banks do not prefer to use a possession factor at all. The
numbers of observed banks are included for reference.

3.4. Biometrics and Behavior Anomaly Detection

Biometrics is also known as the inherence factor in user authentication. Unlike the
other factors, it does not concern something that the user should know or have. Instead,
this factor focuses on what the user is or does to ensure the user’s identity. Physical
biometrics measure the presence of physical characteristics of the user. Absence of such
physical characteristics can be considered suspicious and a reason for the system to
ask for alternative authentication credentials. Behavior anomaly detection concerns
the use of user behavior data to, after a user action has been taken, detect deviations
from a previously established baseline. Therefore, afterwards it can be said whether
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Table III. Most Applied Possession Factor in Different Regions and Online Banking Environments

Mobile banking
Region Home banking App Site
Africa (8) Offline electronic tokens (OTP) (3) None (1) None

Asia (14) Hardware & Software
Certificates

(8) Software (6) None, physical tokens (OTP)

Europe (27) Offl. elect. tokens (OTP, CR,
WYSIWYS)

(22) Software (7) Mixed OTP

M-East (6) SMS (OTP) (5) None (0) N/A
N-America (6) None (5) None (6) None

Oceania (7) Offl. electr. tokens (OTP) (7) Software (3) Offline electronic token (OTP)
Russia (1) Mixed (OTP) (1) Software (0) N/A

S-America (11) Physical tokens (OTP) (9) Software (2) None

a user behaved as expected or not. Abnormal user behavior can be an indication of
identity fraud, where an adversary has (direct or indirect) access to all authentication
credentials.

3.4.1. Physical Biometrics. Biometrics based on physical characteristics can be used as
an additional or alternative authentication factor for user authentication. An advan-
tage it has is that it generally is quite usable. Disadvantages include the unwillingness
of some people to use them due to social stigmas and the limited number of nonreplace-
able characteristics (which can be zero for users with disabilities). These disadvantages
limit biometrics for user authentication to users who want and can use them, which is
why an alternative authentication method (based on the other two factors) has to be
available.

Physical characteristics were not used for user authentication by any of the surveyed
banks in 2013. Registering these characteristics requires specialized sensors. These
sensors were not widely integrated in user equipment at the time. While banks could opt
to distribute needed equipment, it would be very expensive to support an authentication
method for which an alternative must always be available.

The use of physical characteristics has been observed in our 2015 survey for a lim-
ited number of mobile banking applications. Two banks support Apple TouchID, which
consists of a fingerprint sensor, operating system support, and an application program-
ming interface. The fingerprint is used as an alternative to providing a PIN, while the
applied possession factor remains the same. Enrollment is performed by the operating
system and not by the mobile banking application.

More banks have indicated that they will support Apple TouchID in the future
[Rawlinson 2015]*, despite that it is possible to spoof fingerprints [Chaos Computer
Club 2013]*.

3.4.2. Detection of Behavior Anomalies. Behavior anomaly detection monitors the user’s
behavior to detect whether a transaction is possibly made by a fraudulent party. The
identity of the user can only be ascertained after the user’s behavioral patterns have
been registered and compared to a past baseline. Since the user is required to do
something before there is some certainty of the user’s identity, anomaly detection based
on behavior is unsuitable for user authentication (at the beginning of a session, before
a user has performed any actions), but can be used to provide some certainty about
the user’s identity and the validity of a user’s action afterwards. The origin of the data
can come from user actions (such as at what time of the day a user performs an action
and the user’s data entry speed) and from the environment in which the user’s device
operates (such as the geographical location and local temperature). The used methods
can be compared to those of data leakage detection systems used to spot anomalies in
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Table IV. Overview of Similarities and Differences in Basic Authentication Methods for Online Banking
Using a PC as Observed in 2002, 2013, and 2015

Method 2002 2013 2015
Password/PIN-only �(66.7%) �(23.8% + 13.8%) �(21.3% + 15%)
OTP (paper/plastic) �(6.7%) �(16.3%) �(20%)

OTP (offline electronic tokens) � �(13.8%) �(33.8%)
OTP (SMS) �(26.3%) �(31.2%)

Challenge-response (offline electronic tokens) � �(13.8%) �(12.5%)
Certificate-based �(14.3%) �(3.8% + 2.5% + 5%) �(3.8% + 6.3% +

2.5%)
Note: Percentages represent the relative amount of observed banks that apply a method in a specific year.
Observations can be compared between years (columns) but not between methods (rows) because some
banks in our survey are counted multiple times when they offer multiple methods (which is why the
percentages can exceed 100% when summed).

data transactions (such as proposed by Constante et al. [2014]). Several examples of
implemented fraud detection techniques are given by Kou et al. [2004], and Quah and
Sriganesh [2007] provide an example of a proposal for a system that recognizes fraud.

Since user behavior anomalies are registered by the back-end technical infrastruc-
ture of banks, it cannot be said with full certainty how many of the banks in our 2013
and 2015 surveys apply this and to what extent. However, some banks state that they
do use monitoring services for financial transactions [Ally Bank 2010; Bank of America
2013; Barclays 2014]*. It has also been claimed that some banks profile low-level user
actions through mobile applications [Matthews 2012]*.

3.5. Comparing 2002, 2013, and 2015

Table IV gives an overview of observed basic authentication methods used for home
banking in 2002 by Claessens et al. in 2002 and by us in 2013 and 2015. Check marks
indicate that a method was observed and percentages (if the required information
is available to produce them) indicate the relative number of banks that apply the
methods in the survey for a specific year. Note that all methods except “Password/PIN-
only” are not exclusive. For example, a bank that applies OTP authentication in any
way can still require an additional password or PIN from the user. A bank that applies
OTP authentication using a bank-issued device for entity authentication can also apply
CR authentication for transaction authentication.

For Password/PIN-only, two percentages are given for our work. These stand, respec-
tively, for the percentage of banks that offer Password/PIN-only based authentication
without and with a multifactor based alternative. For certificate-based authentication,
our percentages relate, respectively, to the relative number of banks that offer this type
of authentication with the private key stored in software only, in hardware only, and
for the banks which give this as a choice to the user (by supporting both hard- and
software storage of the private key).

We excluded the exceptional methods found in our survey to keep the table easy
to read. While the often used basic authentication mechanisms show little difference,
the ratios in which they are implemented differ significantly between 2002 and 2013
and moderately between 2013 and 2015. Claessens et al. [2002] conclude that in their
survey passwords and PINs as a single factor were most widely used to authenticate
users. Today, most banks offer multifactor authentication. Since 2002, a large number
of online banks have migrated to methods that are safer but also have been available
for quite some time. The only method that is popular now that was not discussed by
Claessens et al. in 2002 is the use of text messages to send OTPs to users.
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4. BANK TO CUSTOMER AUTHENTICATION AND COMMUNICATIONS SECURITY

This section describes the observations from our surveys concerning authentication by
the bank to the user. Data from 2013 and 2015 is compared.

In 2002, the standard solutions for communications security with online banking
was Secure Sockets Layer/Transport Layer Security (SSL/TLS) for PCs and Wireless
Transport Layer Security (WTLS) for MDs. Claessens et al. [2002] describe the various
versions of SSL/TLS up to SSL 3.0 and TLS 1.0 [Freier et al. 2011; Dierks and Allen
1999]*. Since then, several weaknesses in both SSL/TLS standards and implemen-
tations have been discovered, and TLS 1.1 and 1.2 have been developed [Dierks and
Rescorla 2006, 2008]*. An update was also released for all TLS versions that breaks
backwards compatibility of TLS with SSL 2.0 [Turner and Polk 2011]*. WTLS has not
seen a newer version since 2001 [Wireless Application Protocol Forum 2001]*, which
is most likely caused by the decline of WAP in favor of SSL/TLS on MDs.

The use of SSL/TLS by home banking sites was examined in the survey. Due to
the large number of banks, the analysis was narrowed down to the use of SSL/TLS
to secure communication between home banking sites and web browsers (HTTPS).
The use of SSL/TLS in mobile banking was not examined due to it requiring a more
specialized approach that takes more time. Examples of research in SSL/TLS use by
mobile applications, including bank applications, are given in Section 6. We did not
examine SSL/TLS for mobile banking sites since most sites are hosted by the same
server or SSL/TLS front-end, which would provide the same results as the examined
regular sites. Also, SSL/TLS as possibly used by other services hosted by the bank (such
as email and VPN for their employers) was not examined since these services are not
meant for customer-bank interaction. From a technical perspective, the information
required to connect with such services are time-consuming to find and not all banks
will offer such services uniformly, making useful comparisons harder.

The authors of this article do not have accounts at most banks, which is why SSL/TLS-
usage was examined using login pages. All 80 surveyed online banking sites rely on
SSL/TLS for both server authentication and secure communication. Used cryptographic
algorithms, vulnerabilities, and optional TLS functions were examined.

In an earlier technical report [Kiljan et al. 2014a], bank sites were examined using
Qualys SSL Labs SSL Server Test.5 The test by Qualys was chosen since it was the
most expanded test available online. Alternative approaches were considered, such as
using self-hosted security and vulnerability scanners. An example is Nmap,6 which
has the potency to provide more information about scanned sites, but a disadvantage
is that its scans can be quite intrusive. Whereas Qualys uses standard site requests
(like a browser would when setting up a connection) and analyzes the responses, other
scanners have capabilities to scan deeper by sending nonstandard requests that could
be interpreted as malicious, which in some countries could result in legal issues. The
intrusive scans might be disabled, but then the retrieved relevant information would
be the same or less than what Qualys collects. It was also considered to forego scanning
entirely and instead use data collected by the Internet-Wide Scan Data Repository,7
which uses ZMap8 to scan all possible IPv4 hosts. Unfortunately, the data provided
by this repository is wide but shallow. Data is only collected based on the connection
the ZMap scanner negotiates. Unlike Qualys, it does not make an attempt to find out
which weaker versions of SSL/TLS are supported, whether vulnerabilities are present,
and whether the site supports additional TLS functions that can improve security.
Therefore, Qualys’ scanner was used instead.

5Qualys SSL Labs SSL Server Test: https://www.ssllabs.com/ssltest/.
6Nmap: https://nmap.org/.
7Internet-Wide Scan Data Repository: https://scans.io/.
8ZMap - The Internet Scanner: https://zmap.io/.
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Fig. 6. An overview of the encountered SSL/TLS vulnerabilities.

4.1. Vulnerabilities

Figure 6 shows an overview of the vulnerabilities and how often we encountered them
among the 80 surveyed banks. Each vulnerability is discussed briefly.

At the end of 2014, a successful attack was made against SSL 3.0 and TLS 1.0 when
block ciphers are used. An adversary manipulates a user’s browser to send requests to
a site using SSL/TLS where the user is logged in. Important information can be derived
by observing the cipher text, such as session cookies that can be used to hijack sessions.
This attack was named POODLE [Möller et al. 2014; Langley 2014]*. Vulnerabilities
to POODLE are only noted for 2015 since the attack was not yet known in 2013.
For SSL 3.0, the only way to protect against POODLE is by disabling cipher suites
that use block ciphers. POODLE also works with some web servers that implement
padding in TLS 1.0 incorrectly, which updates to the web server software might be able
to solve. Figure 6 shows the number of banks that are vulnerable to POODLE with
either SSL 3.0 or TLS. Five banks overlap, and are vulnerable to POODLE attacks
with both protocol versions. Therefore, 30 out of 80 banks in our survey are vulnerable
to POODLE attacks.

Within the SSL/TLS protocol suite (up to versions 3.0/1.0, respectively), one method
to encrypt data is with block ciphers used in Cipher-Block Chaining (CBC) mode. The
SSL/TLS standard mandates that chained Initialization Vectors (IVs) are used with
CBC mode encryption. With chained initialization vectors, the last block of the previous
ciphertext is used as an IV for the next message. This presents a vulnerability that
can be exploited using a Blockwise Chosen-Boundary Attack (BCBA) [Duong and Rizzo
2011]*. A BCBA applied on a HTTPS session is known as a BEAST attack [National
Institute of Standards and Technology 2011]*. BEAST can be mitigated by letting
servers only allow connections exclusively using TLS 1.1 or 1.2. Figure 6 shows that
between 2013 and 2015 the number of banks that are vulnerable to BEAST attacks has
increased. An explanation for this is that banks that became vulnerable at one point
in time stopped supporting RC4, the only streaming cipher supported by SSL/TLS,
since it is vulnerable to attacks [AlFardan et al. 2013]. The only alternative without
disabling support for the older SSL 3.0 and TLS 1.0 protocol versions were cipher suites
that applied CBC, and by implementing those the relevant banks became vulnerable
to BEAST. This is likely seen as the preferable alternative, since the BEAST attack
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can be mitigated by browsers by implementing 1/n−1 record splitting as a workaround
[Langley 2012; Ristic 2013]*.

If an attacker can observe network traffic and manipulate a victim’s browser to sub-
mit requests to a target site, it is possible to retrieve data from the TLS stream when
DEFLATE compression is used. An attacker can steal session cookies with CRIME,
which makes it possible to hijack a session [Ristic 2012]*. While this attack is easier to
execute compared to BEAST, it is also easier to defend against by disabling TLS com-
pression. This can be done server- or client-side. The vulnerability is only exploitable
when both server and client support and use TLS compression when a session is es-
tablished. In 2013 only seven banks supported TLS compression, which after 2 years
was reduced to four banks.

SSL/TLS renegotiation makes it possible to use the same data session over multiple
connections. Originally, the SSL and TLS protocols did not consider that different
parties can use the same data session due to renegotiation, where one party has control
of the connection before renegotiation, and the other afterwards. This allows a man-
in-the-middle to inject plain text in an established session with a web server before
the web server is reconnected with the user’s browser through renegotiation [Ristic
2009]*. As a response, some sites disabled the renegotiation feature [Ristic 2010]*,
while others implemented an extension which fixed the problem [Rescorla et al. 2010]*.
Renegotiating is cryptographically protected when both the server and the browser
support the extension, thereby preventing the same data session to be shared between
an end-user and a man-in-the-middle. Half of the banks that were vulnerable in 2013
fixed the issue in the following 2 years.

SSL/TLS supports a number of cipher suites with different key sizes to support the
confidentiality and integrity of an established session. Some of these cipher suites are
merely meant for testing and unlike regular cipher suites, they do not offer either
authenticity of the server’s identity (such as with anonymous (Elliptic curve) Diffie-
Hellman) or encryption, due to the lack of required algorithms in the suite. To prevent
this, insecure cipher suites should be disabled. Only two sites from our survey sup-
ported insecure ciphers in 2013, which have since then fixed this issue.

The SSL Server Test from Qualys designates all cipher suites that are less than
112 bits as “weak.” If the assumption is made that data has to stay confidential and
its integrity safeguarded against eavesdroppers for the period “2031 and Beyond,” a
minimum of 128 bits conforms with recommendations by NIST [Barker et al. 2012]*.
This is why any applied cipher suite with a symmetrical key length of less than 128 bits
is considered vulnerable. However, there are a large number of sites that deploy cipher
suites of which the shortest key length is 112 bits. These sites are noted separately in
Figure 6 to distinguish sites that slightly deviate from NIST recommendations (less
than 128 bits but at least 112 bits) and those which deviate significantly (less than
112 bits, i.e., 40 or 56 bits). Not much has changed since 2013. The most significant
change was a moderate reduction in banks that supported very weak ciphers (from
17 to 10 banks). These banks disabled the weaker cipher suites in their web server
configurations, forcing clients to use the stronger alternatives.

Support for SSL 2.0 (with cipher suites enabled) or SSL 3.0 is considered a vulner-
ability. SSL 2.0 has a number of flaws that were already acknowledged by Claessens
et al. [2002]. These are the use of the same cryptographic keys for message authenti-
cation and for encryption (which makes the security of Message Authentication Codes
(MACs) unnecessarily weak when encryption key size is limited due to export restric-
tions), the sole dependence on MD5 as a vulnerable hash function to construct MACs,
the lack of handshake protection, and the possibility to truncate a connection due to
relying on the closure of the TCP connection. SSL 3.0 is also considered insecure since
all available cipher suites for that protocol version are vulnerable. Cipher suites using
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Fig. 7. An overview of additional SSL/TLS functions supported by bank sites.

CBC are vulnerable to the earlier discussed POODLE attack due to an inherent flaw
in the SSL 3.0 protocol itself, while the only supported streaming cipher is the RC4
algorithm, which is prone to attacks [AlFardan et al. 2013]. To mitigate these vulner-
abilities, it is enough to simply disable SSL 2.0 and 3.0 support on the server. While
support for SSL 2.0 and 3.0 has dropped by almost half of the banks that supported it
in 2013, there still are a surprising number of banks that support these older versions.

It must be noted that modern browsers can mitigate some of the vulnerabilities
as discussed in this section. SSL 2.0 support has been disabled in modern browsers
for quite a while. Examples include Microsoft Internet Explorer, Mozilla Firefox, and
Opera [Lawrence 2005; Mozilla 2006; Opera Software 2008]*. Support for SSL 3.0 in
these browsers was disabled more recently [Molland 2014; Mozilla 2014; Microsoft
2015]*. When such browsers are used to connect to a site, they are not vulnerable to
the protocol vulnerabilities of SSL 2.0 or 3.0 since a higher protocol version must be
negotiated with the server. If the server does not support a higher protocol version, the
connection will simply fail. Users with older browsers are still vulnerable.

4.2. Additional TLS Functions

There are several optional functions in TLS that can be used to increase security.
These have to be implemented server-side. Figure 7 shows the support of several of
these functions between 2013 and 2015 by the surveyed banking sites.

The functions found in the survey and some missing functions are each described
briefly.

4.2.1. Extended Validation (EV). We tested the availability of the EV attribute in cer-
tificates offered by bank sites, which notifies the user in various ways (depending on
the used browser) that a more thorough identification process was followed before the
certificate was issued. The expected procedures are noted in guidelines as published
by the CA/Browser forum.9 EV depends on the capabilities and willingness of users
to recognize the difference between basic certificates and EV certificates. Whether EV
provides any benefit is disputed. Without training or guidance, a considerable num-
ber of users do not notice the differences between offered basic and EV certificates in
web browsers [Jackson et al. 2007; Sobey et al. 2008; Biddle et al. 2009]. As shown
in Figure 7, EV was already quite popular in 2013, but its popularity only increased
marginally between then and 2015.

4.2.2. TLS Fallback Signaling Cipher Suite Value (TLS_FALLBACK_SCSV). When a browser
and server negotiate which SSL/TLS versions and cipher suites will be used, a fallback
mechanism exists in case the handshake fails. If a connection on a higher protocol ver-
sion fails, the default policy is to try one lower protocol version since it is assumed that
the other party does not support the higher version. This fallback mechanism some-
times is used incorrectly in a situation where both parties actually do support a higher

9The latest version of the Guidelines for the Issuance and Management of Extended Validation Certificates
can be obtained from https://cabforum.org/documents/.
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version. For example, a browser will try to reconnect with a server using a lower proto-
col version even though both browser and server support a higher version. Reasons for
failure can simply be a network disruption the first time a browser attempts to connect,
but an adversary can also use this flaw to force a downgrade of the protocol (also known
as a downgrade attack) to an exploitable version by influencing the availability of a
connection between browser and server. TLS Fallback Signaling Cipher Suite Value
(also known by its TLS cipher suite value: TLS_FALLBACK_SCSV) is an extension
for TLS that prevents the use of a lower version protocol in scenarios where the initial
handshake for protocols to use between browser and server fails [Moeller and Langley
2015]*. The extension is added to any reconnection attempt by the browser, so the
server knows that a downgrade was performed. If the downgrade was unjustified (both
the browser and server support a higher protocol version), the server refuses the con-
nection. Support for TLS_FALLBACK_SCSV requires up-to-date web server software
and SSL/TLS libraries. This extension is relatively new since it was proposed in 2014,
yet a quarter of the banks that we examined already implemented it 1 year later.

4.2.3. HTTP Strict Transport Security (HSTS). When a user enters a website name with-
out specifying the protocol the insecure “http” protocol will be used by default, even
if SSL/TLS (through the “https” protocol identifier) is available. A man-in-the-middle
who has control of the connection between the user’s computer and the bank can pre-
vent a user from ever connecting to the secure site by manipulating all replies from the
bank [Marlinspike 2009]*. HTTP Strict Transport Security (HSTS) provides protec-
tion against man-in-the-middle attacks that exploit this initial insecure connection by
implementing an additional HTTP response header [Hodges et al. 2012]*. This header
instructs browsers that for future visits within a specific time frame only secure con-
nections through SSL/TLS (“https”) should be allowed. To also protect the first visit,
browser updates include a list of sites that should only be visited securely. (Retro)fitting
web servers with HSTS support is quite simple, since only a HTTP response header
has to be added to its existing configuration. An example that states that only secure
connections should be allowed for a year would be Strict-Transport-Security: max-
age=31536000. Note that this yearly counter is updated every time the user visits the
site, making it unlikely that it would ever expire if the user visits the site regularly.
Despite its simplicity, HSTS is only implemented by a few banks in our survey.

4.2.4. HTTP Public Key Pinning (HPKP). A similar useful HTTP response header is HTTP
Public Key Pinning (HPKP), which allows browsers to detect fraudulently issued cer-
tificates from trusted certificate authorities [Evans et al. 2015]*. On the first visit
to a site that supports HPKP, the site tells the browser that at least one certifi-
cate in the trust chain should contain a specific public key for subsequent visits in
a certain time frame. If within this time frame the site is revisited and a valid cer-
tificate chain is offered that does not contain one of the earlier registered public
keys, the browser refuses to connect. This protects against trusted but fraudulent
certificate authorities who issue valid certificates of sites for adversaries. If in a sub-
sequent visit the certificate chain has been changed in such a way that the HPKP
policy is violated, it indicates that a wrongfully issued certificate is being offered,
possibly as part of a man-in-the-middle attack. HPKP requires that two public keys
are specified. If the primary public key is compromised (such as when an adversary
obtains the paired private key) and revoked, the backup public key can be used to
replace the lost part of the certificate chain. This avoids the situation where the se-
curity measures of a browser prevent access to the site with a new legitimate certifi-
cate chain. It is recommended that a backup private key and backup certificate are
kept on an offline medium for safekeeping, since they can be used for undetectable
man-in-the-middle attacks if compromised. An example of an HPKP HTTP response

ACM Computing Surveys, Vol. 49, No. 4, Article 61, Publication date: December 2016.



61:26 S. Kiljan et al.

Table V. Geographical Distribution of Important SSL/TLS Functions and Vulnerabilities in 2015

Region Africa Asia Europe M-East N-America Russia Oceania S-America
# banks 8 14 27 6 6 1 7 11

Extended validation 3 12 19 4 4 1 7 5
TLS Fallback Sign. 0 0 14 1 4 0 1 0

HSTS 0 0 5 0 0 0 0 0
POODLE (SSL 3.0) 6 4 7 0 1 0 1 1
POODLE (TLS 1.0) 1 5 3 1 0 0 2 3

BEAST 7 6 19 4 4 1 5 4
CRIME 2 1 1 0 0 0 0 0

Insecure reneg. 1 0 1 1 1 0 0 3
<112 bit ciphers 3 2 1 1 1 0 0 2

SSL 2.0 2 0 0 0 0 0 0 2
SSL 3.0 7 11 13 1 1 0 3 5

Function support 13% 29% 47% 28% 44% 33% 38% 15%
Vulnerability 45% 26% 21% 17% 17% 13% 20% 23%

header that would pin two public keys for 2 months on each visit of the site and any
of its subdomains would be Public-Key-Pins: pin-sha256="ABCxyz123+(...)";pin-
sha256="XYZabc987+(...)";max-age=5184000; includeSubDomains. Note that for the
example the PINs (encoded in Base64 SHA-256 hash values of public keys) have been
shortened for readability.

This extension was not used by any of the banks at the time the survey was conducted,
which is why it is absent in the graph shown in Figure 7.

4.2.5. Other non-SSL/TLS Related Response Headers. There are several HTTP response
headers that increase security, but that do not relate to SSL/TLS. Examples focus on
preventing cross-site interaction that can be insecure, such as through frames (the
X-Frame-Options header [Ross et al. 2015]*) and scripting (the X-WebKit-CSP header
[W3C 2015]*). These response headers were excluded from the survey both due to
limited time, and because they have not (yet) been accepted as standards (X-WebKit-
CSP) or have been obsoleted without a replacement being available (X-Frame-Options).

4.3. Geographical Spread of Vulnerabilities and Functions

The data in Table V shows the global distribution of important SSL/TLS functions and
vulnerabilities according to our survey data.

As noted in Section 1, we believe that our set of banks is representative for banking
worldwide. However, there is room for variance due to the limited number of observed
banks in some regions. Comparisons using the final percentages should therefore be
made with care. The most obvious case is Russia, for which only a single bank was
examined that neither supports any of the listed functions and that has none of the
listed vulnerabilities. We therefore only make conclusions based on the other regions.

Europe and North America seem to be quite active in supporting new SSL/TLS
functions, followed by Oceania, East-Asia, and the Middle East. Other regions do not
seem to give any priority to the support of additional secure functions of SSL/TLS.
SSL/TLS vulnerabilities in banking sites were observed mostly in Africa, while the
presence of such vulnerabilities seems to be less in other regions.

4.4. SSL/TLS Overall Observations

It is a positive development that most banks see SSL/TLS as something that should not
be configured once and then be left alone. Examining Figure 6 shows that the number of
occurrences for most vulnerabilities dropped between 2013 and 2015 (ignoring BEAST,
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which can be considered a nonissue if an updated browser is used). Unfortunately,
there still are a large number of banks (10 out of 80, or 12.5%) that support insecure
cipher suites with 40 or 56 bit key sizes.

Optional security-enhancing SSL/TLS functions became slightly more popular, as
shown by Figure 7. EV is already widely implemented, and saw a slight increase. The
TLS Fallback Signaling Cipher Suite Value was implemented by 25% of the examined
bank sites between its introduction and the 2015 survey. HSTS is a bit of an exception.
Of all the optional functions that we examined, it has the lowest technical threshold to
implement. Considering that HSTS was already available before the 2013 survey, it is
not known why there are only a few bank sites that implemented it.

Mobile banking and payment applications are prone to implementing communica-
tions security incorrectly, resulting in large security gaps [Georgiev et al. 2012; Fahl
et al. 2012; Reaves et al. 2015]. Online banking sites have the advantage that they rely
on browsers to implement SSL/TLS correctly client-side, which reduces the develop-
ment area of banks in which mistakes can be made. Therefore, the work for banks is
to keep their server-side implementations as secure as possible. From the data in the
survey, it can be concluded that most banks do it well, but there are some sites that
are still vulnerable in ways that were considered old a decade ago.

5. DISCUSSION, LIMITATIONS, AND FURTHER RESEARCH

Of 81 banks in 2013 and 80 banks in 2015, the user authentication methods were exam-
ined in Section 3 and the communications security implementations for home banking
were examined in Section 4. When the conclusions are compared, a difference in uni-
formity is quite clear. All banks rely on SSL/TLS for communications security in home
banking. There is some variety in how well SSL/TLS is implemented, but all banks
chose to use parts from a single, standardized protocol suite. This is in sharp contrast to
the methods applied for user authentication, which vary greatly. Most likely, SSL/TLS
provides “good enough” communications security, while there are several factors for
why banks cannot agree on a single user authentication method. Such factors can in-
clude demographic differences in which methods are accepted by bank customers. For
example, in the United States bank card or credit card payments are often conducted
without requiring a PIN [Scott 2014]*. Instead, a physical signature (easy to forge, and
easy to forget to check) is asked from the person who uses the card. One reason why
issuers hesitate to introduce PINs to cards is that they do not want to have a card in the
user’s wallet that is more difficult to use compared to cards from competitors [Krebs
2014]*. Such differences exist as well in online banking user authentication methods
in different regions, as shown by the survey data in Section 3. Further research that
examines online banking should also focus on whether communications security is cor-
rectly implemented. However, the area with the most work for further research seems
to be user authentication and transaction authorization, for which the industry does
not have a unified answer.

A limitation of the survey related to communications security is that it was examined
for home banking, but not for mobile banking. Whenever a browser is not used, banks
must implement SSL/TLS in their mobile applications themselves. These implemen-
tations are not always secure [Fahl et al. 2012; Georgiev et al. 2012; Onwuzurike and
De Cristofaro 2015; Reaves et al. 2015]. Aside from client-side, there can be server-side
issues. The survey in this article has shown that for home banking, servers can have
vulnerabilities that potentially weaken communications security. The same could be
true for servers used by mobile banking applications. More research in both can pro-
vide a more complete overview on how well SSL/TLS is used client- and server-side for
mobile banking.
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Another limitation is that authentication methods were only examined from an exter-
nal perspective, using login pages and documentation. For example, for the discussed
password and PIN implementations in Section 3.2, we were unable to get additional
details concerning password policies that could influence security and usability. Let-
ting the user choose a password, having relaxed rules about the length and complexity
of the password, and not requiring the user to renew passwords on a regular basis
all increase usability but potentially decrease security, and vice versa. Most banks do
not publish their password policies, which is why this was excluded from the survey.
Examining such policies would give more insight into the overall security concerning
the often applied knowledge factor (either by itself, or in combination with a possession
factor) but would require accounts at most banks, since it is quite rare that password
policies are public. Gaining such detailed information could be done in further research.
One approach would be by letting researchers around the world cooperate by sharing
information about security systems from the banks where they are customers. The
same further research could also expand on the 80 chosen banks and provide a better
geographical distribution of examined banks. Examining home and mobile banking
qualitatively and quantifying the results takes a lot of effort. This is especially true
for the collection of information concerning authentication methods, since it requires
the examination of documentation login pages and mobile banking software, all in
many different languages. 80 banks worldwide is a small number, but it takes a large
amount of time to examine them and it could be that some of the finer points of their
authentication methods were missed.

In Section 4.3, some observations were made about the geographical distribution of
SSL/TLS vulnerabilities and optional functions. Due to the somewhat limited sample
size, these observations are solely based on the impressions that the survey gives and
not on a statistical foundation. The same is true for other sections in which different
regions are compared.

A question not answered by our survey is what influences the observed regional dif-
ferences. The results suggest that there are differences in how regions implement user
authentication methods and SSL/TLS, as shown by Figure 4, Table III, and Table V. An-
swering this question could give more insight into which motivators (e.g., regulations)
drive banks and users to adopt more secure implementations and methods.

6. RELATED WORK

The primary focus of this work is on the development of online banking in general and
the security in online banking in particular. Security in online banking has been an
active research subject for many years. This section notes related work.

Several references are made in Section 2.1 to work that examines what makes users
accept online banking, based on the technology acceptance model. Two other models
that are also used to examine the acceptance of technology are the theory of reasoned
action and the theory of planned behavior. All three models have been examined in an
online banking context. The technology acceptance model has the best fit to determine
what makes online banking acceptable [Yousafzai et al. 2010].

Data was collected for the survey about methods used by banks to authenticate
customers, which are discussed in Section 3. Many of these methods have also pre-
viously been examined and proposed in the academic field. AlZomai et al. investi-
gated the effectiveness of an information scheme that makes the customer verify
transactions securely and also proposed a method that implemented such a scheme
[AlZomai et al. 2008, 2010]. This scheme is known as What You See Is What You Sign
(WYSIWYS). Weigold and Hiltgen proposed several methods that use WYSIWYS
[Weigold and Hiltgen 2011]. An alternative to WYSIWYS was proposed by several
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authors of this article under the name What You Enter Is What You Sign [Kiljan et al.
2014b].

Section 4 is dedicated to the use of SSL/TLS by bank sites and browsers, which
authenticates the bank to the customer and provides confidentiality and integrity.
When this protocol is used by a browser to conduct online banking, it relies on the
perception of the customer to see if it is used and whether it is offered in a secure
manner, based on several visual security indicators. The availability and effectiveness
of these browser security indicators have been examined to a great extent [Dhamija
et al. 2006; Oghenerukeybe 2009; Amrutkar et al. 2012].

SSL/TLS is used for more than just browser-server traffic. Several authors have
examined SSL/TLS implementations used for (among others) mobile banking applica-
tions [Georgiev et al. 2012; Fahl et al. 2012; Reaves et al. 2015].

Of course, security in online banking is more than authentication and communica-
tions security. One example is the detection of fraudulent transactions by banks, based
on characteristics of the transaction itself and on customer behavior (also briefly dis-
cussed in Section 3.4.2). Academic proposals for such systems have also been made
[Aggelis 2006; Wei et al. 2013].

7. CONCLUDING REMARKS

We identified a pattern in the development of online banking that seems to rely on
three phases, each relating to both technological and adoption trends. In the early
adoption phase, banks offer a technologically crude way to conduct online banking
that is expensive and not available for everyone. Availability and popularity of online
banking increase in the following expansion phase, in which users start to accept
online banking because critical aspects are perceived as being satisfactory. Finally,
the exploitation phase relies on standardized technologies to make online banking
available to almost anyone. The three phases are identified in the development of
home banking (using a “desktop” computer), and the first two phases can also be
identified in the development of mobile banking (using a mobile device anywhere an
internet connection is available). Based on the identified trend, we predict that mobile
banking has yet to enter the exploitation phase. In this predicted third phase, Hybrid
Mobile Applications that are based mostly on standard web technologies will likely be
introduced to reduce the costs of supporting multiple platforms and form factors. For
mobile banking, this opens up opportunities for new kinds of scalable malware attacks
that are similar to attacks made against home banking.

Security is an important aspect in online banking. For home banking, we examined 80
banks worldwide on how they authenticate their customers and how they implemented
communications security. We also examined the implemented authentication methods
for mobile banking at 66 banks.

For user to bank authentication, 75% of the banks offer an authentication method
that relies on multiple factors (what the user knows and possesses) for home banking.
The possible use of multiple factors was found in 59% of mobile applications and
25% of mobile sites. The adoption of multifactor authentication in both home and
mobile banking increased slightly in a 2 year period, and seems to be most absent in
North America. While there is not much diversity in the used knowledge factor (either
password or PIN), different regions have different preferences for the possession factor.
Noteworthy are the wide embrace of offline electronic devices used to generate login
credentials in Africa, Europe, and Oceania, and the popularity of a one-time password
distributed on paper or plastic in South America. Different possession factors are
also used in mobile banking. Use of the mobile device itself as the possession factor is
overall most favored. A recent development in mobile banking is that fingerprint-based
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biometrics are slowly starting to be offered in alternative authentication schemes,
despite that it is trivial to spoof fingerprint sensors embedded in user devices.

Whereas authentication from customer to bank is quite varied, the opposite is true
for bank to customer authentication. The SSL/TLS protocol suite is used for communi-
cations security in home banking by all examined banks. All banks apply ciphers that
provide confidentiality and integrity, but 12.5% of the banks support ciphers that pro-
vide an amount of protection that is far below NIST recommendations. The server-side
implementation of SSL/TLS can also present several vulnerabilities that endanger the
communication between bank and customer to eavesdropping and man-in-the-middle
attacks. We found most of these vulnerabilities at banks in Africa. Support for op-
tional SSL/TLS functions that increase security is mostly found in Europe and North
America. Most banks have an implementation that is adequate to protect against man-
in-the-middle attacks, but there are some sites that still present vulnerabilities that
could have been solved more than a decade ago.

It is important to note that the survey does not look at all security aspects of online
banking. For example, banks can implement behavior anomaly detection, used to de-
tect financial transactions that are made under suspicious circumstances. While there
are indications that some banks implement such in-house systems, they are hard to
examine from an outside perspective.
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