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I-C-S Access Control UTSA

The Institute for Cybet Security
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I-C-S

The Institute for Cybet Security
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I-C-S ABAC Status

The Institute for Cyber Security
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IC S ABAC is not New

The Institute for Cyber Secutity

User (Identity)

Attributes Public-keys +
Secured secrets
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IC S ABAC is not New

The Institute for Cyber Security
User (Identity)
X.500 X.509
Directory |dentity
Certificates
Attributes Public-keys +

Secured secrets

Pre Internet, early 1990s
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IC S ABAC is not New

User (Identity)

X.509 X.509
Attribute |dentity
Certificates Certificates

Attributes Public-keys +

Secured secrets

Post Internet, late 1990s
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IC S ABAC is not New

The Institute for Cyber Secutity

User (Identity)

Attributes SPKI Certificates Public-keys +
Secured secrets

Post Internet, late 1990s
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IC S ABAC is not New

The Institute for Cyber Secutity

User (Identity)

Attributes Public-keys +

Anonymous Secured secrets

Credentials
Mature Internet, 2000s
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IC S ABAC is not New

The Institute for Cyber Secutity
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Mature Internet, 2000s
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I-C-$ UTSA

The Institute for Cybet Security

ABACa and ABAC[3 Models
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ICS ABACa Model Structure UTSA

The Institute for Cybet Security

Policy Configuration Points

1, Constraints on subject attributes at 2, Qgnstraints on object attributes at
creation and modification time, cragtion and modification time,
| UA >| SA I —| OA
A i H
I I
I |
I . |
. 3, Authorization policy .

@ ° Authorization

- Constraints e e Associalion - Creator

Just sufficient mechanism to do
simple forms of DAC, MAC, RBAC
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[-(C:S§ ABACa Authorization Policy UTSA

The Institute for Cybet Security

SDAC Authorization,, ,(s,0) = SubCreator(s) € reader(o)

Authorization,,. (s,0) = SubCreator(s) € writer (o)

Authorization,, ,(s,0) = sensitivity(o) < sclearance(s)
SMAC Liberal star : Aauthorization, . (s,0) = sclearance(s) < sensitivity(o)

Strict star : Aauthorization, . (s,0) = sensitivity(o) = sclearance(s)

+RBACO Authorization,, ,(s,0) = dr € srole(s).r € rrole(o)

rea

+RBAC1 Authorization , ,(s,0) = 3rl e srole(s).3r2 e rrole(o).r2 <rl
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I C S ABACa Subject Attribute Constraints UTSA

e for Cyber Security

2MAC creation ConstrSub(u,s,{(sclearance,value)}) = value < uclearance(u)

modification FALSE

+RBACO ConstrSub(u, s, {srole,value}) = value c urole(u)

+RBAC1 ConstrSub(u, s, {srole,value}) = Vrl € value.ar2 e urole(u).r1 < r2



I C S ABACa Object Attribute Constraints U-I-SA

e for Cyber Security

+DAC Creation ConstrObj(s,o,{(reader,vall),(writer,val2),(createdby,val3)}) =
val3 = SubCreator(s)

Modification ConstrObj(s,o,{(reader,vall),(writer,val2),(createdby,val3)}) =
createdby(o) = SubCreator(s)

+MAC Creation ConstrObj(s, 0, {sensitivity,value}) = sclearance(s) < value

Modification = FALSE



N O ABACB Model

The Institute for Cyber Security

1. Constraints on subject attribute 2. Constraints on object attributes at
at creation and modification time creation and modification time
(Different policies can be specified for creation  ((Different policies can be specified for

and modification time) creation and modification time)

i A 4
|
|
|

3. Authorization policy

Authorization

¥

)

=P Constraints « o= = Association gy Creator

Can be configured to do many
but not all RBAC extensions
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he Insti ber Security

Roles and Attributes

18
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I.C.S Roles and Attributes UTSA

The Institute for Cybet Security

Attribute- Dynamic Role-
Centric Roles Centric
Role is just another Compute user roles Attributes constrain
attribute. Nothing from user attributes permissions of
special about it. roles for each user
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[-(C:§ User-Role Assignment Problem

The Institute for Cybet Security

Hard Enough Impossible
(RH)
Role Hierarchy
N
(UA4) (PA)
User Assign- Permiésion
ment Ass1gnment
N N\ \\‘
PRMS
user_
SeSSions <\ session mles
- Constraints
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he Insti ber Security

Beyond Attributes

21
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I-C-S Access Control UTSA

The Institute for Cybet Security

Fixed
policy
A Discretionary Access Control Mandatory Access Control
(DAC), 1970 (MAC), 1970
Relationship Based Access Role Based Access Control
Control (ReBAC), 2008 (RBAC), 1995
\ 4
Attribute Based Access Control
M (ABAC), ????
Flexible
policy
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I-C-S Access Control UTSA

The Institute for Cybet Security

Fixed
policy
A Discretionary Access Control Mandatory Access Control
(DAC), 1970 (MAC), 1970
Relationship Based Access Role Based Access Control
Control (ReBAC), 2008 (RBAC), 1995
\ 4
Attribute Based Access Control
M (ABAC), ????
Flexible
policy
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I ) C ) S m
®
The Institute for Cybet Security

Usage Control (UCON) Model:
Attributes on Steroids
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I-C-S UCON ;¢ Models

The Institute for Cybet Security

Continuity of pre

Decisions

Rights
(R)

UTSA

Before

Mutability of |
Attributes pre

Objects
( Usage (0)
Decisions

Subject Attributes (SA)

Continuity

Object Attributes (OA)

Authoriz
ations
(A)

Mutability

ongoing N/A
Usage After
ongoing post

Decision can be made during usage for
continuous enforcement

Attributes can be updated as side-
effects of subjects’ actions

© Ravi Sandhu World-Leading Research with Real-World Impact!
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I-C-S Examples UTSA

« Long-distance phone (pre-authorization with post-
update)

« Pre-paid phone card (ongoing-authorization with
ongoing-update)

« Pay-per-view (pre-authorization with pre-updates)

« Click Ad every 30 minutes (ongoing-obligation with
ongoing-updates)

« Business Hours (pre-/ongoing-condition)

© Ravi Sandhu 26
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I.C.S UCON,gc Um

The Institute for Cybet Security

Authoriza-

Usage tions (A)

Decision

Usage [preA ][ onB onC

Decision L L L
Before Usage After
Update of 1e on Lin ist
Attributes P 9oIng P

Conditions
(C)

Obligations
(B)

* FreelSP
— Membership is required (pre-authorization)
— Have to click Ad periodically while connected (on-obligation, on-update)

— Free member: no evening connection (on-condition), no more than 50 connections (pre-
update) or 100 hours usage per month (post-updates)
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