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2. Access Control Oriented (ACO) Architecture for

Cloud-Enabled IoT

3. Access Control Models for VO Communication in

ACO Architecture.

4. Access Control Model for VO Communication and

Implementation in AWS IoT

5. Conclusion and Future Work
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* Architecture:
“*Integrating the Cloud

e Unlimited computational capabilities
* Low-cost ( )
* On-demand storage Middle Layer
e Resources usable from everywhere
“*Integrating Virtual objects
« Solution for major 0T Issues

« Homogeneous communication style

Application Layer

Object Layer

* |0T Security
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o [t Is feasible to develop a set of access control models for
virtual objects communication in cloud-enabled Internet of
Things within the Access control Oriented (ACQO) architecture
by adapting traditional access control models, specifically,
Cap-ACL, RBAC, ABAC and Policy-Based.
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Access control models in cloud-enabled internet of Things

Access control

oriented (ACO)

architecture for
the cloud-enabled

>

IoT
The VO The cloud
layer layer

Access control models
for virual object
communication in ACO
achitecture for the
cloud-enabled IoT
(ACO-I10T-ACMsVO)

v v
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Access control model
for virtual objects
(shadows) communication

(AWS-I0T-ACMVO)

in AWS IoT
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AWS-IoT-ACMVO

AWS-10T-ACMVO
and

Operationl ||Administrative
models models
ACL-Cap and ACL, RBAC, and

ABAC ABAC

ACO-I0T-ACMsVO
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User and Administrator Interaction

 The Object layer:
* Physical objects !
e Collect data
e« Communication

Application Layer

Cloud Services Layer

 The Virtual Object Layer:
* Presents status of objects
e« Communication
* O-VO Association

Virtual Object Layer

Object Layer

alaars
VIV

!

User Direct Interaction
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User and Administrator Interaction

 The Cloud Layer:
* Big data !

° FunCtIOI’la.Jlty. ( Application Layer
e Communication

« The Application Layer: ( Cloud Services Layer )

* Interface
e Users and Admin (Virtual Object Layer
» Generate AC policies

C Object Layer

!

User Direct Interaction
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Develop access control models for VO communication in two
layers:

A - Operational models
B - Administrative models
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A. ACL and Capability Based (ACL-Cap) Operational Model
B. ABAC Operational Model

(R)
&)
@ R={p,s}

F={Forward}

Four Questions:
* Which VOs are allowed to publish or send a subscription request to a
topic?
* Which topics should VOs publish or send a subscription request to?
* Which VOs should a topics forward data to?
* Which topics should VOs receive data from?

World-Leading Research with Real-World Impact! Um,s%
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» The operational models recognize sets of entities:
* Virtual objects (VO) and topics (T)
A set of rights R={Publish, Subscribe}.
* F={Forward}

Subscriptions(VO)|| Cap(VO) ACL(T) Subscribers(T)
Tl T1, recR vol, reR|| VOl
T2 T2, r R V02, r cR || VO2
Tm Ts, rc R VOg, r € R| [ VOn

7

6-->
WIC

R={p,s}
F={Forward}
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Cap) Operational Model

* The authorization rule for publish is expressed as follows.
Auth-Publish(VO,T) = (T,p) € Cap(VO)A (VO, p) € ACL(T)
» The authorization rule for subscribe is expressed as follows.
Auth-Subscribe(VO,T) = (T,s) € Cap(VO)A (VO, s) e ACL(T)

* The authorization rule for forwarding of published data by a topic’'s MB to
a VO expressed as follows.

Auth-Forward(T, VO) = VO € Subscribers(T )AT € Subscriptions(VO)

Subscriptions(VO)|| Cap(VO) ACL(T) Subscribers(T)
Tl T1,reR vol, rcR|| VOl
T2 T2, rcR V02, rcR || VO2
Tm Ts, r € R VOg, r € R| | VOn
» A A«
\\ \ ,,
N 0\

&) T

(B R={p,s}

U F={Forward}
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« The operational models recognize sets of entities:
— Virtual objects (VO) and topics (T)
- Aset of rights R={p,s} and F = {Forward}, as before
- Sets of attributes, virtual object attributes (VOA ) and topic attributes (TA) ,

as follows.
VOA = {VO-Publish, VO-Subscribe, VO-Subscriptions, VO-Location}

TA= {T-Publish, T-Subscribe, T-Subscribers, T-Location}

VOA TA

VOA={VO-Publish, TA={T-Publish,
VO-Subscribe, T-Subscribe,
VO-Subscriptions, T-Subscribers,
VO-Location} T-Location}

A A
(R)
% > R={p,s}
< @ F={Forward}

Rioma Arehn World-Leading Research with Real-World Impact! UTSA =
Computer Science

21




I‘C‘S B. ABAC Operational Model C-SPECC

The Institute for Cyber Security

Center for Security and Privacy
Enhanced Cloud Computing

« The authorization rule for publish is expressed as follows.
Auth-Publish(VO,T) = T € VO-Publish(VO)AVO € T-Publish(T)
« The authorization rule for subscribe is expressed as follows.
Auth-Subscribe(VO,T) = T € VO-Subscribe(VO)AVO € T-Subscribe(T)
« The authorization rule for forward published data is expressed as follows.
Auth-Forward(T, VO) = T € VO-Subscriptions(VO)AVO € T-Subscribers(T )
« We can conjunctively add the following condition to each of the three equations

above.

T-Location(T) = VO-Location(VO)
VOA TA
VOA={VO-Publish, TA={T-Publish,
VO-Subscribe, T-Subscribe,
VO-Subscriptions, T-Subscribers,
VO-Location} T-Location}

A A

l: (R) :
R
< 20 F={Forward}
Y,
e World-Leading Research with Real-World Impact! UTSA=>-
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 Admins mean users who are authorized to control VO communication,
by adjusting configuration of the operational model.
 Administrative ACL Model
« Administrative RBAC Model
e Administrative ABAC Model

« For the ACL-Cap operational model:
« Who is allowed to add or delete (VO,p) or (VO,s) from ACL of T?
« Who is allowed to add or delete (T,p) or (T,s) from Capability list of VO?

« Forthe ABAC operational model:
« Who is allowed to assign or delete values to or from attributes of T?
« Who is allowed to assign or delete values to or from attributes of VO?

Asma Alshehri
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« The administrative ACL model introduces a set of admin users (A) and admin
permissions (AP) as follows.
A={U1, .,Um-1, Um}
AP = {Own, Control}

ACL(VO)
(U1, ap € AP)
-__> (U2, ap € AP)
/ ium,ap e AP)
(D)—®__ | pam
@—-p (U1, ap € AP)

(U2, ap € AP)

AP = {Own, Control} (Um,ap € AP)

© Asma Alshehri
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« The authorization rule for admin user U to control T or VO as follow.
Auth-Control(U,T) = (U,ap) € ACL(T)
Auth-Control(U,VO) = (U,ap) € ACL(VO)

ACL(VO)
(U1, ap € AP)
-__> (U2, ap € AP)
/ i.l.Jm,ap e AP)
(D—E__
@—-p (U1, ap € AP)

(U2, ap € AP)

AP = {Own, Control} (Um,ap € AP)

« Difficult to maintain

© Asma Alshehri
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« Additionally, RBAC introduces set of administrative roles (AR) and admin
permissions set(APS) as follows.

AR = {AR1, .., ARs},
APS ={(VOxAP)U (TxAP)}, A set of VO-AP and T-AP pairs.

Admin Permissions Set(APS)

(T1, ap € AP) (VO1, ap < AP)
(T2, ap € AP) (VO2, ap € AP)

(Ti,ap € AP) (VOj,ap € AP)
A

APS assignment
(APSA)

>
o [€¢¢ P

A
A A assignment

; (AA)

@%

Own, Control}

o Easier to maintain
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. Additionally, ABAC introduces administrative attributes for topics
(TAA), VOs (VOAA), and users (UAA), as follows.
TAA = {T-Location, T-Department}
VOAA = {VO-Type, VO-Location, VO-Department}
UAA = {UA-Type, UA-Location, UA-Department}

[UAA | VOAA

UAA={UA-Type,
UA-Location,
UA-Department}

VOAA={VO-Type,
VO-Location,
VO-Department}

A

()

®—>

TAA v

TAA={T-Location,
T-Department}

World-Leading Research with Real-World Impact! Um.!%
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« Authorize users who have own or control permission to control sensors
and cameras from the same department and close location

Auth-Control(U,VO) =
(UA-Type(U) = Ownv UA-Type(U) = Control)A
UA-Department(U )= VO-Department(VO)A
(VO-type = sensorv VO-type = camera)A
UA-location = VO-Location(VO)

. Flexible, scalable, and adaptable:
- ldentity, roles, and resource information of ACL and RBAC into attributes
- Incorporating collected data for making a decision

© Asma Alshehri
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/
AWS loT
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Virtual Virtual
Object Objects
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}'\ T Rules Engine

Object
Layer
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Virtual
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Layer
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The Publish/Subscribe
Topic-Based Scheme
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Cloud
DynamoDB Service

\ Layer

Virtual Objects (Shadows)] [MQTT Topics Rules Engine \ |

VC1
{"desired": {
"RFID": "545464“, C1/Update Ru|e3 Lambda3 R°|e3
"Speed":{89, 99}} A
S1-P @ - "reported": { N :
] @ IIRFIDII: II545464II, R°|e3 P
AWS IdT Policy | "Pic"; "57.jpg"} }
VS2 P
{"desired": { S2/Update @
“RFID'; "545}4}64", % Virtual
“Speed": 89}1}, Object
"reported": { Role2-P Layer
"RFID": "545464",
‘ Speed": 99} } Rolel-P
VSl
"RFID": "545464", S1/Update Rulel Lambdal Rolel
S1-Cert |S2-Cert |C1l-Ce "Speed": 89}}
\
\ \
Object
. . _’
~ ~ Layer
O T O v
B
o™0
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"Version": "2012-10-17",
"Statement": [
{ "Effect": "Allow",
"Action": "iot:GetThingShadow",
"Resource": "arn:aws:iot:us-west-2:760000000000:
thing/Sensor2"
H
{ "Effect": "Allow",
"Action": "iot:Publish",
"Resource": "arn:aws:iot:us-west-2:760000000000:
topic/$aws/things/Camera/shadow/update”
}
]

World-Leading Research with Real-World Impact!
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DynamoDB Cloud
Service layer
E |Ai (where 2 <i<n)] E An+1

If Reported:

1- Publish suspicious
list to the next sensor
with a desired tag and

RFID1/Speedl.

If Desired with RFID1:

1- Combine current (in the VS2S) and
comming suspicious lists

2- Publish the combined suspicious list to
current storage (VS2S) and the next sensor
with a desired tag and RFID1/Speedl.

If Reported:
1- Compare current and comming suspicious
lists, and if there are similar RFIDs:

RFIDs, and puplish it to the next sensor
with a desired tag and RFID2/Speed?2.
B- Restore current suspicious list without
the similar RFIDs
2- Publish the reported suspicious list without
the similar RFIDs to the next sensor with a
desired tag and RFID1/Speedl.

@@
L]

Pub

A- Generate a SavePic list with the similar

©

If Desired with RFID1:

1- Combine current (in the VSiS) and
comming suspicious lists.

2- Publish the combined suspicious list to
current storage (VSiS) and the next sensor
with a desired tag and RFID1/Speedl.

If Desired with RFID2:

1- Publish the SavePic list to next sensor

2- Delete current suspicious RFIDs/Speeds
that are in the SavePic list.

If Reported:
1- Compare current and comming suspicious
lists, and if there are similar RFIDs:
A- Generate a SavePic list with the similar
RFIDs, and puplish it to the next sensor
with a desired tag and RFID2/Speed2.
B- Restore current suspicious list without
the similar RFIDs
2- Publish the reported suspicious list without
the similar RFIDs to the next sensor with
a desired tag and RFID1/Speedl.

@?

|

If Desired with RFID1:

1- Combine current (in the VSnS) and
comming suspicious lists

2- Publish the combined suspicious list
to current storage (VSnS).

If Desired with RFID2:

1- Publish the SavePic list to next sensor

2- Delete current suspicious RFIDs/Speeds
that are in the SavePic list.

If Reported:
1- Compare current and comming suspicious
lists, and if there are similar RFIDs:
A- Generate a SavePic list with the similar
RFIDs, and puplish it to the next sensor
with a desired tag and RFID2/Speed2.
B- Restore current suspicious list without
the similar RFIDs
2- Publish the reported suspicious list without
the similar RFIDs to the next sensor with
a desired tag and RFID1/Speed1l.

If Desired with RFID2:
1- Combine the curent SavePic st
and the comming SavePic list
2- Publish the Combined SavePic
list to current sotrage (VC1S)

If Reported:
1- Compare the current SavePic list
and the comming suspicious list, and
if there are similar RFIDs:
A- Consolidate the two lists, and
publish it to the Amazon DynamoDB
B- Remove the similar RFIDs/Speeds
that are saved in the current SavePjc
list.

S &
y

Pub Desired Pub Pub
. esire i Desired
syu|—» @M s2/u |» @ — » |s3wm sn-1/U Desired I snju —>@ —0Cp» |cwu
Virtual
Object layer
Pub Pub Pub Pub Pub Pub
Reported Reported Reported Reported Reported Reported
L ‘ < : <
S, & S, ITLLLILT ‘&' S,
S1 s2 S3 Sn-1 Sn Cl1
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Conclusion and Future Work
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1. ACO Architecture for Cloud-Enabled loT

¢ Integrating the Cloud
“ Integrating virtual object

2. Access Control Models for VO Communications within
ACO

% Operational models

+» Administrative models

3. Access Control Models for VO Communications in AWS
loT
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