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I.C.S Access Control Scenario UTSA
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Information required for authorization )(
@ » Access Control Component

Access Decision

Resources J

Grant Deny [

Others (e.g., NotApplicable, Error)
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I.C.S Classical Access Control Models U-I-SA
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Discretionary Access Control Mandatory Access Control
(DAC), 1970 (MAC), 1970

Role Based Access Control
(RBAC), 1995

1. Policy Neutral
2. Administrative Convenience
3. Configure both DAC and MAC

Figure from http://profsandhu.com/miscppt/iri_130815.pptx
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I.C.S User Discretionary DAC UTSA.
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The list of users who can read

Create and own the file
. File 1 ][ Bob, Carol, Dan }
_lice
= File 2 J[ - ]
File 3 J[ Alice, Bob ]
File 4 J[ Bob, Carol }

World-Leading Research with Real-World Impact! 5



I-C-S
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Lattice of
Security Top Secret
Labels
Secret
Classified
Unclassified

Mandatory Access Control
(Lattice based Access Control)

[ File 1 ]

[ File 2 ]

[ File 3 }

[ File 4 ]

[Subject 1]

[Subject 2]

[Subject 3]
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ICS NIST-RBAC
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(RH)
Role Hierarchy

N
(UA) \ / (P4)
User Assign- Permission

ment _ Assignment
N

N PRMS

SESSIONS <\ o session_roles -\
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ICS RBAC Limitations UTSA

The Institute for Cybet Security

> Role explosion
< Parameterized privileges, role templates, parameterized roles (1997-)

> Difficult role design and engineering
< Role engineering top down or bottom up (1996-), and on role mining (2003-)

» Assignment of users/permissions to roles is cumbersome
< Decentralized administration (1997-), attribute-based implicit user-role
assignment (2002-), role-delegation (2000-), role-based trust management
(2003-), attribute-based implicit permission-role assignment (2012-)

> Adjustment based on local/global situational factors is difficult
< Temporal (2001-) and spatial (2005-) extensions to RBAC proposed

» RBAC does not offer an extension framework
< Every shortcoming seems to need a custom extension

Slide from http://profsandhu.com/miscppt/iri_130815.pptx
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I.C.S Classical Access Control U-I-SA
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Discretionary Access Control Mandatory Access Control
(DAC), 1970 (MAC), 1970

Role Based Access Control
(RBAC), 1995

Can ABAC unify these extensions
In a common framework?

1. Flexibility
\ 4 2. Automation

Attribute Based Access Control | |-
(ABAC), ????
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I C S General Idea of ABAC  JTGA

e for Cyber Sec

> Attributes are name and value pairs
> Attributes are associated with different entities

e User: role, group, department, project, research_topic
e Subject: clearance, role, admin, network

« ODbject: sensitivity, date, owner, size, last_modified

« Context: CPU usage, server_location, risk_level, time

« Attribute (i.e., meta-attribute): risk_level_of role,
size_of organization, head of department, trust_of clearance

» Converted by policies into rights just in time

* Retrieve attributes related with each request: (subject, object, operation)

World-Leading Research with Real-World Impact! 10



ICS Related Work UTSA
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> Formal Model

» UCONaBc (Park and Sandhu, 01): authorization, mutable attributes, continuous
enforcement

> Logical framework (Wang et al, 04): set-theory to model attributes

> NIST ABAC draft (Hu et al, 13): enterprise enforcement

No distinguish between user and subject (classical models can not be configured)
No relationship of user, subject and object attributes.

» Policy Specification Language
» SecPAL (Becker et al 03, 04), DYNPAL (Becker et al 09), Rule-based policy (Antoniou et
al, 07), Binder (DeTreville 02) , EPAL1.2 (IBM, 03) , FAF (Jajodia et al 01)

> Enforcement Models
> ABAC for web service (Yuan et al 06), PolicyMaker (Blaze et al 96)

> |mp|ementati0ns Focus on authorization and
> XACML: authorization attribute release among
> SAML: pass attributes organizations

> OAuth: authorization

> Attribute Based Encryption
> KP-ABE (Goyal et al 06), CP-ABE (Bethencourt et al 07)

Limited Policy Language

World-Leading Research with Real-World Impact! 1



I-C-S Thesis Content UTSA
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> Problem Statement

> No widely agreed ABAC model that strictly distinguishes user and subject

> Thesis Statement

> ABAC is suitable for flexible access control specification with reasonable

complexity

Policy Specification

Policy Administration

Policy Enforcement
And Implementation

World-Leading Research with Real-World Impact!

4 A
. ABAC-alpha model to unify DAC, MAC and RBAC
ABAC-beta model to cover operational RBAC
models and extensions
\_ y,
4 _ ™)
. Extend user-role assignment model to manage
user-attribute assignment
L Reachability analysis on policy )
4 _ _ ™)
. Design ABAC model for access control in
Infrastructure as a Service cloud
L Implement it in OpenStack and evaluate cost )
12



I C S Presentation Outline UTSA

te for Cyber Security

« Introduction

« ABAC Operational Models
« ABAC Administrative Model
« ABAC In laaS Cloud

e Conclusion and Future Work
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[-C:§ ABAC-alpha Model Features
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<+ ABAC-alpha Cover DAC, MAC and RBAC

< DAC: user-discretionary access control

< MAC: LBAC with tranquility
< RBAC: RBACo0 and RBAC1

UTSA

DAC
MAC
RBACO
RBAC1

ABAC-
alpha

Subject Object Attributg  Attribute bject Subject
attribute attribute value range function ttribute attribute
Value constrained by ordered’ returns odification? | modification
constrained creating set value? by creating
by creating subject ? user?
user ?
=S NS NS NS NS
YES YES YES NO NO NO
YES NA NO YES NA YES
YES NA YES YES NA YES
YES YES YES YES YES YES

World-Leading Research with Real-World Impact!
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[-C:§ ABAC-alpha Model Structure UTSA
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Policy Configuration Points

1, Constraints on subject attributes at

3, Authorization palicy

@ ° Authorization

- Constraints e e Associalion - Creator

SubCreator as a distinguished subject attribute.

World-Leading Research with Real-World Impact! 15



I-C-S Example User Attributes UTSA
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UA = {ClIr, Dept, Proj, Skill}

Attribute Type  Scope

Clr atomic unclassified, classified, secret, topsecret
Dept atomic software, hardware, finance, market
Proj set search, game, mobile, social, cloud

Skill set web, system, server, windows, security

Attributes assignment for Alice:

Clr(Alice) = classified

Dept(Alice) = finance

Proj(Alice) = {search, game, cloud}
Skill(Alice) = {web, server}

World-Leading Research with Real-World Impact! 16



I C S Policy Configuration Points U-I-SA

e for Cyber Security

1. Authorization policies for each operation

Authorizationop(s, 0)

2. Subject attribute assignment and modification constraints

ConstrSub(u, s, saset)

Exp: Set of Subject Attributes = {location, role, cls}
saset = {(location, CSConference), (role {faculty, PhD}), (cls, classified)}

3. Object attribute constraints at object creation time

ConstrODbj(s, o, oaset)

4. Object attribute constraints at object modification
ConstrObjMod(s, 0, oaset)

World-Leading Research with Real-World Impact! 17



I.C.S Policy Configuration Languages UTSA
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o =pAp|ove|(p)|—e|IXxesetp| VX e set.p|set setcompare set |
atomic e set | atomic atomiccompare atomic

setcompare ::=c|c|z

atomiccompare ::=<|=<

» Authorization policy

« Attributes of the involved subject and object

» Subject attributes constraints
» User attributes and the proposed attributes for subjects

» Object attribute constraints at creation time
» Attributes of the subject and the proposed value of object

» Object attributes constraints at modification time
« Attributes of the subject and object and the proposed value of object

World-Leading Research with Real-World Impact! 18



I.C.s User Discretionary DAC UTSA.

The Institute for Cybet Security

{} o Y freader, owner}
A A A
| | |

Quthorizatio

ConstrODbj(s, o, {(owner, owner_name), (reader, {namel, name2})}):

owner_name = SubCreator(s)
Example:

ConstrObj(Sub-Alice, docA, {(owner, Alice), (reader, {Bob, Carol})}):
Alice = SubCreator(Sub-Alice)

ConstrObj(Sub-Alice, docA, {(owner, Dan), (reader, {Bob, Carol})}):
Dan = SubCreator(Sub-Alice)

ConstrObjMod(s, o, {(owner, owner_name), (reader, {namel, name2})}):
owner(o) = SubCreator(s) and owner_name = SubCreator(s)

World-Leading Research with Real-World Impact! 19



(RH)
Role Hierarchy

(UA4) ; ; (PA)
User Assign- Permission

Assignment

I.C.S Configuration for RBAC

The Institute for Cybet Security

ment

user_
SesSions

session_roles

—>| srole ReadRole, WriteRole

Q\uthorizatio

: The subject has some role that is in the
A user can only activate roles already ReadRole attribute of the object

assigned to him.

World-Leading Research with Real-World Impact! 20



I.C.S ABAC-beta Scope UTSA
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1,2,4,5 —
= t’ d’d (;" - Rofe A t Extended Concept of Role: 1’ 4’ o

xtended Constraints on Role Activation: Role Template-1997 [45], , - 2
Attributo-Based Usor-Role Assignment- 2002 [6], OASIS-RBAC-2002[9]. ~Parameterized RBAC-2004[2],  woamos 1 Role-Permission
SRBAC-2003 [46] Parameterized RBAC-2003 [34], st e )
Rule-RBAC-2004 [5} Faramefenzed Role-2004 |!r43_|il, Task-RBAC-2003 ﬁ,ra-jrl
GEO-RBAC-2005 [16] Attributed Role-2006 [99] o

Extended Permission Structure:
<~ RBAC with Object class- 2007 [24],

Conditional PRBAC 07 [74],
PRBAC 07 [75],
Purpose-aware RBAC- 2008 [67],

Context:

Ubi-RBAC-2010 [76],

C-TMAG-2001 [44], :
4 5 GRBAC 2001 [70]. RCPBAC-2011 [55]
0 izati d Team: Context Role-2001 [30],
R;ﬁgf&’;ﬁ;&_ﬁg 2] Context-Sensitive RBAC-2002 [63], 1,2, 3,4,5
' Contextual RBAC-2003 [69],
D ] SESSIONS) 4 — ~ STREAC2008064),

TeamMAC-2004 [7],
ROBAC-2006 [103], — p=
Group-RBAC-2008 [66],
RABAC-2013 [51],

Domain-RBAC -2013 [98]

WITH
DSD

Spatial-temporal-RBAC-2007(81]
CA-RBAC-2008 [62]
Maodelling Context-2008 [32]

4 1,4,5

1. Context Attributes

2. Subject attribute constraints policy are different at || 4. Policy Language
creation and modification time.

5. Meta-Attributes

3. Subject attributes constrained by attributes of
subjects created by the same user.

World-Leading Research with Real-World Impact! 21



I-C-S Examples

The Institute for Cybet Security

2. Subject attribute constraints policy are different at
1. Context Attributes creation and modification time.

OASIS-RBAC

* Prerequisite role

 [|nitial role assignment constraints
» Other role assignment constraints

3. Subject attributes constraints by attributes of
subjects created by the same user.

Ubi-RBAC CS Conference Room Geography Accounting

Business Building

Science Building

5. Meta-Attributes UTSA Campus

Task-RBAC Role <+—<—— Task ——@
task(rl) = {t1, t2}

readtask(ol) = {t1, t2, t3}
urole(u) = {rl, r2}

World-Leading Research with Real-World Impact! 22



o . ABAC-beta Model UTSA
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1. Constraints on subject attribute 2. Constraints on object attributes at
at creation and modification time creation and modification time

(Different policies can be specified for creation  ((Different policies can be specified for

and modification time) creation and modification time)
| UA E "'

i A 4
|
|
|

3. Authorization policy

Authorization

——» Constraints « » = = Association —pp- Creator

23



I C § Summary of ABAC Models UTSA

e for Cyber Security

» ABAC-alpha: “Least” features to configure DAC, MAC and
RBAC

> ABAC-beta: extension of ABAC-alpha for the purpose of
unifying operational RBAC and its extended models

> Future Work

» Theoretical analysis of enforcement complexity, RBAC compared with
ABAC instance of RBAC

> Policy specification language. For example, to be able to detect
misconfiguration, compliance with privacy expectation

World-Leading Research with Real-World Impact! 24
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« ABAC In laaS Cloud
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I C S GURA Model UTSA

e for Cyber Security

» The generalized User-Role Assignment Model

(GURA) deals with user-attribute administration.
> Itis an extension of URA component in ARBAC97

> Although subject and object are also associated with

attributes, this mode is not suitable

» Subject and object attributes are modified by regular users
» This model is useful as long as this style of attribute administration is
Involved

> Advantage
» Well-documented advantage of RBAC inherited

World-Leading Research with Real-World Impact! 26



ICS GURA Model UTSA

The Institute for Cyber Security

» Administrators request to modify attributes of users
» add, delete, assign

> Policy
» Administrative users with [administrative roles] can [modify] value
[value] to [attribute name] attribute of a user if [condition]

» GURAO

can_add project = { (manager, windows in project(u) and linux in project(u), security) }

add(Alice, Bob, project, security) where adrole(Alice) = manager
add(Carol, Bob, project, security) where adrole(Carol) is not manager

» GURA1

can_assign approved = {  (director, true, {true, false}) }
can_add project = { (manager, windows in project(u) and linux in project(u) and
clearance(u) > ¢ and phd in degree(u) and approved(u)=true, security) }

assign(Alice, Bob , approved, true) where adrole(Alice) = director
assign(Carol, Alice, approved, true) where adrole(Carol) is not director

World-Leading Research with Real-World Impact! 21



ICS Attribute Reachability Problem

The Institute for Cyber Secutity

-+

State

UTSA

This state is
supposed to be
unreachable by
the policy.

This state is
supposed to be
reachable .

a4 N

Whether there exists any states

which satisfies the query:

attl(ul) =3 and att2(ul)
contains 47

\ J

World-Leading Research with Real-World Impact! 28



I.C.S Reachability Query and Types UTSA
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> We define two query types. RP-equal (RP) and RP-super (RP.)

uerv Tvpe: RP-same Clr(Alice) = classified Clr(Alice) = classified
(Q AL W Dept(Alice) = finance Dept(Alice) = finance
Clr(Alice) = classified Proj(Alice) = {search, cloud} Proj(Alice) = {search, game, cloud}
Proj(Alice) = {search, cloud} Skill(Alice) = {web, server} Skill(Alice) = {web, server}
(Query e R ey w Clr(Alice) = classified Clr(Alice) = classified
Clr(Alice) = classified Dept(Alice) = finance Dept(AIice) =MUE S
Dept(Alice) = market Proj(Alice) = {search, cloud} Proj(Alice) = {search, game, cloud}
Proj(Alice) = {search, cloud} Skill(Alice) = {web, server} Skill(Alice) = {web, server}

> rGURA is different from GURA model only in the [condition]
specification languages for administrative rules

» Only conjunction and negation is allowed

Q.= =@ | o A |aua(u) = avalue | svalue e sua(u)
¢:=—¢| pnrplaua(u) =avalue  avalue ::=aval, |aval, ... | aval_
avalue ::= avall | aval2 . avaln svalue ::= Sva|1 | SV8.|2 . Sva|n

World-Leading Research with Real-World Impact! 29



[-C:S§ Analysis Results Summary UTSA

The Institute for Cybet Security

rGURA0 rGURA1
[rGURAO0] [rFGURA1]
RP2: C1 RP2:c4
RP=: C1 RP=:C4
| 7
Only set-valued Only atomic-valued  Only set-valued
attributes attributes attributes
4
[FGURAc-set] [rGURA1-atomic] [FGURA-sef]
RP2O:Th2 RP=:C2 RP:—gg
RP=:Th3 | / \
Only atonjic=valued No Negation
ttribut ; Single Rule,
N y No Negation o belation PSPACE
[rGUEﬁ%atomic, N] Complete
=:Th4

\ [rGURAo-atomic] [rGLll?Ij?Jg‘l_-Tsl?g, N] || FGURA1-set, SR,D]| |Solvable in
- =. - .
RP=:Th1 APt g;; T Po!ynomlal
time (P)
N: No Negation SR . single Rule ) . No Deletion
30
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The Institute for Cybet Security

I.C.S Operations in Local Data Center lJTSA
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Access Control

I-C-S

The Institute for Cyber Security
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ICS Access Control in laaS Cl

M T wla e £ 1 Ot

Equivalent policy in physical world
should be able to be configured
using cloud access control service

With virtualization, cloud may
provide more fine-grained access
control

Elastic Beanstalk | 53 EC2

PC CloudWatch | Elastic MapReduce | CloudFront | CloudFormation | RDS SNS

Javigatio
Region:
= LS East (irginia) +

» EC2 Dashboard
INSTANCES

» Instances

» Spot Requests

> Reserved Instances

IMAGES

» AMIs
> Bundle Tasks .

ELASTIC BLOCK STORE
» Yolumes
» Snapshots

METWORKING & SECURITY
» Security Groups

» Placement Groups

» Elastic IPs

> Load Balancers

» Key Pairs

-4; Launch Instance Instance Actions |+ | Show Hide Refresh
2
Viewing: | Al Instance Instance Management -
e ) N —
ame 0ot Lhevice ype atus
N connect M1 1D Root Devi T stat
5et System Log -
[0 Suppont Team Get Windows Admin Password i-f111023 ehs cl.medium @ stopped
O LTRAS Create Image (EBS AMI) ba22d203  eh ml small @) stanned
: Add/Edit Tags : Amazon EC2
O apstestinstal  change ssearity Group 82594 £y Amazon EC2 Connect
O Change Sourca/Dest. Check i-245aa |b Amazon ECZ Launch Instances
Bundle Instance (53 AMI)
| Sample Launc Launch Mare Like This i-Gadah! P‘JJ Amazon ECZ Start{StopfReboot Instances
[ Sample Launc Disassociate [P Address i Badopd @ IF Amazon ECZ Instances StatusIs ...
Change Termination Protection Amazon ECZ Allocate/Release Elastic IPs
L] HASP Xen ba view/Change User Data -G 49h & i
E Amazon ECZ AssociabeDisassociabe Elastic IPs
[0 Metwork Suite Change Instance Type -Zab2af
Change Shutdown Behavior : [ Amazon ECZ Instance Enumerator
O TC 8 Network -3ab24f ﬁ Amazon EC2 Instance Block Device Enumerator
Instance Actions )
Demao Instance i-5ebfdd 4 Amazon EC2 Create/Delsts Yolumes
Terminate
O Reboot i-cabed | 8% Amazon EC2 Attach/Detach Yolumes
Stap ]'3 Amazon EC2 CresteDelete Snapshats
1 ECZ Instance se Start 44| Amazon ECZ Create Image (EBS AMI)

@ EC2 Insta

Description

CloudWatch Monitoring

Enable Detailed Monitoring
Disable Detailed Monitoring

)

AMI ID:

Security Groups:

Status:

EEERE
SmartBear_Comman

running

World-Leading Research with Real-World Impact!

Zone:
Type:

Owner

{,‘j Amazon ECZ Bundle Instance (53 AMI)

]ﬁ Amazon ECZ Register Machine Image

]ﬁ Amazon ECZ UnregiskerfDelate Machine Images
Ed Amazon EC2 EnablefDisable Cloudwatch Monitoring
f@ #Amazon EC2 Terminate Instances

3 Amazon EC2 Disconnect
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I-C-S Problem

The Institute for Cybet Security

With different access control models

Local Data
Center DC1

) SR B )
DCs Outsourced DC1 | eeenes DC2 . weeerens DC3
To the cloud
Simulated model| RBAC | ««xxxsse Risk RBAC| «=s::: MAC
Access control | Basic Sets and Configuration APIs

engine

World-Leading Research with Real-World Impact! 35



I. C.S OpenStack (Grizzly Release)

Obijects
(OBJ)
Operations
(OP)
> Limitations

> Tenant can not configure their own policy, uses cloud role instead
> Not able to configure tenant administrator

» Access control on operation level, no control on object level
> Give identity:createUser permission to role rl, then rl can create users in
any tenant

> Give nova:stop permission to role rl, rl can stop any machine in the tenant

> Access control only based on role

World-Leading Research with Real-World Impact! 36



I-C-S

The Institute for Cybet Security

AWS Access Control

Conditions
(C)

Policies
(P)

{ \
/ “Version”: “2012-10-177,

“Statement”:[{
“Effect”. “Allow”,
“Action”: [
“liam:AddUserToGroup”,
“lam:RemoveUserFromGroup”,
“iam:GetGroup”
],
“Resource”: “arn:aws:iam::123456789012:group/MarketingGroup”

}

N %

World-Leading Research with Real-World Impact!
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ICS AWS Access Control UTSA.

The Institute for Cybet Security

» Advantages over OpenStack
» Tenant has full control over their own policy, by account root user
» Flexible policy : groups, user id, time, address.
» Control over resources and operations

> Limitations
» NoO automation
» Restricted set of attributes
» Not flexible enough, group explosion (e.g., can not configure DAC,
cumbersome to configure MAC)
» No extension available (e.g., can not include customized attributes)
» No subject and user distinction

World-Leading Research with Real-World Impact! 38



I C S ABAC Solving Problems  jrqA

e for Cyber Sec

> Flexibility
» Covers DAC, MAC and RBAC
» Covers RBAC extensions
» Resource-level fine-grained access control

» Automation
> User attributes inherited by subject and further object,
access control automatically added for newly created
objects

> Ease in policy specification
> Attributes defined to reflect semantic meaning and policy
specified with certain level of relationship to natural
language

World-Leading Research with Real-World Impact! 39



ICS Access Control in laaS UTSA

The Institute for Cybet Security

Cloud Root User Tasks:

1. Manage virtual infrastructure

2. Create and manage tenants (e.g.
create tenant root-user

Cloud & " o
Root @) ' |
User \  CSP’s laas \_!!_!_ J Tenant Regular User Tasks:
"""""""" 1. Day-to-Day Operations
Tenant Root User Tasks: 2. Add/Remove Capacity
1. Configure attributes of tenant’s | \ | = &= 3. Manage N/W
Users and cloud resources i~ ___—7 4. Backup, Snapshot, etc.
2. Create and manage admin users 5. Manage attributes of tenant’s
3. Manage attributes of admin users resources
. Tenant Administrative User Tasks:
enant © 1. Create and manage tenant’s regular users
Root ® ; Tenant )
2. Manage attributes of regular users Regul
Utilize User Ueg” ar
sers i
\ Utilize ) Utlilze
laaS Administrative Model Tenant ©® .
Administrative laaS Operational Model
Users

World-Leading Research with Real-World Impact! 40



[-C:S laaSadand laaSop Model  yrsA

The Institute for Cybet Security

Different types of object may
have different sets of

attributes.
laaSad Model laaSop Model
P By = ~ B R R R ST —
( v kY
I I Subject attribute Object attribute
: | Constraints Constraints
|
l User Attributes — Subject Attributes » (Object Attributes
; A
i A

- ]
--------

Operation

—e- Constraints seamape Association pp Creator

Cloud Root User

44—p» Napping R

_'_: Configure |::> Administer

World-Leading Research with Real-World Impact! 4l



I-C-S OpenStack

The Institute for Cybet Security

[ Requests from Cloud Users ]

Swift Glance Nova Cinder Quantum Others
i Block

Object

(Networc )| [ oters )

Keystone

)\ |dentity

World-Leading Research with Real-World Impact! 42



I.C.S OpenStack Authorization for Nova UTSA

The Institute for Cybet Security

®

Kevstone Nova Nova Nova Nova
d PEP PIP PDP  PAP

1. (user_name, password)

»
: 2. Verify (user_name, password).

Sign user data and generate a token
end_point = Nova.

Return (Token, end_point)
User <

3. (Request, token)

'
4. Request Token
4Revocation List

5. Ligt of Revoked ToKken ID

> 6. Fetch Object Infp
L

7. Return Object Info

-«
8. Decode token and send usder
info, request, gbject infc.L

9. Load Poliqy
—

10. Return Polic
11. Evaluate and raturn resultqq—t licy

12. Respond to user request -
-
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I-C-S

The Institute for Cybet Security

Tenant Root User

-

[
( Administrative Request )

PEP
Tenant root users request ]

[ Regular users log in and create
subject request

)

PIP
[ User and attribute assignment |
[ Subject and subject attribute |

Subject attribute ]
COnstralnt Policy

[\ laaSad policy |
e

Enhanced Keystone

/

Enforcement Models

Tenant Administrative User

PEP

/5 R
PAP

(Object attribute constraint |
Policy and IaaSop policy |
4

g N
PDP

[ Policy Decision Engine
o

PIP
[ Objects and object |
!

"\\ attribute assignment /

Enhanced Nova

)
J,

Enforcement Model |

Regular User

~

'l N
PAP

(Object attribute constraint |
Policy and IaaSep policy)
4

e ™
PDP

[ Policy Engine
\.

PIP
[ Objects and object
attribute assignment

=

Enhanced Other Service

;
)
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I.C.S Enforcement Models UTSA
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Enhanced Nova Enhanced Cinder

e 5 7 "y Enhanced Nova Enhanced Cinder
Other | . :
Other

Components ‘
PIP PIP
Objects and object ||| == [ } ‘ Components

Objects and object

b3

-\ attnbute assmnment Attnbute asmqnment

. Return 3. Forward 4. Return
1 Forwatrd true or false / request True 2.0?1'9;?:[“
reques
(s?:v o) (s.0.0p) orfalse  attributes

1. Retrieve object
attribute

. ~

PIP
[Object attribute assignmentJ

PAP PAP
laaSop Policy + ; i i
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> Policy

» Formal Operational Model. ABAC-alpha to cover classical models DAC, MAC and
RBAC; ABAC-beta extends ABAC-alpha to cover extensions to RBAC model which is
dominant in recent decades

> Formal administration Model GURA. Straight forward extension to Administrative RBAC
model, easy extension to attribute based model

> Formal reachability analysis on GURA model, future analysis on extended models
subsumes our results

> Enforcement

» ABAC designed for single tenant access control in laaS
> Implementation

» Implement ABAC on selected components in OpenStack and evaluate performance
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