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AUTHORIZATION, TRUST AND RISK

O Information security is fundamentally
about engineering
e authorization and
e trust
so asto
e« manage risk
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Multilevel Security

No information leakage

Lattices (Bell-LaPadula)
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ENGINEERING AUTHORITY & TRUST
4 LAYERS

What? Role-Based Access Control (RBAC)

A

Policy neutral
RBAC96 model
user-pull, server-pull, etc.
certificates, tickets, PACs, etc.

A\ 4

How?
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RBAC

0 Policy neutral yet Policy oriented
e least privilege
e separation of duties
e abstract permissions
e Separation of administration and access

e roles are a semantic unit around which
to build policy
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CLASSII SYSTEMS

USER-PULL
Client [< P Server

Authorization Authentication
Server Server
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Authentication
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Secure Attribute Services on the Web

0 WWW (World Wide Web)

o widely used for electronic commerce
and business

e supports synthesis of technologies

e mostly, Web servers use identity-based
access control
m scalability problem
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Background

0 An attribute

e a particular property of an entity
= e.g., role, identity, SSN, clearance, etc.
0 If attributes are provided securely,

e Web servers can use those attributes

= e.g., authentication, authorization, access control,
electronic commerce, etc.

0 A successful marriage of the Web and
secure attribute services is required

© Ravi Sandhu 1999 13

1: Attribute Issue/Revoke
— - - -
% Attribute
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Attribute 1.2: Process Result
Authority
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*Authentication Information can be either user-based or host-based.
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User-Pull Moddl

0 Each user

e pulls appropriate attributes from the
Attribute Server

e presents attributes and authentication
information to Web servers
0 Each Web server

e requires both identification and
attributes from users

0 High performance
e NO new connections for attributes

© Ravi Sandhu 1999 15
1: Attribute Issue/Revoke 2.3az Auribute Information
% —_ Autribute =
’ < Server <
Attl‘lb}lte 1.2: Process Result 2.2a: Request User Attributes
Authority
2:
Access
Web Server (with 2.4: 2.5
User-based Reguest 2.1: Credentials Request
Auth-Info.) Transactions (At;ﬁbutes + Auth-Info. *) Transactions
e —_— - —— e
Clen i,
(Browser)
User 2.3: 27 2.2 2.10:
A icati T i Authenticati T i
Result Results Result Resuits
*Authentication Information can be either user-based or host-based.
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Server-Pull Model

0 Each user

e presents only authentication
Information to Web servers

0 Each Web server

e pulls users’ attributes from the Attribute
Server

0 Authentication information and
attribute do not go together

0 More convenient for users
0 Less convenient for Web servers

© Ravi Sandhu 1999
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Related Technologies

0 Cookies

e in widespread current use for maintaining
state of HTTP

e becoming standard
e Not secure
0 Public-Key Certificates (X.509)
e Support security on the Web based on PKI
e standard
e simply, bind users to keys
e have the ability to be extended

© Ravi Sandhu 1999
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Cookies

Domain Flag Path Cookie_Name Cookie_Value Secure Date

Cookie 1 acmecom |TRUE| / Name Alice FALSE | 12/31/99
Cookie n acme.com |TRUE} / Role manager FALSE | 12/31/99
© Ravi Sandhu 1999 19

0 Cookies are not secure
o No authentication
e No integrity
e No confidentiality

0 can be easily attacked by
o Network Security Threats
e End-System Threats
e Cookie Harvesting Threats
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Secure Cookies on the Web

© Ravi Sandhu 1999

_ _ Domain _ Flag Path_ Cookie Name _ _ Cookie Value _ Secure _ _Date _

]
]
Na.me_Cookie: acme.com ITRUEI / I Name_Cookie Alice* I FALSE| 12/31/99 ||
: ' = - 1
I : : !
i - ]
Role_Cookie: acme.com ]TRUEI / | Role_Cookie manager® | FALSEl 12/31/99 |:
' 1
1
Life_Cookie: acme.com ITRU'EI / | Life_Cookie 12/31/99 | FALSEl 12/31/99 ||
1

]
N i
Pswd_CookiaI acme.com |'I'RU'E| / I PswcLCookiel Thashed_password l FALSE| 12/31/99 l:
: '
1
Key_Cookie : | acme.com |TRUE| / | Key_Cookie encryped_key™ | FALSE I 12/31/99 I 1
1

(Optional)

Sealing Cookies -

~——e

Seal_Cookie

acme.com |’I'RU'E| / l Seal_Cookie

* Sensitive fields can be encrypted in the cookies.
*#* Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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How to Use Secure Cookies

Cookie_Issuer

Get
User Information

3

Set S

sponse’ -, =
et Secure T AN -
Cookies ; o \Key!
iSeat

Check 3

o
he
C

Intey
Aut] enﬁca%
cookies "
Access
Resourct

4

or
to
es
Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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Applications of Secure Cookies

0 User Authentication

0 Electronic Transaction

0 Eliminating Single-Point Failure
O Pay-per-Access

0 Attribute-based Access Control
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Authentication Cookies

Domain Flag Path Cookie_Name Cookie_Value Secure Date
129.174.100.88 | FALSE ! 12/31/99 l

IP_Cookie

acme.com lTRUEl / | IP_Cookie

Pswd_Cookjv% acme.com lTRUEl / | Pswd_Cookie

hashed_password | FALSEI 12/31/99 i

KT_Cookie

acme.com ‘TRUEl / IKerberos_Ticketl {Alice, K cs}Ks |FALSE| 12/31/991

Sign_CookieI acme.com lTRUEl / |Sign_Cookie’ Signature_of_Alice

FALSEI 12/31/99 I

© Ravi Sandhu 1999 25

Secure Cookies for
Electronic Transactions

Domain Flag_ Path _ Cookie Name Cockie_WValue Secure Date .
p — — - oomain_ | Trag el Logkle tlame _ _ogue vane _ _meewrd _ At _
NameﬁCookie: acme.com ITRUEl 7 | Name_Cookie Alice* | FALSEl 12/31/99 |:
1
1
number::123456789+ &

1

Card_Cookic) acme.com |TRUE 7 Card_Cookie
1
1

exp date::Jan.2000* FALSE | 12/31/99

ID::123 &off:: 10%*

1
Ce Cooki
oupon_{-o0kiq valid_date::05/07/99%] FALSE | 12/31/99

acmc.com |TRUE{ / Coupon_Cookiq

'
1
1
Life_Couokie : | ACIne. Lo |TRU'E| 7 | Life_Couvkie | 12/31/99 | FALSE I 12/31/9% |
'
1 ]
Pswd_Cookie | acme.con |'1'RUH| ! ‘ PsWd_COOkiel hashed_password | FALSE l 12/31/99 | 1
1 1
1 i
Key_Cookie : | acme.com ITRU'El ! I Key_Coukie | encryped_key” | FALSE I 12/31/99 | 1
1
L_ A
_________ Sealing Cookies P -

Seal_Cookie I acme.com

* Sensitive fields can be encrypted in the cookics.
** Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1

© Ravi Sandhu 1999 26
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Lecture 7: Secure Attribute Services

Kerberos-Based Authentication
by Secure Cookies

1. Request TGT
T TGT = {S4, Alice}K xoc
2. TGT_Cookie = {TGT, Sa}Kc TSK_Cookie = {timestamp}Sa, Alice, Bob
KDC - Tes = {Alice, Kes}Ks (ticket to Bob)
3. TGT_Cookie = TGT TSS_Cookie = {timestamp }Kcs
" TSK_Cookie Client | TSS’_Cookie = {timestamp+1}Kcs
4. KT_Cookie =Tcs _ | (Alice)
KC_Cookie = {Kcs, Bob}Sa 5. KT_Cookie =Tcs
TSS_Cookie -
TSK_Cookie : Timestamp for the KDC B S(%r(‘)’g
KT_Cookie : Kerberos Ticket Cookie 6. TSS”_Cookie
KC_Cookie : Kerberos Client Cookie —
TSS_Cookie : Timestamp for the Server
© Ravi Sandhu 1999 27

Secure Cookies for
Pay-Per-Access

_ _Domain_ _ Flag_ Path _Cookie Name _ _Cookig Value _ Secwe _ Date _

1
Alice* I FALSEl 12/31/99 | :
1

U
Name_Cookie;
. 1

1

acme.com |TRU'E| / IName_Cookie

Ticket Cookie! [ acmecom |TRUE| / | TicketCoole | [D4368HOUS=I0N gy qp i 1573199
' . valid_date::05/07/99

1
Life_Cookie |
1

1
acme.com ITRUE| / l Life_Cookie | 12/31/99 |FALSE| 12/31/99 |:
1

1
Pswd_Cnokie|| acme.com |'I'RU'E| / | Pswd_Cookie
1

1
hashed_password I FALSEl 12/31/99 I ]
]

Key_Cookie : acme.com |TRUE| 7 | Key_Cookie encryped_key* | FALSEl 12/31/99 | :
S P
_______ Sealing Cookies -7
~—— e -
. eiane s E
Seal_Cookie acme.com |TRUE| / | Seal_Cookie Fqg&il_&é@nﬁl&%’% FALSE | 12/31/99

* Sensitive fields can be encrypted in the cookies.
** Seal of Cookies can be either MAC or signed message digest of cookies.
Note: Pswd_Cookie can be replaced with one of the other authentication cookies in Figure 4.1
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Secure Cookies for RBAC

Domain Flag _Path _Cookie_Name Cookie_Value Secure Date

1
| FALSEl 12/31/99 | 1
1

1
Name_Cookie |
1

acme.com | TRUE ' /

1
Role_Cookie:l acme.com |TRUEl /

1
Role | Manager | FALSE | 12/31/99 | :
1 1

1
Life_Cookie
1

12/31/99

]
| FALSE | 12/31/90 | X
]

1 ]
Pswd_Cookie! acme.com |TRUE| / Pswd_Cookie Fncrypted_Passwords* FALSEl 12/31/99 l !
1

acme.com |TRUE| 7 | Life_Cookie

1 1
IP_Cookie : acme.com |TRUEI / IP_Cookie 129.174.142.88 l FALSE | 12/31/99 l :
L — A
TTe e~ Cookie_Issuer Signs on the Cookies _ .=~
-—_ -
Seal_Cookie acme.com | TRUE l / Seal_Cookie - FALSE | 12/31/99

* Hash of the passwords is an alternative as the content of the Pswd_Cookie.

© Ravi Sandhu 1999
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RBAC on the Web
by Secure Cookies

Send Cookies & Requests
Web Server 1

/(Gez CooliesY

CAuthenticatior

i

e
Cookie_Issuer
(Role Server)

A

Check Fntegrit>

i

Access Client CRetdeve Roles>
ien I
E (Browser) 2 o>

Get Cookies

User-Role Assignment
Set Secure
Cookies

——

N
Response™ |

Assigning Roles & Creating Secure Cookies
T —

Verifying Secure Cooki
P St SO ST
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X.509 Certificate

0 Digitally signed by a certificate authority

e to confirm the information in the certificate
belongs to the holder of the corresponding
private key

0 Contents

e version, serial number, subject, validity period,

issuer, optional fields (v2)
e subject’s public key and algorithm info.
o extension fields (v3)
« digital signature of CA
0 Binding users to keys

0 Certificate Revocation List (CRL)

© Ravi Sandhu 1999

31

X.509 Certificate

Certificate Content:
Certificate:

Version: v3 (0Ox
Serial Number: 5 (0x5)
Signature Algorithm: PRCS #1 MDS With RSA Encryptu)n
Issuer: CN=data.list.gmu.edu, QU=LIST, O=GMU, C=U!
validity:

Not Before: Tue Feb 09 03:10:38 1999

Not After: Wed Feb N9 B3:10:38 2000
Subject: CN=admin. llst gmu edu OU=LIST, O=GMU, C=US
subject Public Key Tn

Algorlthm PKCS M RSA Encryption

Public Ke

Mo

U,
DU:bc:d7:fc:4f:29:a4:23:35:21:be:69:47:4d:55:db:37:5ﬂ:
18:2b:6e:3e:b0:85:3e:0£:86:0f:be:58:2b:¢9:d3:desbe: 03:
bg:86:44:¢4:£4:18:94:51:96:¢6:£9:c5:db:b5:9d:88:5b:53:
b7:08:2f:86:64:¢b:c2:7Tb:60:36:87
Public Exponent: 65537 (0xz10001}
Eztensions:
Identifier: Certificate Type
Critical: no
Certified Usage:
§8L Client
Identifier: Authority Key Identifier
Critical: no
Key Identifier:
a5:d7:08:be:ff:07:bd: 5a:d4:8d:d4:66:53:87:4b:af:81:90:
£0:4d

Signature:
Algorithm: PKCS #1 MD5 With RSA Encryption
Signature:
1l:ca:bl:94:14:fb:67:a2:ad:90:f1:e2:88:24:a8:d3:fd:5¢:75:34:fc:
©l:6B8:23:06:12:19:3a:5¢c:45:02:af:51:a0:27:44:96:f8:2e:1f:7a:19a:
llb:9c:ed:29:45:2e:db:c8:9<::56 la:el:75:0a:8e:bf:fB:44:b8:84:31:

© Ravi Sandhu 1999
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Lecture 7: Secure Attribute Services

Smart Certificates

0 Short-Lived Lifetime

e More secure

m typical validity period for X.509 is months
(years)

m users may leave copies of the corresponding
keys behind

= the longer-lived certificates have a higher
probability of being attacked

e No Certificate Revocation List (CRL)

m simple and less expensive PKI
© Ravi Sandhu 1999 33

Smart Certificates

0 Containing Attributes Securely

e Web servers can use secure attributes for their
purposes

e Each authority has independent control on the
corresponding information
» basic certificate (containing identity information)

= each attribute can be added, changed, revoked, or re-
issued by the appropriate authority

— e.g., role, credit card number, clearance, etc.
e Short-lived certificate can remove CRLs

© Ravi Sandhu 1999 34
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Separate CAsin a Certificate

Smart Certificate

. i Extensions
Basic Certificate - —_—

version. |

“serialnumber = imﬁb:“i?‘i;ii“.f@% :

e att_ 1 CAs |
| Digital Signature |-

~ = 4 = sibjes

Signed by 1 vahigity period = Signed by
BasicCA ! “publickevinfo. Att_1_CA

! ‘optionall fields (v2y

- ; il B
- BasicCA’s ' -~ — =
Digital Signature Signed by 1 aribiie n oo H]

Att_n_CA} i .
LI | - att_1_CA’s g
Digital Signature |

* attribute info.: attributes, attribute issuer, validity period of atteibutes, etc,

© Ravi Sandhu 1999 35

Smart Certificates

0 Postdated Certificates

e The certificate becomes valid at some
time in the future

e possible to make a smart certificate
valid for a set of duration

e SUppoOrts convenience
0 Confidentiality

e Sensitive information can be

m encrypted in smart certificates
— e.g. passwords, credit card numbers, etc.

© Ravi Sandhu 1999

36

INFS 767 18

Prof. Ravi Sandhu

Secur e Electronic Commer ce
Fall 1999



Lecture 7: Secure Attribute Services

A Smart Certificate

Certificate Content:

certificate:
Version: w3 (0x2)
Serial Mumber: 26 (Oxla)
Signature algorithm: PKCS $1 MDS With RSA Encryprion
‘ Issyer: CN=data.list.gmu.edu, QU=LIST, O=GMJ, C=US
Validity:
Not™ Before: Sun May 02 17:25:31 19299
NOT after: Mon may 03 D1:25:31 1989
SubjecL: CN=alice List, UID=alice, OU=LIST, O=GMU, C=US
Subject Public Rey Info
Algorithm: BRES #1 RS2 Encryption
Fublic Key:
Modu,

.9d 31:41:c¢f:45:d43: 25 1|J 41 bEI ca 23 £6: 09 91: ad 3d:
2d:cU 62:01:ff:24:43:F :
17:bA:z63:be:aa:36:4e 2‘3:DE'9
7a:b2 Bb:31:£9:b5:72:3f:04:0f:
Public Exponent: 65537 (0x10001)
Extensions:
Identifier: certificate Type
Critical: no
Certified Usage:
SSL client
Secure E-mall
Identlfx_er role
tical: no

1 1e: hEWDNMBEleJQrWEBAgCRETz TZ/NMvn/ xrkRsq/ fRMSVIK1UTEYKZOT
Identifier: EMthority Koy taomtifier
Critical: no
Key Identifier:
85:d7:08:be: £E:07:bd: 5a:d4:8d:d4:68: 53:87:4b:af:81:90:
4d
Signature:
Algorithm: PKCS #1 MDS With RSA Encryption
Signature:
C1i591L7:k8:89:19:52: L0 fer08: Ter1li£616e: Sa:07: i 951 60:5:d8:
65:ad:40:d TE£:0 :71:9b:21:7a 150:48: 6:
Toile:iz: EORPE T N B M O TN

© Ravi Sandhu 1999 37

Applications of Smart Certificates

0 On-Duty Control

0 Compatible with X.509

0 User Authentication

0 Electronic Transaction

0 Eliminating Single-Point Failure
0O Pay-per-Access

0 Attribute-based Access Control
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