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There appears to be consensus among seasoned cyber security researchers that there is
substantial disconnect between the research community’s priorities and the real world—
notwithstanding numerous intellectual advances in the theory and practice of cyber
security over the past four decades. This is in part manifested by recent recurring calls
for dramatic shifts in cyber security research paradigms, including so called game-
changing approaches that go beyond the typical computer science and engineering per-
spectives. This article focusses on a specially important piece of cyber security called
web user security where the prime concern is security for the ordinary consumer of web
application services. The proliferation of web services and their enthusiastic reception by
the ordinary citizen attests to the tremendous practical success of these technologies. As
such it is prima facie evident that the current web is ‘‘secure enough’’ for mass adoption.
Now, one certain prediction about the web is that it will continue to evolve rapidly. This
article gives the author’s personal perspective on what web user security science might
be developed to address the need to be ‘‘secure enough’’ in light of continued evolution.
To this end the article begins by considering what happened in evolution of the web in
the past and how much of it, if any, was guided by ‘‘science.’’ The article identifies some
security principles that can be abstracted from this short but eventful history. The article
then speculates on what directions the science of web user security should take.

� 2012 Published by Elsevier B.V.
1. Introduction

The current state of web user security is rather paradox-
ical. On one hand the general public continues to enthusi-
astically embrace web-based applications with increased
productivity and efficiency for all. At the same time stories
of cyber breaches and risks of being online proliferate in
the media. The basic premise of this article is that this is
the steady state situation which will persist indefinitely
into the future, and that this is a good situation. The web
will never get to the point where crime and mischief is
completely eliminated. That could happen only if criminals
and miscreants disappeared from humanity, which is not
going to occur. Entrepreneurs and innovators will continue
to find new ways of utilizing and evolving the web. Some
y Elsevier B.V.
of these will become winners and gain mass adoption. Oth-
ers will be relegated to niche uses or fall by the wayside,
perhaps to come back another day or disappear forever.
The conflict between evolving the web through innovation
while ‘‘securing’’ it for the public, will ensure a steady state
of relative safety for the vast majority of users with a small
fraction of unfortunate victims who suffer losses ranging
from the merely annoying to substantial.

Given this premise, what should a science of web user
security seek to do? This article explores this question
from the author’s personal perspective. The discussion is
impressionistic and speculative rather than definitive. Im-
plicit in the question is that the current science, such as it
is, is inadequate. Putting it more strongly, the current science
has not been terribly helpful so far. In the past four decades
there have been numerous intellectual advances in the
theory and practice of cyber security. Nonetheless, many
researchers and practitioners agree that the priorities of
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the real world are substantially disconnected from those of
the research community. Research funding agencies in the
USA have expressed this concern in recent reports calling
for ‘‘game-changing’’ shifts in cyber security research par-
adigms [1,2]. These influential reports will certainly have
impact on future research efforts.

This article seeks to complement these insights by con-
sidering this fundamental question from a novel perspec-
tive. Our core assumption is that the state of web user
security is about as good as it can ever be. It is never going
to be much better than where we are today. At first
thought this may sound like a pessimistic, and almost
defeatist, assessment with lack of faith in technical
advancement. But it is actually an optimistic yet pragmatic
statement. Consider that people have overwhelmingly
voted to go online and become increasingly dependent
on the web as a routine part of their daily lives. If web user
security was really that bad how could this have hap-
pened? In light of mass adoption it is untenable to argue
that the current web is not secure enough for the services
it provides to the typical user. The success of the web
speaks for itself. Prima facie we must accept that the web
is secure enough for mass adoption. This observation is fur-
ther reinforced by the fact there has been no mass depar-
ture from the web. Once people are on it they seem to
stay on it and even increase their activity. Perhaps we
should be teaching web user security as a true success
story in our cyber security classes, which to our knowledge
is rarely if ever done.

To summarize our position so far: web user security is
about as good as we are going to get it with relative safety
for the vast majority of users and a tiny fraction of unfor-
tunate victims with losses ranging from mere nuisance to
substantial. Given this premise, the fundamental question
is what should a science of web user security seek to do.

The rest of the article is organized as follows. Section 2
defines web user security for our purpose. Section 3 con-
siders the short but eventful history of the web from the
perspective of its security, so that we can learn from the
past. Section 4 proposes a set of security principles that
are grounded in the current web and that should guide
web user security in the future. Section 5 addresses the
fundamental question identified above. Section 6 con-
cludes the article.
2. Web user security

For purpose of this article, web user security is primar-
ily concerned with security of the ordinary consumer of
web application services. Web provider security is also re-
quired, otherwise compromise of the application provider
can cause compromise of the web application consumer.
Operating system security is required to protect the user’s
client platform from where the web is being accessed. Net-
work security is required to protect the user from network-
based attacks. Likewise for browser security. Is web user
security a meaningful term or does it expand to cover a
much larger chunk of cyber security so as to become
amorphous?
Considered from a technical perspective web user secu-
rity does indeed reach out to permeate a large portion of
cyber space. Attacks can come from a variety of layers in
the software–hardware stack. Countermeasures must cor-
respondingly deploy across these layers. In parallel to the
technical complexities of web user security, there are
accountability complexities. Who is responsible for secur-
ing the operating system on the user’s client machine?
Or securing the browser? Or preventing the user from
phishing attacks? These are the essential complexities of
cyber security. We can modularize, layer and compartment
while designing the system and determining accountabil-
ity, but the attacker knows no such boundaries. Neverthe-
less, from a requirements perspective web user security is
a useful concept that provides critical focus on the end user
whose interests are crucial to the evolution and growth of
the web.

Clearly, web user security is a complex undertaking. It
behooves us to scope the problem so that it does not
equate to the entire problem of cyber security. For this arti-
cle we will demarcate the concern of web user security as
being entirely in cyberspace. In other words it does not
encompass cyber physical systems [3], although in future
it might do so [4]. Our focus is on the ordinary user so
we are not concerned with user-related enterprise issues
such as BYOD [5]. Our concern is with web security at
the micro level of individual users and households, so we
are not directly concerned with macro level aggregated
threats such as botnets [6] and worms [7]. The issue of dig-
ital rights management to protect copyrighted entertain-
ment content is also out of scope.

On the attack side we are primarily concerned with ‘‘or-
dinary’’ attacks conducted by ordinary criminals and mis-
creants, much as we are concerned with ordinary users.
This excludes, for instance, attacks by nation states or their
agents. It also excludes highly targeted attacks such as
aimed at specific senior executives and officials. We ex-
clude attacks on critical infrastructure, both cyber physical
and cyber only. We specifically do include attacks by orga-
nized crime, be it directly on an end user, say by phishing
[8], or indirectly, say by a data breach at the web applica-
tion provider.

We emphasize that our claim about web user security
being as good as it will ever get is applicable only under
the caveats of the scope discussed above. The situation
with critical infrastructure, including cyber physical, and
enterprise security targeted by nation state adversaries is
certainly not so sanguine. The adversary is much more
sophisticated and the payoff worth magnitudes beyond
what an ordinary user can deliver. Moreover, the tolerance
for a ‘‘small fraction’’ of unfortunate victims amongst web
users does not carry over to domains such as critical infra-
structure and national and business sensitive information.
Web user security as we have defined it here is a very spe-
cial and very important domain. However, we cannot
extrapolate our observations and insights beyond this
domain.

In general the term security is understood to include
privacy, although the term security and privacy is also
commonly employed with the implication that there is
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some difference between security and privacy. It is beyond
the scope of this article to discuss this issue at length. For
our purpose we will understand web user security to
encompass elements of user privacy without exhaustively
including all its aspects, much as web user security does
not fully include user security. In particular protecting
against deliberately malicious web application servers is
considered out of scope for web user security. Thus a
web application that misuses a user’s credit card informa-
tion to make fraudulent charges is not part of what we con-
sider ordinary attacks. Likewise for misuse of a user’s
personal information by the web application such as ad-
dress and date of birth, say to perpetrate identity theft.
Typically such scams by the web application server tend
not to be long-lived due to inability to attract repeat cus-
tomers and loss of reputation. Nonetheless, we acknowl-
edge that high assurance security and privacy is
extremely difficult, perhaps impossible, to achieve.

3. The past

The web is not quite 20 years old. There has been concern
about web user security from the early days, if only to foster
growth of e-commerce. Among the earliest technologies to
be deployed was that of internet firewalls [9] which
constrain the flow of internet packets beyond the normal
routing rules. Practitioners quickly came to appreciate the
limitations of firewalls and turned to cryptographic tech-
niques to establish authenticated secure communication.
There was great hope that public-key infrastructure (PKI)
[10] would be widely deployed and replace the much-hated
and security-challenged passwords as the common authen-
tication mechanism for users. PKI was further expected to
enable a number of new services such as secure email. The
credit card industry agreed on a common standard PKI for
secure credit card transactions on the web, to be built
around the newly developed SET (secure electronic transac-
tions) protocol [11]. The dominant browser vendor in the
early days (Netscape) brought forth a generic security pro-
tocol, called SSL (secure sockets layer) [12] to secure TCP
sessions on the web. There was a feeling of confidence
amongst security researchers and practitioners that a se-
cure web was technically within reach.

The promise of PKI never did materialize. The SET pro-
tocol fell by the wayside. SSL continued to flourish and
was renamed in later incarnations as TLS (transport layer
security). Its design called for public-key certificates on at
least the server side but preferably on both server and cli-
ent sides. The latter and much more secure mode of SSL
never got mass deployment, while the serious vulnerabili-
ties of the former widely deployed mode to man-in-
the-middle attacks were identified very early [13]. We
continue to live with passwords till today. There have
recently been calls to recognize the persistence of pass-
words and establish a research agenda to understand
how to do passwords better [14]. The failure of PKI also
effectively eliminated the potential for widespread use of
secure email.

In the meantime the internet and the web itself became
a conduit for rapid spread of computer viruses [15]. Denial
of service attacks emerged as a threat for providers of web
services [16] which impacted their users. Users were also
swamped by spam emails [17] and phishing attacks [8].
The recent appearance of drive-by downloads [18] makes
it possible for attackers to install malware on a user’s ma-
chine just by visiting legitimate web sites that have been
compromised. Vendors and users have become comfort-
able with frequent security updates of user-deployed soft-
ware, including operating systems, browsers and
applications. The earlier practice of leaving users’ comput-
ers off-line till such time as the user engaged in internet
activity, has been supplanted by an always online presence
so as to be current on updates.

The past can be summarized as follows. While the high
expectations for web user security based on PKI have not
been realized, the spread of web application services and
their enthusiastic embrace continues unabated leading us
to conclude that currently deployed security technologies
are adequate for purpose of good enough security [19].
Many of these technologies were not considered a priori
but developed in response to real world attacks such as de-
nial of service, spam, phishing and frequent security up-
dates, which were not anticipated to the degree that they
occurred.

4. Security principles

What security principles can be gleaned from this re-
cent eventful history? We propose a number of them here.
We reiterate that these are articulated in context of web
user security and should not be simply extrapolated out-
side this setting. While we believe that all of these are
more generally applicable, consideration of the extent of
their generality is beyond the scope of this article.

Our first principle recognizes that the only thing certain
about the future is that it is uncertain.

Principle 1. Anticipation of future web user security
technologies, services and attacks cannot be perfect.

The consequence of this principle is that security must
be largely reactive. While it would be grossly negligent to
deploy web application services without any security,
overdesign and expensive provisioning of their security is
likely to be premature. The design of the service, the at-
tacks it will attract and the security appropriate to its pro-
tection are intertwined issues and must be dealt with
concurrently as the service evolves.

The second principle comes from the users’ perspective.

Principle 2. Users do not expect perfect security. They will
tolerate a small fraction of unfortunate victims in prefer-
ence to higher cost and inconvenience.

The real world is not perfect in security and safety [20],
so it is only natural to expect the same in cyberspace. It has
been the hubris of security researchers that technology can
make cyberspace more secure than the real world. Perhaps
in theory it can, but in practice users will not tolerate the
additional cost and inconvenience. This is especially true
with respect to web user security where service providers
operate in a fiercely competitive environment which drives
security and its burdens to a lowest common denominator.



3894 R. Sandhu / Computer Networks 56 (2012) 3891–3895
The next two principles come from the attackers’
perspective.

Principle 3. Attacks are hard to discover but easy to
replicate.

The ingenuity and persistence of attack inventors is
truly remarkable. However, once invented, most attacks
are easy to automate and replicate. Attacks do not need
to be reinvented by every attacker. This is especially true
in the realm of web user security. Highly targeted attacks
on high value individuals and organizations can require
considerable customization and reconnaissance. Attacks
targeted at the masses are effective so long as they yield
sufficient return to the attacker, which in percentage terms
could be minuscule.

Principle 4. There is no upper bound to the sophistication
of attacks that will be deployed in the wild (i.e., outside of
the laboratory). Attackers always have the next low
hanging fruit.

Given our knowledge of the theoretical possibilities of
attacks, it is clear that attackers have barely scratched
the surface of the iceberg. Historically, more sophisticated
attacks have been manifested in the wild as older attacks
become less effective due to defenses that have reduced
their yield.

Our next two principles are respectively duals of the
preceding two principles from the defenders’ perspective.

Principle 5. Defenses are hard to discover but easy to
replicate.

This would seem to offer a good business opportunity
for security vendors.

Principle 6. While there are no perfect defense, defenders
always have the next low hanging fruit.

Every new attack can be met with an appropriate de-
fense at a reasonable cost. Defenders must strive to find
defenses that will be adopted by the early-adopter seg-
ment of the market and then can be grown into mass adop-
tion over time.

Our final principle recognizes the limitations of formal
methods and proofs in guaranteeing security properties.

Principle 7. Mathematics and formal methods are useful
but can only provide symbol security, not real security.

The term symbol security [21] denotes the fallacy of
relying on mathematical arguments for proof of security
without due consideration of real world context. Proofs
of security of SSL and PKI notwithstanding, there are many
insecure ways of deploying these provably secure proto-
cols. The security proofs are of idealized abstractions and
not of the real world implementations.

5. Science of web user security

What are the consequences of these security principles?
Can we develop a science of web user security which will
be conformant with these principles? What are the open
questions that such a science should seek to address? We
formulate some sample questions below.

Our first set of questions deals with the concurrent nat-
ure of designing security, services and attacks due to Prin-
ciple 1.

Question 1. What is the appropriate level of security that
should be provided in a new web application service?

Our current security theories provide no guidance in
this regard. How do we characterize ‘‘appropriate’’? We be-
lieve that attempting to quantify this characterization by
numerical values is probably premature at this point. Are
there qualitative measures we could start with? A related
question is as follows.

Question 2. How much and how quickly should we adjust
the level of security in light of changes in features of the
web application service and the attacks on it?

For example, in reaction to a newly discovered attack
we may quickly fix security bugs that enabled the specific
attack and issue patches. Should we do more than just fix
the one bug when it is possible that several related bugs
may be present? Should we try to close a larger class of re-
lated attacks?

Our next questions turn to the cat and mouse game be-
tween attack and defense.

Question 3. Can we anticipate the next level of attack so
we can be proactive about the next level of defense?
Question 4. Does the next enhancement to our defenses
address the likely next level of attack?

As a defender one would like to be ahead of the attack-
ers but not too far ahead. There is no point strengthening
the front door while the back door is wide open. The cur-
rent practice more or less boils down to fixing only those
vulnerabilities that have been attacked. This results in a
completely reactive posture. What is the value in being
proactive? How do we demonstrate this value?

Next we deal with the issue of formal methods.

Question 5. What is the real world value of formal
methods when they apply only to idealizations of the
actual system?
Question 6. When is it appropriate to use formal
methods?

Formal methods no doubt provide insights and addi-
tional assurance, but only about idealized abstractions of
the real system. They cannot be directly applied to a real
system due to well-known scalability limitations. How
should they be used to provide meaningful value.

Finally, the question about the most important party in
the system, the end user.

Question 7. How do we measure the exposure of the user
relative to cost and convenience?



R. Sandhu / Computer Networks 56 (2012) 3891–3895 3895
Here again numerical quantification may not be the best
first step. Are there useful qualitative measures we could
start with?

6. Conclusion

This article has defined the concept of web user security
as a very special but very important piece of the overall cy-
ber security challenge. Its fundamental claim is that web
user security is about as good as it will ever be. In consid-
erable part this is because users do not expect the web to
be any more secure than the real world and will settle
for much less than perfect security. They will rather accept
lower security than bear higher cost and inconvenience, so
long as the vast majority of users are relatively safe. Only
those web application service providers who conform to
this expectation will succeed in the market thereby driving
security to the lowest common denominator of ‘‘good en-
ough security.’’ Overall this is a good thing since it is
encouraging of innovation and evolution, without the
impossible attempt at anticipating the future of the web.
By looking at the past history of the web we have offered
a number of security principles which should be the basis
for a science of web security. We have speculated on some
of the issues that such a science must address.
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